HHS Privacy Impact Assessment

Date of this Submission (MM/DD/YYYY): November 21, 2003

HHS Agency (OPDIV):
 FDA/ORA

Title of System or Information Collection: Field Accomplishments and Compliance Tracking System (FACTS)
Is this System or Information Collection new or is an existing one being modified? No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-08-01-1010-00-110-032
System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

FDA’s inspection process, managed by FACTS, is responsible for the health and safety of the American Public by providing support to the overall FDA’s mission for promoting and protecting the public health by helping safe and effective products reach the market, and monitoring products for continued safety after they are in use.  Legislation authorizing this activity is the Food Drug and Cosmetic Act.

2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The FACTS system contains data about commercial firms and their business relationships, data, FDA decisions, manpower, procedures, establishments, commerce, compliance, enforcements, products, consumer complaints and FDA organizations. 

The FACTS database provides information on FDA performance to Congress and the OMB, and supports the Drug industry’s PDUFA initiatives.  This system also presents rapid review of current and past fieldwork assignments, results, and time/cost to accomplish in the Agency mission areas of regulation, surveillance, and compliance.

3. Explain why the information is being collected.

Providing support to the overall FDA’s mission for promoting and protecting the public health by helping safe and effective products reach the market, and monitoring products for continued safety after they are in use. 

4.   Identify with whom the agency will share the collected information. 

Facts shares collected information with the following systems:

Lab data exchange between FACTS-OASIS (ORA), 
Data to FACTS Reports; OPAS (ORA), 

Assignment data to Turbo EIR (ORA), 
Firm profile data to ORA/DCIQA (Intranet/Internet), 
Lab data to eLEXNET (ORA, CFSAN), 
Complaints & Adverse event data to CAERS (CFSAN), 
Firm profile data feed to CDER, 
Pre-approval inspection data exchange with EES (CDER), 
Firm data to eDRLS (CDER), 
Inspection data from MPRIS & CASS (CDRH), 
Personnel data from EASE (OC).
5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The primary users of FACTS are FDA organizations (see above) that enter, update, retrieve, and otherwise manipulate the data contained in the FACTS database with the ORA Field Offices staff being the principal suppliers of FACTS data. The Centers then make extensive use of FACTS to communicate with the Field. 

The secondary users of FACTS include organizations and individuals’ external to the FDA that contributes industry information to the FACTS database. These include consumers, health care providers, state partners, state public health agencies, and other Federal agencies. 

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)- 

Information will not be collected from children under age 13 on the Internet for FACTS

7.  Describe how the information will be secured. 

FACTS has built-in controls to grant or modify access to the relevant data based on the user role and District he or she belongs to with FACTS end users having only ‘read only’ access to data from other district offices. 

For the FACTS/eSAF system there are three primary security zones. The three zones are 1) the Internet, 2) the Service Area Network, or Demilitarized Zone (DMZ), and 3) the Intranet or “inner core”.  This approach separates the functions of “border control,” “identification and authentication,” and “access control.”   

8. Describe plans for retention and destruction of data collected.

Data retention and destruction is conducted in accordance with published system security plans.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained. 

A system of records is not being created under section 552a for Title 5.
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