HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/20/2003
HHS Agency (OPDIV):  Food and Drug Administration

Title of System or Information Collection:  FDA Unified Registration and Listing System
Is this System or Information Collection new or is an existing one being modified?  New 

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-09-01-1030-00-114-043 

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  0910-0502 10/31/2006
Other Identifying Number(s):  FDA Form Number 3537/3537a 

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

On June 12, 2002, President Bush signed The Public Health Security and Bioterrorism Act of 2002 (PL 107-188). This Act was written to enhance the nation's ability to prevent, identify and respond to bioterrorism. In the case of FDA, the Bioterrorism Act substantially expands the authority the FDA can bring to bear in regulating the food industry. Domestic and foreign food facilities (importing food into the United States) will be required to register with FDA. Information required includes: name and address of facility; U.S. agent if foreign facility; and emergency contact information in the event of a public health emergency. As a result of this Act, FDA has a very aggressive schedule for rulemakings and systems addressing registration of food facilities, record-keeping and prior notice of imported food shipments. 

The Food Facility Registration System required in the Act will allow FDA to compile an up-to-date list of relevant facilities and to rapidly identify and contact potentially affected facilities in the context of possible bioterrorism involving the food supply. However, FDA must accommodate a registration period 60 days in advance of the statutory deadline of December 12, 2003 to assure that the international system of food production and transport is not disrupted. While FDA regulators work diligently to put the required regulations in place, the aggressive timeframe mandated under law applies also to the development of the Food Registration system. Therefore, the Food Facility Registration Module of the FDA Unified Registration and Listing System was brought on-line on October 16, 2003.  Currently, approximately 4,000 registrations are completed per day through this system.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Owners, operators, or agents in charge of domestic or foreign facilities that manufacture/process, pack, or hold food for human or animal consumption in the United States are required to register the facility with the FDA either through the paper process or through FURLS.  The information currently collected by FURLS is specifically related to this Food Facility Registration.  FURLS information fields closely match those identified in FDA forms 3537/3537a which were approved through legal council.  The information is specifically related to contacts, emergency contacts, facility information as follows:

· Name, physical address, phone number of the facility 

· Same information for the parent company, if the facility is a subsidiary 

· All trade names the facility uses 

· Food product categories (21 CFR 170.3) 

· A statement certifying that the information submitted is true and accurate and submitter is authorized to register the facility 

· Name and contact information of the person submitting the certification statement 

· Name of foreign facility's U.S. agent and the agent's contact information 

· Emergency contact information 

3.   Explain why the information is being collected.

This system is specifically identified in the Public Health Security and Bioterrorism Preparedness and Response Act of 2002 (the Bioterrorism Act) and is a step toward protecting the public from a threatened or actual terrorist attack on the U.S. food supply.

4.  Identify with whom the agency will share the collected information.

Per Sec. 1.243 (a) of the Final Interim Rule, the list of registered facilities and registration documents submitted under this subpart are not subject to disclosure.  In addition, FDA does not disclose any personal information collected about facilities or facility contacts unless it is required by law or for law enforcement reasons. We only use personal identifying information to contact personnel in the facility in the event of an emergency of other regulatory need.  FDA personnel involved in Food Registration, law enforcement or policy-making use the information provided. We may share this information with other government agencies that have public health or consumer protection duties such as the Department of Commerce. 

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Owners, operators, or agents in charge of domestic or foreign facilities that manufacture/process, pack, or hold food for human or animal consumption in the United States are required to register the facility with the FDA.  Facilities are offered the opportunity to register via the Internet or through a paper or pdf form that they then mail, fax or e-mail to the FDA.   A significant amount of information has been shared with facilities over the last year in terms of meetings, web documents, Q&A’s, federal register notifications, opportunity for public comment, etc.  A summary of all of this information can be found at http://www.cfsan.fda.gov/~furls/ffregfr.html

Because this information collection went through the OMB approval process, it was available for public comment and much of what is reflected in the system and paper form today is in response to these public comments.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected from children under age 13. The owner, operator, or agent in charge of a facility is responsible for registering a facility. In the case of a foreign facility, the facility may designate a U.S. agent to register for them.  A U.S. agent is a person physically located in the United States who is designated by a foreign food facility as its agent for purposes of FDA's registration requirements. The U.S. agent acts as a communications link between FDA and the foreign facility for routine communications. FDA will contact the U.S. agent when an emergency occurs unless the registration specifies another emergency contact person.

7. Describe how the information will be secured.

Though information pertaining to persons or facilities is maintained by the system, such as names, phone numbers, and facility addresses, the system contains little Privacy Act Information, or other information having a high confidentiality requirement.  Other information processed, stored, or transmitted by the system that requires the most protection from unauthorized persons consists of registration numbers given to facility registrants, as well as registrants’ password and logon information. 

The Account Management module handles the creation and administration of user accounts for access to all FDA registration and listing modules.  For FURLS, the module allows general system users who submit food registrations and updates to create and maintain secure login accounts (the terms “general system user” and “registrant” will be used interchangeably).  Users are authenticated by the Accounts Management system prior to accessing Food Facility Registration.  The registration and listing module (FFRM) is responsible for enforcing specific access rules for users. Additionally, the Account Management module uses the business rules and infrastructure implemented by the Enterprise Administrative Support Environment (EASE) in creating and administering FDA Personnel user accounts.  

The FURLS project has personnel and physical/environmental security in place and an independent assessment of the FURLS application has been conducted.  In addition to the logical security included in Accounts management, multiple layers of defense are in place to protect the transfer of data and information, and to assure against unauthorized access to code or data.  Software and operating systems patches are in place and a hardening checklist has been followed on all servers.

8. Describe plans for retention and destruction of data collected.

Complete submissions from facilities are maintained for a minimum of 10 years before destruction.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The Privacy Act does not apply because the data is being maintained by Facility and not by individual name or personal identifiers.
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