HHS Privacy Impact Assessment (PIA)

Date of this Submission:  11/24/03

HHS Agency:  FDA/OC

Title of System or Information Collection:  FDA MDI Security System Network

Is this System or Information Collection new or is an existing one being modified?  Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  N/A

System of Records Number:
09-10-0018

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

      The FDA MDI Security System Network is comprised of card access, intrusion alarms and maps and is utilized to provide FDA Identification/Access cards for FDA facilities. This information is provided pursuant to Public Law 93-597 (Privacy Act of 1974), December 31, 1974 for individuals applying for FDA Security Card Keys.  Federal Property Management Regulations, 41 CFR 101.20.301, authorize the maintenance of systems by Government agencies for identifying individuals as employees in order to restrict access to Federal buildings after normal working hours and to areas not open to the general public.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

      Employees’ names, dates of birth, social security numbers, height, weight, vehicle tag number, access level, building, room number and whether they are a contractor, guest worker, visiting scientist, etc. are required before issuing an FDA Identification/Access Card which allows access to certain FDA facilities.

3.   Explain why the information is being collected.

This information is collected to ensure that only authorized FDA employees, contractors, visiting scientists, etc. are issued FDA Identification/Access Badges.

4. Identify with whom the agency will share the collected information.

Only authorized agency security representatives and the Physical Security Branch.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is collected on the FDA 3391 form (FDA Card Access Request Form) and is required for FDA employees to get an FDA Identification/Access Card.  The privacy act statement, authority, purposes used and effects of nondisclosure are indicated on the back of the form.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

N/A

7. Describe how the information will be secured.

Information is secured through different levels of passwords. 

8. Describe plans for retention and destruction of data collected.

Hard copies are maintained for a period of six months.  Records in the system with picture are maintained indefinitely.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.  
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