HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/19/2003

HHS Agency (OPDIV): FDA

Title of System or Information Collection: Enterprise Administrative Support Environment (EASE)                                   

Is this System or Information Collection new or is an existing one being modified? Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-10-01-1020-00-403-131

System of Records Number: 09-40-0010, 09-90-0018, 09-40-0001


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

EASE is an FDA-wide administrative system that provides essential personnel, organization and locator information, automates time and attendance, and provides ad hoc reporting though its associated RAM data warehouse.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort. 

FDA personnel data is retrieved from DHHS Personnel Files (FDA only) for the purpose of providing corporate data to various FDA Systems, to provide management reports and to provide the basis to process civilian personnel time and attendance recording.  Person location data is collected to provide HHS and FDA with location and email directories.  FDA Non employee personnel data is collected to provide a basis for location and security purposes.  Only those data elements required for the FDA applications is being maintained.     

3. Explain why the information is being collected.

 To provide Corporate data to FDA for management and security purposes.

4.  Identify with whom the agency will share the collected information. 

HHS is provided FDA civilian time and attendance data on a biweekly basis to process FDA payroll.  Location data is provided to HHS for the HHS Employee Location System.   

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

HHS collects the Personnel Data.  The Center Representatives, and the various roles involved with the specific data provide notification to the employees/non-employees upon request of the data.  Information about the collection of data is providing within the users manuals and upon training. 

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998) 

No information from children under the age of 13 is collected.

7. Describe how the information will be secured.  

System security is based on Database and Application Roles, Organization and Data Element Access.  The System is accessed only within the FDA Firewall via ID/Password.  

8. Describe plans for retention and destruction of data collected.  

Data is maintained historically for purposes of management reports.  Core data is destroyed when no longer needed for verification of information contained in the system and when no longer required for reporting purposes.  Time and Attendance data once sent to HHS is no longer required.  However, it will be retained for a minimum of 6 years for reporting purposes.  

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.  

09-40-0010, 09-90-0018, 09-40-0001
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