HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/25/2003


HHS Agency:  FDA



Title of System or Information Collection:  Electronic Laboratory Exchange Network (eLEXNET) 
Is this System or Information Collection new or is an existing one being modified? New

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-08-01-1070-00-111-034

System of Records Number: N/A
OMB Information Collection Approval Number and Expiration Date: N/A


Other Identifying Number(s): N/A
Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

The Electronic Laboratory Exchange Network (eLEXNET) was developed to facilitate secure information sharing among public health partners and collaboration among food safety experts.  eLEXNET provides food safety officials with access to food test results for analytes of concern at the detail level and at the product or product industry level. eLEXNET is a seamless, integrated, secure network that provides multiple federal, state and local government agencies engaged in food safety activities with the ability to compare, communicate, and coordinate findings in laboratory analyses. The system enables U.S. health officials to assess risks, analyze trends and identify problem products. It provides the necessary infrastructure for an early-warning system that identifies potentially hazardous foods.

2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort. 

eLEXNET currently allows food safety laboratories at all levels of government (federal, state, local) to share real-time food safety sample and analysis data on selected microbiological analytes.  eLEXNET receives sample status and sample analysis summary, laboratory analytical methods and results, and laboratory conclusions from other systems within FDA, as well as from participating laboratories.  All data collections are necessary to meet the goals of this system.

3. Explain why the information is being collected.  

4. Identify with whom the agency will share the collected information.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared?

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)
7. Describe how the information will be secured.
8. Describe plans for retention and destruction of data collected.
9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Endorse
Endorse
Approve
            _________________________         ________________________      ______________________

Betty B. Dorsey                                 James J. Rinaldi                            Mark B. McClellan, M.D., Ph.D.

FDA Privacy Act Officer                  Chief Information Officer            Commissioner of Food and Drugs

Date ____________                          Date: ____________                     Date: ____________
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