HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/18/2003

HHS Agency (OPDIV):  FDA/ORA

Title of System or Information Collection: Electronic Document Control System (EDCS)

Is this System or Information Collection new or is an existing one being modified? New

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-08-02-0204-00-404-142

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s):  N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Electronic Document Control System (EDCS), is a document management and workflow system developed to manage the Quality Management System (QMS), warning letters, acknowledgement letters and the complete regulatory packages for the Food and Drug Administration (FDA) Office of Regulatory Affairs (ORA).  The objective of the EDCS is to:

· Develop an electronic information system for the management of documents using Documentum, an enterprise content management platform.

· Provide a centralized and standardized repository for all ORA units to develop, share and maintain all QMS and regulatory packages (ie, EIR, 483s and supporting documents), which will be determined by appointed ORA personnel.

· Reduce the time and effort required to manage and deliver QMS and regulatory documents, by implementing a system to control document creation and publishing enterprise-wide.  This system is envisioned to provide the ability to route documents through an approval process (workflow), monitor the status of documents, and maintain versioning history.

· Improve the sharing of information and knowledge across various user groups and public, reducing replication of information and the work involved producing it.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The EDCS is collecting two major categories of information.  The Quality Management System (QMS) piece of the EDCS collects the Standard Operating Procedure (SOP) related documents in order to ensure the quality of the ORA products.  These products include Investigation Operations Manual (IOM), Compliance Program Guidance Manual (CPGM), Import Bulletin, Import Alert and many other quality related documents produced by ORA.  These QMS products will be imported into the system by the compliance officers.  Another category of the information is the regulatory packages.  The EDCS will provide the integrated regulatory packages; 1) complete reports, 2) complete regulatory actions and recommendations, 3) complete lab sample results.  These regulatory packages will be populated into the system by investigators via the EDCS web front-end.

3.   Explain why the information is being collected.

4.   Identify with whom the agency will share the collected information.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

7. Describe how the information will be secured.

8. Describe plans for retention and destruction of data collected.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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