HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):
11/17/03

HHS Agency (OPDIV):

FDA/CDER

Title of System or Information Collection: E-Doc Query (EDQ)

Is this System or Information Collection new or is an existing one being modified? Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:
009-10-01-03-02-0203-00-110-032

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date:
N/A

Other Identifying Number(s):
N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

This system provides read-only access to digital assets (ex. Images, text, WORD, PDF, html) related to several other databases and network shared areas in CDER.  The majority of the applications that can be viewed via this facility contain non-public drug review related information but not personal information.  However this system does provide access to the Adverse Drug Reaction case reports.  The Adverse Drug Reaction case reports contain little personal information but some adverse reaction data submitted by physicians, hospitals and the public do contain personal identifiers. The personal information is not contained in any standard reports and is not in searchable fields.  Where it does exist, it includes the name and possibly the SSN of the individuals having adverse drug reactions. The Food, Drug and Cosmetic Act is the legislative authority for this activity.
2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The Adverse Drug Reaction case reports are submitted to FDA by pharmaceutical firms, physicians, hospitals and the public.  Each paper report is scanned in (images only - no OCR) and assigned a unique ID.  The reports can only be accessed through this system by the unique ID code assigned to it.  Only staff with access to AERS or the AERS DataMart will know what the unique IDs are for each of the reports.  In addition, access to this system is restricted to those that have a 'need to know' based on their job responsibilities - primarily the Office of Drug Safety and Medical Officers.  They cannot search by any other data fields aside from the date the report was received and the date the report was scanned.

3. Explain why the information is being collected.

No information is collected.

4. Identify with whom the agency will share the collected information.

This personal information is never shared. FOI staff screen all reports that go outside of the Center to assure that no sensitive or personal information is disclosed.  Access to the information is strictly limited.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.


Adverse reaction information is submitted by the pharmaceutical industry as required by law. The pharmaceutical industry never submits privacy data. Physicians, hospitals and the public sometimes submit privacy data on case reports. Since the Agency does not request or use the privacy data, no notice or opportunity for comment is provided to subjects.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Not Applicable.  No information is collected from children, or on the Internet.

7. Describe how the information will be secured.

Access to the data is highly restricted and only accessible by safety evaluators, reviewing medical officers, and compliance staff.

8. Describe plans for retention and destruction of data collected.

Published schedules for retention are followed.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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