HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):
10/27/2003

HHS Agency (OPDIV): FDA/CDER

Title of System or Information Collection:
Center-wide Oracle Management Information System (COMIS)

Is this System or Information Collection new or is an existing one being modified? Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:
009-10-01-03-02-0210-00-110-032

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date:
N/A

Other Identifying Number(s):
N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

COMIS is a legacy system that primarily contains tracking information about products under review.  The data is non-public information and it's strictly controlled.  It contains no Privacy information with the exception of the module known as the Bioresearch Monitoring Information System (BrmIS).  This module contains identification of clinical investigators along with identifying information.  The database is used for investigatory purposes and is therefore exempt from the Privacy Act.  Because this database contains individual names of investigators and personal identifiers, access to it is strictly limited.  Food, Drug and Cosmetic Act is the legislative authority for this activity.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The information is submitted as part of New Drug Applications. The information is for investigatory purposes and is therefore exempt from the Privacy Act.

3. Explain why the information is being collected.

      The information is collected for investigatory purposes only.

4. Identify with whom the agency will share the collected information.

The non-public information is not shared with anyone.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is obtained via the FDA 1571, Claimed Exemption from a New Drug; i.e., Investigational New Drug.  Clinical investigators provide the information as part of the submission.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No.

7. Describe how the information will be secured.

The Privacy information is not shared with anyone.  Access to it is strictly controlled.  Access is only granted to staff members of the Division of  Scientific Investigations in CDER/FDA.  Access is only granted on request of the program and after approval by the CDER Information Systems Security Officer.

8. Describe plans for retention and destruction of data collected.

Required retention schedules are followed.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The BrmIS module, which is the only part of COMIS containing personal identifiers, is exempt under Title 21, vol1, section 21.61(f).  A specific exemption was provided because of the investigatory nature of the system.
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