HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/19/2003

HHS Agency (OPDIV): FDA/CDRH

Title of System or Information Collection:  CDRH Adverse Events Reporting System

Is this System or Information Collection new or is an existing one being modified?  Existing system, not being modified

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-10-01-05-02-1010-00-110-032

System of Records Number:  N/A

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

This system stores and processes information about adverse events or malfunctions related to medical devices.  The collection of this data is conducted under the authority of the Safe Medical Devices Act of 1991.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The information collected for this system provides details of specific adverse events and malfunctions related to medical devices.  The data consists of a summary description of the event being reported, identifies the device and its manufacturer, some general patient and medical information, the location of event, and codified analysis of the event by the device manufacturer.  This level of reporting provides enough data to generate adverse event statistics and provides enough detail for qualified event analysts to identify events requiring more extensive investigation, either as an individual event or as part of a systematic evaluation of the safety of specific groups of devices.  

Certain patient-specific information is collected, such as patient age or birth date, weight, sex, and a non-standard patient identification number used by a user facility.  Reporting instructions specifically instruct the reporting hospitals, device manufacturers, device distributors, and any voluntary reporters not to include patient names, names of attending medical personnel, social security numbers, drivers license numbers or other personally identifiable information in response to specific questions or to imbed this information in descriptions of events.  References to patient names and attending medical personnel are replaced with generic terms such as “the patient”, “the doctor”, etc.   The patient data is never released to the public and is not used to track patients.  It collected solely to provide a complete picture of the adverse event.

3.  Explain why the information is being collected.    

This data is collected to monitor the safety of medical devices in use in the United States.  Every effort is made to determine the safety and efficacy of medical devices prior to their being marketed in the United States.   These issues are addressed in the pre-market requirements for bringing a device to market.  However, determination of device safety is based upon clinical trials, and the historical experience with similar devices.  Once a device is introduced into widespread general use, previously unidentified safety issues may become known.  The adverse event reporting process is intended to provide the FDA with a mechanism to monitor the frequency and severity of medical device related adverse events which could cause the safety of device to be re-evaluated, requiring changes to the device, its labeling, or even removal of the device from the market.

4.   Identify with whom the agency will share the collected information.   

Information about performance of devices is shared with the public, and may be shared with other governmental agencies, both foreign and domestic.  Patient information is not shared.  The location of events is not shared.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is collected on OMB-approved paper forms.  Provisions exist to receive reports by fax and approved similes of the approved government form.  For emergency reporting, provisions exist to receive an adverse event report by phone.   The Safe Medical Devices Act defines which organizations are required to report.  The OMB-approved forms translate the reporting requirements contained the SMDA into discrete data elements.  There are instructions that accompany the forms, which explain how to complete and return them to FDA.  In addition, voluntary reporting is encouraged within the medical community by those who are not legally required to report adverse events.  Web based voluntary submittal processes are being developed within HHS for various component agencies that collect different kinds of adverse event data.  Web based mandatory reporting processes are in early stages of design and development. 

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)


Information is not collected on the Internet at this time.  No information is collected from children. 

7. Describe how the information will be secured.    

Persons accessing the data must be authorized, present a valid ID, and be authenticated.  Only FDA and selected HHS oversight employees are granted accounts.  Within the production environment, assigned privileges determine account access.  The system is not directly accessible outside the FDA network

8. Describe plans for retention and destruction of data collected. 

In the past, the paper forms were retired to federal storage facilities.  Currently forms are being stored as digital images. All paper records and computer data is retained indefinitely.    Data can be archived and destroyed based on the Federal Records Retention schedule.  To date, FDA has chosen to retain all of the information.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.   

No system of records is being created.
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