HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/19/2003

HHS Agency (OPDIV): FDA/OC

Title of System or Information Collection:  Agency Information Management System (AIMS)

Is this System or Information Collection new or is an existing one being modified? No Change 

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-10-01-10-01-1010-00-404-142

Systems of Records Number: 09-10-0004 (FDA) Communications (Oral & Written) with the Public, 

09-90-0058 (HHS) FOI Case Files and Correspondence Control Index, OGE-1 (Office of Government Ethics) Financial Disclosure Reports & Other Ethics Programs, OGE-2 (Office of Government Ethics) Confidential Statements of Employment & Financial Interest, 09-90-0008 Conflict of Interest Records, HHS/OS/ASPER, OPM/Central-9 Personnel Investigations Records

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

AIMS provides administrative tracking and electronic storage for several agency functions.  The core data within AIMS is pulled from the agency ASAP system for staff, contractor and organizational data required for the applications.  The core also contains any information that is shared by two or more of the AIMS modules.  The modules are Correspondence (both internal generated and received from external sources), Freedom of Information (FOI), Federal Register (FR), Dockets Management, Advisory Committee, Ethics, Security Clearances and Interagency Consult Reviews.  The system also has a records management application for all records tracked in the system.  The module for Administrative Tracking and Electronic Document Storage of FOI requests, responses, and related correspondence is authorized by the Freedom of Information Act, (FOIA) 5 U.S.C. 552.    The module for Ethics records is authorized by the Ethics in Government Act (PL 95-521) and the Ethics Reform Act of 1989, as amended (PL 101-194).   The Civil Service Act authorizes the module for Security Clearances.  The Federal Advisory Committee Act authorizes the module for Advisory Committee Records.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The Correspondence Staff, the Division of FOI and the Division of Dockets Management store names, address and e-mail addresses on individuals who submit correspondence and FOI requests or submit comments on FR published documents.  The Correspondence Staff and the Division of FOI use the information to respond to correspondence and FOI requests.  The Division of Dockets Management only stores the information with the record.  The Ethics Staff tracks the filing status of each FDA employee, notification of filing requirements and receipt of the filing reports.  The Security Clearances Staff stores the clearance requirements for both FDA and Contractor staff along with the approval track and renewal requirements.  The other modules use FDA staff and contractor information only in the tracking of workflow and approval processes.  Information in the FOI Tracking and Document Repository is obtained from letters submitted to the FDA from the public pursuant to the FOIA. The Agency only collects data necessary to identify and correspond with requesters such as requester’s name, address, records requested, and records provided to requester.  Information is used to process FOIA requests.

AIMS uses role based security.  Individuals only have access to the data that is required to perform their duties.  Modules collect only the data that is required to respond to a request for information or to complete an agency function.

3. Explain why this information is being collected.

FDA receives approximately 24,000 FOI request per year.  A tracking system is required to monitor the processing of requests.  In addition the FOIA and the Ethics in Government Act have annual reporting requirements that are based on information collected in the system.  The Security Clearance staff is responsible for maintaining the security levels for all FDA personnel and its contractors and must have a system for tracking security clearances.

4.   Identify with whom the agency will share the collected information.

The only application that shares data with external sources is Security Clearances. The security clearance process goes through OMB. FOIA module information is shared with agency employees involved in the processing of FOIA requests.  Certain information is available to the public as provided by the FOIA.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Information is obtained from correspondence submitted by the FOI requesters and individuals that correspond with the agency or comment on a Federal Register notice.  FDA’s Public Information Regulations at 21 CFR Part 20 inform the public of the procedures for submitting FOI requests.  Federal Register notices inform individuals of the procedures for commenting on a notice.  In the case of security clearances and ethics, when an individual comes to work at FDA as an employee or contractor they are required to complete forms requesting the information.  Forms contain notification statements informing the individuals of the purpose for collecting the information and the authority for collecting the information.  

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected from children under age 13 on the Internet.  With respect to FOIA requests, any individual can file a FOIA request, however, no information is collected on the Internet.

7. Describe how the information will be secured.

All data is stored on secure servers within the FDA operating infrastructure.  All access is through user names and passwords that follow all HHS and FDA Security guidelines.

8. Describe plans for retention and destruction of data collected.

The retention and destruction is based on the NARA approved records retention schedule for each record or document type stored in the system.  For the FOIA module, retention and destruction vary depending upon disposition of requests.  Data may be retained from two to six years after final disposition of FOI requests and destroyed thereafter.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

09-10-0004 (FDA) Communications (Oral & Written) With the Public 

09-90-0058 (HHS) FOI Case Files and Correspondence Control Index

OGE-1 (Office of Government Ethics) Financial Disclosure Reports & Other Ethics Programs

OGE-2 (Office of Government Ethics) Confidential Statements of Employment & Financial Interest

09-90-0008 Conflict of Interest Records, HHS/OS/ASPER

OPM/Central-9 Personnel Investigations Records

Endorse
Endorse
Approve
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Mark B. McClellan, M.D., Ph.D.

FDA Privacy Act Officer
Chief Information Officer
Commissioner of Food and Drugs

