HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/18/2003


HHS Agency (OPDIV):
 CMS

Title of System or Information Collection:  Procurement and Property Management Systems (A system family containing 5 systems)

Is this System or Information Collection new or is an existing one being modified?  No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A
System of Records Number:
09-70-3002, 09-70-3004, 09-70-3001

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s):  OICS223 OICS224

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

CMS Procurement System - The system is a Web based automated Procurement Tracking and Reporting system used in the Acquisitions and Grants Group to process all of the Contracts and simplified acquisitions and Grants at CMS. The system is password protected; system administrators and database administrators can access all information entered by employees.  The system also provides the method for FPDS reporting.. FARA is an electronic version of the Federal Acquisition Regulations, which is used to enable CMS to comply with these regulations in their contracting activity. Legislation authorizing this activity is as follows:

5 U.S.C. 301; Section 205© of the Federal Property Administrative Services Act of 1949, as amended (40 U.S.C. 468(c); and the Office of Federal Procurement Policy Act of 1974, as amended by P. L. 96-83.

HOPS -  The CMS Online Property System (HOPS) is an inventory and control system which tracks capitalized (cost $25,000 or greater), accountable (cost between $5,000 and $24,999), and sensitive (cost less than $5000) in-house and contractor property. The majority of the inventory is composed of ADP/mainframe hardware and software, FAX equipment, copiers, Fitness Center equipment, and CMS’ telephone system. HOPS tracks and reports on usage, depreciation, and disposal of this equipment.   Authorizing legislative regulation for this activity is 41CFR Chapter 101-27. 

RMS tracks and reports on components' records management activities within CMS.   The RMS storage area in the CMS warehouse houses boxes of payroll, freedom of information, and personnel records, contract files, Medicare regulations, Medicaid regulations, and various other agency files.  RMS manages the storage and movement of these boxes of files. RMS provides the status of each box, as to whether it is in stock, or on loan to a component.  It provides the location of materials, and maintains a CMS customer database.   

National Archives and Records Administration (NARA) Act of 1984

36 CFR Parts 1220-1236 – NARA Records Management Regulations

41 CFR Parts 102-193 – GSA Records Management Regulations

The Printing and Paper Stock Management System (PPSM) is a combination of on-line applications and batch programs, communications software, and IBM software designed to improve the day-to-day business activities on which the Administrative Services Group (AGS) depends.  The system tracks forms, manuals, publications, and commodities that are stored in the CMS warehouse.  It maintains mailing lists, coordinates requests for printing services, distributes publications, and handles customer orders. Requests for materials are handled in the warehouse, and are mailed to customers, including providers, intermediaries, carriers, organizations, etc.  Authorizing legislative regulation for this activity is 41CFR Chapter 101-27.

CWOS is a Web-based front end to the current mainframe Model 204 PPSM (Printing and Paper Stock Management) system.  The system allows orders for CMS publications that are housed in the CMS warehouse, to be placed over the Internet.  CMS business partners as well as CMS employees and organizations are the customers of the system.  Authorizing legislative regulation for this activity is 41CFR Chapter 101-27.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

CMS Procurement System - The agency will collect information on those entities interested in contracting with CMS and provide information collected on the SF129 form. This data is entered into our contractor database. The information is used to award contracts and to comply with FPD-NG reporting requirements.  The law requires the collection of the data, and the Agency does not impose additional reporting requirements.

HOPS - System information is collected from CMS procurement documents and personal property physical inventory activities.  Information is used to track and account for CMS capitalized and accountable assets, and provide detailed records for capitalization depreciation schedules and property location assignments.  This information is the minimum necessary to meet legal requirements for the control and management of government assets.

RMS collects accession numbers, a CMS customer’s name-location-phone number-component, brief description of records stored, destroy date, number of boxes associated with each accession of record.  The data collected is necessary in order to retrieve/return/dispose of records in storage.

PPSM - System information is collected from CMS procurement documents and customer order request forms.  Information is used to monitor stock levels and locations, trigger stock reorder activities, stock order request and customer ship to information.  This information is the minimum necessary to ensure a smooth product storage and distribution operation and minimize out of stock situations.


CWOS - The business customer or CMS Inventory Specialist keys information into the CWOS system.  Data includes business name, address, contact person, phone number, email address, publication number, and quantity requested.  

3.   Explain why the information is being collected.

CMS Procurement System - The information is collected on those entities interested in contracting with CMS and provide information collected on the SF129 form. This data is entered into our contractor database. The information is collected because in is required in order to award contracts and to comply with FPD-NG reporting requirements.  The law requires the collection of the data, and the Agency does not impose additional reporting requirements.

HOPS - Information is collected to track and control CMS capitalized and accountable personal property assets.

RMS - The information is collected to maintain a tracking system CMS’ onsite records management storage activities.

PPSM - Information is collected to track and control ordering, issuing and shipment of paper stock products for CMS internal and external customers.

CWOS - The agency uses this information to send orders of CMS printed materials to their business partners and employees.

4.   Identify with whom the agency will share the collected information.

CMS Procurement System - The information or portions thereof may be shared with the FPDS-NG (Federal Procurement Data Systems), Financial Systems for the purpose of making payments and government sponsored systems that monitor contractor performance.  The information is used to award contracts and to comply with FPD-NG reporting requirements.  The law requires the collection of the data, and the Agency does not impose additional reporting requirements.

Additional disclosure of the information on this report may be made: (1) to a Federal, State or local law enforcement agency if the disclosing agency becomes aware of a violation or potential violation of law or regulation; (2) to a court or party in a court or Federal administrative proceeding if the Government is a party or in order to comply with a judge-issued subpoena; (3) to a source when necessary to obtain information relevant to a conflict of interest investigation or decision; (4) to the National Archives and Records Administration or the General Services Administration in record management inspections; (5) to the Office of Management and Budget during legislative coordination on private relief legislation; and (6) in response to a request for discovery or for the appearance of a witness in a judicial or administrative proceeding, if the information is relevant to the subject matter; (7) to reviewing officials in a new office, department or agency when an employee transfers from one covered position to another; (8) to a Member of Congress or a congressional office in response to an inquiry made on behalf of an individual who is the subject of the record.

HOPS  - Information is for internal agency use with summary reports submitted to HHS LMM.

The RMS information is for the sole purpose of the CMS Records Officer. The information is not shared.  

PPSM  & CWOS - Information is for internal agency use only.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

CMS Procurement System - The information is collected on those entities interested in contracting with CMS and provide information collected on the SF129 form. This data is entered into our contractor database. The information is provided voluntarily. There is nothing pertaining to the use of their information on the form or any consent opportunities. The information is collected because in is required in order to award contracts and to comply with FPD-NG reporting requirements.  The law requires the collection of the data, and the Agency does not impose additional reporting requirements.

HOPS - Information is collected from CMS procurement documents and personal property

inventory reports.  Information collected does not contain any individual personal information

and consent notification is not required.

RMS - Information is obtained verbally or through e-mail from CMS customers when they require storage or access to records in the CMS Warehouse- Mezzanine.

PPSM - Information is collected from CMS procurements and customer order request forms submitted by internal and external customers’ request for warehouse stored products.  Information collected is for internal use only and customers are not provided usage consent notification.

CWOS - Information entered by CMS Inventory Specialists is collected from customer order request forms submitted by internal and external customers’ request for warehouse stored products via phone and email.  Other customers enter in their own shipping information and material request.   Information collected is for internal use only and customers are not provided usage consent notification. 

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information collected on persons under 13.

7.   Describe how the information will be secured.

CMS Procurement System - The system is password protected; system administrators and database administrators can access the data. All transactions are encrypted.

HOPS - Data is secured for unauthorized use via password protected restricted access levels.  Passwords are required to be updated every 60 days.  

RMS - Data is secured using password protected restricted access levels.  Passwords are required to be updated every 60 days.  Hard copy documents are kept locked in the overhang at the Records Officer's workstation.

PPSM - Data is secured for unauthorized use via password protected restricted access levels.  Passwords are required to be updated every 60 days.

CWOS - Data is secured for unauthorized use via password protected restricted access levels.  Passwords are required to be updated every 60 days.

8. Describe plans for retention and destruction of data collected.

CMS Procurement System - Information is required to be retained for seven years. It can be       archived after that time. Backups are maintained at a secure location off site.

HOPS property account information, description and acquisition cost of recorded assets remain indefinitely.  However, no personal data is connected to these records.

RMS - In accordance with the federal guidelines and NARA's General Record Schedule 20, data will be deleted/destroyed when no longer needed for administrative, legal, audit or other operational purposes. No personal data is contained in these records.

PPSM - Some customer account information remains in PPSM, and some is purged after 180 days depending on how the customer was entered into the system.  Order information is kept for 10 years.  System contains no personal data.  

CWOS - Customer account information and order information remains in CWOS.  System contains no personal data.  

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

System of Records Number:  09-70-3002, 09-70-3004, 09-70-3001 
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