HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/18/03

HHS Agency (OPDIV):
Centers for Medicare & Medicaid Services

Title of System or Information Collection: Human Resources Management Systems (A system family containing 12 systems)

Is this System or Information Collection new or is an existing one being modified? No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: 09-70-3005

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

CMS inquiries Referral Search Website  - This is not a legislative directed website.  This website is an online, up to date restricted Subject Matter Expert Referral Guide.

Human Resource Manager Website - This is not a legislative directed website.  This website is an online, up to date repository of guidance for management and human resource personnel type.  It replaced the Personnel Management Handbook.

HTS - The system is used to allow employees to process their travel documents electronically.  A traveler must have a “traveler profile” which contains an HTS-defined set of personal and administrative information.  The profile allows a person to create, modify, submit and view their own travel document and check the status of all their pending travel documents. Travelers can update some of the information in their “traveler profile”, but most changes must be done by their HTS coordinator.  Travelers cannot create or view travel documents for other people.   The Federal Travel Regulations require agencies that spend more than $5 million per year to report this information to GSA as part of Federal Agencies Travel Survey. The system is the means that we use to process travel documents.  Without it, we would process hard copy documents.

LERT is a client/server application written in Visual Basic. It tracks cases within HRMG related to labor and employment matters, including, but not limited to, demands to bargain, unfair labor practices, disciplinary and adverse actions, requests for information, grievances and negotiations. 

Online Registration System -  The online registration system is a database application on the CMSnet "intranet" which enables employees to register online for agency-sponsored training.  The online registration automates a process that previously was paper-driven.    The automated process is more efficient, saves time, and is very user friendly.  Employees appreciate the ability to self-enroll online.


Features: 
Systems administrator adds/maintains courses and sessions; and generates rosters.
Users access the system using their email address as a user ID; view courses available; and self-register for courses.  Email confirmations are sent to registrant and supervisor.
Training history data is collected pursuant to the C.F.R. citations list in question 5

OEOCR - This system is no longer used by the Office of Equal Opportunity and Civil Rights.

EEO Assistant™ was a menu-driven commercial-off-the-shelf (COTS) software package that allowed the user to analyze workforce profiles, track personnel actions, and monitor every aspect of discrimination complaints processing.  The software package included an extensive set of reports and pre-formatted letters to meet EEOC and OPM requirements for complaints processing and affirmative employment planning and reporting.  

Applicable Laws/Regulations/Statutes:
The following laws, policies, and regulations govern the Federal EEO Program for discrimination complaints processing, statistical monitoring and reporting:

· Executive Order 11478

· Title VII of the Civil Rights Act of 1972, as amended

· Civil Service Reform Act of 1987

· Title 5 of the Code of Federal Regulations (CFR) Section 720

· 29 C. F. R. § 1607

· 29 C. F. R. § 1614

· FPM Chapter 720

· EEOC Management Directive (MD) 110

· EEOC MD 715

Heirs contains an Employee Master File record for every current employee, and also historical data on current and former employees.  Data is available in the following areas: Separations, Classified Position Information, Awards, Training, Suspense Actions, and Administrative and Nature of Action Titles.

EMS - The system is used to manage the collection and tracking of OGE-450 forms.  Managers designate OGE-450 filers in the system, and filers enter data into the system, and then print a hard copy of the OGE-450 form.  The Agency uses the system to track the filing of forms by employees. The system is also used to identify and notify employees who are required to receive annual ethics training.  The system is password protected; system administrators and database administrators can access all information entered by employees; managers can view data for their subordinate employees only; and filers can view only their own information.  Title I of the Ethics in Government Act of 1978 (5 U.S.C. App.), Executive Order 12674, and 5 CFR Part 2634, Subpart I, of the Office of Government Ethics (OGE) regulations require the reporting of this information.

PARKING  -  The system is used at CMS as part of our building security plan.  All CMS employees and other authorized individuals have been issued United States Government parking permits by CMS to provide regular or special parking based on specific needs.  This includes: (1) Federal employees (full/part-time and temporary) working in CMS occupied buildings in Baltimore, Maryland; (2) Certain private individuals ("contractors") providing services at either locations; (3) private citizens with children in the Day Care Center, and (3) GSA employees and contract guards.  The retrieval of this information is necessary to ensure that access to CMS buildings during regular and security hours is restricted and to guard against unauthorized entry.

STS - The system tracks employee suggestions.  Users are able to determine where the suggestion is in the evaluation and disposition process.  There is no legislation authorizing this system.

The VLTS  system allows CMS employees to donate Annual Leave to employees that are on extended leave due to medical reasons, but who do not have sufficient hours accrued to cover their absence.

The Workforce Planning System is being developed and does not yet exist in CMS.  There is no legislation 

authorizing the activity.
2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

CMS inquiries Referral Search Website  - This is a static HTML system, no information is collected.  Information is disseminated to CMS employees.

Human Resource Manager Website  - This is a static HTML system, no information is collected.  Information is disseminated to management and human resources personnel types.

HTS - The information collected pertains to travel documents; travel orders and travel vouchers.  The information of the travel documents is sent to the Financial Accounting Core System (FACS) for final processing.  FACS obligates money for upcoming trips when a travel order is received and initiates the traveler’s reimbursement when a travel voucher or local voucher is received.

LERT - The type of information maintained includes the type of case, case number, component, union representative, agency representative, and status of the case.

Online Registration System -  Employee Data Elements are: first name, last name, phone number, organization, email address, and supervisor's email.  This is the minimum information needed by the database system to enable employees to self-enroll, and for the administrator to track completion for rosters and training history.   No SSN data or other identifier information is collected.
OEOCR - The system collected agency personnel data for tracking and analytical purposes.  The data was required pursuant to the laws and regulations set forth in item 1 above.

HEIRS - The data collected is Personnel Information on each CMS employee.  The type of information is mentioned above.  The data is used to aid Human Resource employees in performing theirs daily tasks.

The data includes employee name, ssn, grade, series, pay plan, admin, service comp date, career start date, date of birth, HHS entrance on duty date, fegli code, salary, noa code and date, patco code, position number, position title, position indicator, race & national origin code, smsa code, sex, type of position, type of appointment, etc.

EMS - The agency will collect information on employees’ financial interests, such as investments and other assets, employment (other than Federal), liabilities, outside activities, etc.  The law requires the collection of the data, and the Agency does not impose additional reporting requirements.

PARKING - Facilities Management Personnel establishes a record for the individual containing name, SSN, contractor and company name, organization, location, grade, issue date, expiration date, permit number, type of permit, tag number, parking lot information, reserved space information, parking violations Etc.

STS - Information collected:

· Suggestion number
-
Suggestor’s SSN

· Title of suggestion
-
Suggestor’s office address

· Suggestor’s name
-
Suggestor’s telephone number


· Suggestor’s position title
-
Suggestor’s e-mail address


· Suggestor’s agency
-
Description of Suggestion



· Suggestor’s pay plan/series/grade
- 
Who suggestion is assigned to


· Suggestor’s timekeeper number
-
Evaluation result


· Suggestor’s component

VLTS - Recipient  and Donor  information is collected by Human Resource employees.  A recipient record is established  when the CMS employee requests donated annual leave.  Donor records are established when the CMS employee donates annual leave.

The data contains personnel information on employees donating and receiving annual leave. The    data includes donor name, donor user id, donor ssn, donor grade, donor supervisor, donor timekeeper, hours donated, hours posted, pay period donated,  recipient name, recipient user id, recipient ssn, recipient grade, recipient supervisor, recipient timekeeper, recipient position title, recipient work location, hours requested, hours used, hours remaining, etc.

Workforce Planning System - The Agency will be collecting data on employees related to knowledge and skills existing in the workforce, measuring closure of critical skill gaps.  Knowledge and skills will be linked to business functions performed by the agency.  Retirement projections will be used in our human capital management and workforce restructuring initiatives.

3.   Explain why the information is being collected.

HTS - Information is collected to support transactions which are forwarded to FACS and ultimately appear on the financial accounting reports.

LERT - A review of the system enables HRMG to determine the status of issues and allows the generating of accurate reports as requested by Congress, the Department of Health and Human Services, CMS Management, etc.

Online Registration System - The information is being collected to enable employees to self-enroll and produce rosters for agency-sponsored courses in the headquarters office and to a limited degree, courses sponsored by some regional offices.

OEOCR - The mission of the Office of Equal Opportunity and Civil Rights (OEOCR) is to facilitate and ensure the fair and equitable treatment of the Centers for Medicare and Medicaid Services (CMS) internal and external customers through compliance with applicable laws and the effective management of the agency’s Equal Opportunity and Civil Rights Programs.  To this end, OEOCR manages all complaints of alleged discrimination against CMS.  

HEIRS - As mentioned above, the data is collected to establish a Personnel  System for Human Resources.

EMS - The primary use of the information in this system is for review by Government officials of the Agency, to determine compliance with applicable Federal conflict of interest laws and regulations.

PARKING - As mentioned above, the data is collected to establish a Parking record for the individual.

STS - Suggestions were previously tracked manually.  This electronic system was developed to enable better tracking of suggestions.

VLTS - As mentioned above, the data is collected to help CMS employees in need of donated annual leave.

Workforce Planning System - The data are collected so that CMS will be better able to prepare our workforce for the future, to plan for attrition and adjust the skill mix in the agency.  Retirement projections and retention analyses are used to develop annual recruitment, hiring, learning and succession planning.  

4.   Identify with whom the agency will share the collected information.

HTS - The information is summarized and shared with GSA, the Department and the various CMS components as part of monthly financial reports.

Online Registration System - To our knowledge, this information is not shared with anyone other than appropriate CMS staff.

OEOCR - This information was not shared outside of the OEOCR

The Heirs Personnel Data is not shared outside of CMS.  The Heirs system is used by Human Resource Employees, Admin officers, and Managers.

EMS - The information will be used by Agency ethics officials and will not be shared with any other person except as provided for under the Privacy Act.  Additional disclosure of the information on this report may be made: (1) to a Federal, State or local law enforcement agency if the disclosing agency becomes aware of a violation or potential violation of law or regulation; (2) to a court or party in a court or Federal administrative proceeding if the Government is a party or in order to comply with a judge-issued subpoena; (3) to a source when necessary to obtain information relevant to a conflict of interest investigation or decision; (4) to the National Archives and Records Administration or the General Services Administration in record management inspections; (5) to the Office of Management and Budget during legislative coordination on private relief legislation; and (6) in response to a request for discovery or for the appearance of a witness in a judicial or administrative proceeding, if the information is relevant to the subject matter; (7) to reviewing officials in a new office, department or agency when an employee transfers from one covered position to another; (8) to a Member of Congress or a congressional office in response to an inquiry made on behalf of an individual who is the subject of the record; and (9) to contractors and other non-Government employees working for the Federal Government to accomplish a function related to an OGE Government-wide system of records. This confidential report will not be disclosed to any requesting person unless authorized by law.

PARKING - The parking data is for Facilities Management Personnel.

STS - The system is for in-house purposes only; only CMS staff has access to the information.

VLTS - The VLTS Data is not shared outside of CMS.  The system is used by Human Resource employees

Workforce Planning System  - The collected information will be aggregated and shared with senior leaders and their designees.  The information will also be shared with oversight agencies and HHS when requested.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

HTS - Each HTS user is required to sign an application for access to HCFA computer systems which contains privacy disclosure information.  In addition, privacy act information is printed on HTS travel documents, including the effects of not providing the required information.

Online Registration System - Training law and regulations require agencies to maintain information concerning the general conduct of agency training activities for internal management purposes and for the President and Congress to discharge effectively their respective responsibilities for supervision, control, and review of these training activities.

Agencies should maintain, in the form and manner that the agency head considers appropriate, records of the following.

a.
agency training plans (5 C.F.R. subsection: 410.302(d));
b.
training activities funded and individual employees trained (including)
training of Presidential appointees, academic degree training to relieve retention and recruitment problems, training to place an employee in another agency, and employees subject to continued service agreements) (5 C.F.R. subsection: 410.311);
c.   payments made for travel, tuition, fees and other necessary training expenses (5 C.F.R. subsection: 410.406)
d.   each contribution, award, or payment made and accepted by a Federal employee from a non-Government source (5 C.F.R. subsection 410.503); and
e.   evaluations of the results of training and how well agency training activities met short and long-range program needs by occupations, organizations, or other appropriate groups (5 C.F.R. subsection 410.602).
OEOCR - The EEO Assistant™ system manager uploaded agency personnel data information from the CMS Mainframe onto PC as an ASCII text file via the CMS TN3270 connection.  This text file was then transferred from PC into the application.  After data transfer the temporary subdirectory where personnel data was temporarily housed was deleted from the PC (see Management Controls 2.1).  

HEIRS - The Personnel Data is collected on each CMS employee by Human Resource employees.  A Personnel record is established on the employee at EOD time.  The Award, Training,  data etc is collected throughout the employee’s career.    

EMS - The information will be obtained from employees.  Only employees who have been designated to file an OGE-450 form are required to provide the information.  Filers are told that the law requires the collection of the information for conflict of interest analysis.  Filers are provided with Privacy Act information, and informed of the penalties for failing and for falsification of information. The system generates an e-mail list of OGE-450- filers, and an e-mail notice is sent to each employee who is required to file.  Provision of the information is mandated by law and is not optional; therefore, employees do not have an opportunity to consent or to refuse to file.

The Parking Record is established when the individual begins working at CMS or uses CMS Facilities.  

STS - The suggestor provides information on themselves and the suggestion.  The suggestion coordinator provides information on the evaluation of the suggestion.

The VLTS data is collected when a  CMS employee applies to have annual leave donated, and when a CMS

employee donates annual leave.

Workforce Planning System - Baseline data already exists.  The baseline will be updated this summer depending on the development of a system to support the process.  Employees will be informed in advance of the data collection.  Employees will voluntarily update their own skill profile; therefore, no consent is requested.
6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information will be collected from children.

7. Describe how the information will be secured.

CMS inquiries Referral Search Website - This website is a guide for CMS Employees.

Human Resource Manager Website  -  This website is a guide for management and human
resource personnel types; therefore it is password restricted.  This is a portal for disseminating  human resources guides, no personal identification data exists within this website.

HTS - Data is secured through the application which requires an authorized userid and password to log into the system.  The data is also secured through the use of roles within the application which allows only authorized persons to view and modify data.  Users cannot access the data outside of the application.

LERT - The information is stored in an Access database in a secured directory on the CMS network.  Access to the CMS network is restricted to CMS employees and contractors.  Access to LERT is restricted to CMS employees specified by the LERT system administrators.

Online Registration System - Information is stored in an access-restricted SQL Server database on the secured CMS intranet.

OEOCR - EEO Assistant™ processed, maintained, and transmited data in a secure environment.  Access to the application was password protected and user access privileges were limited to OEOCR staff.  

In order to access EEO Assistant™ OEOCR users were required to have a valid RACF user ID and password as well as an EEO Assistant™ user ID and password.  EEO Assistant ™ resides on a CMS LAN server stored in the LAN room and is protected by defined security controls.  LAN room access controls include locked computer-room doors and accessibility only to LAN administrators and LAN support staff.

HEIRS - The data is secured in a M204 Data Base with file, userid, and password protection.

EMS - The information is stored in a secured Oracle database on the CMS intranet.  Access to the intranet is restricted to CMS employees and contractors.  Access to EMS is restricted to CMS employees and the type of access within EMS is specified by the system administrators.

PARKING - The data is secured in a M204 Data Base with file, userid, and password protection.

STS - Information is stored in an access-restricted Oracle database on the secured CMS intranet.

VLTS - The data is secured in a M204 Data Base with file, userid, and password protection.


Workforce Planning System - Information is stored in an access-restricted Oracle database on the secured CMS intranet.


8. Describe plans for retention and destruction of data collected.

CMS inquiries Referral Search Website - This website is updated at the request of the subject matter expert within CMS.

Human Resource Manager Website -   This website is updated at the request of the subject matter expert within the Human Resources Management.

HTS - Travel documents must be kept for 6 years.  The system is not yet 6 years old so all data is still being retained.  

LERT, Online Registration System, EMS , STS Workforce Planning System - Data is stored indefinitely.

OEOCR provides maintenance and disposition of EEO Complaint Files in accordance with National Archives and Records Administration General Record Schedule guidelines, GRS 1.25.    

HEIRS-  The historical data is retained for a period of ten years.  After this period the records are deleted. 

The Parking record is deleted when the individual no longer works at CMS or uses CMS Facilities.

The VLTS data is being retained for an indefinite period of time (since 1991).

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

OEOCR - These records fall under GRS 1.25 Equal Employment Opportunity (EEO) Records.

PARKING - Legislation Authority for this Activity: Systems #09-70-3005. Authority for Maintenance of the System: Section 486(c) of Title 40, U.S.C., Implementing regulation 41 CFR 101-20.302 (46 FR 3524)

VLTS - 5 CFR Section 630.901 sets forth the procedures and requirements for the establishment of the VLTS System.  
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