HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/18/2003

HHS Agency (OPDIV):
 CMS


Title of System or Information Collection: Administrative Finance Systems (A system family containing 7 systems)

Is this System or Information Collection new or is an existing one being modified? No Change 

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number:
09-90-0024

OMB Information Collection Approval Number and Expiration Date:  N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

FACS is CMS’ internal accounting system of record, which consists of four application modules:   

· the Core Module contains General Ledger information

· the Accounts Payable subsystem Module 

· the Letter of Credit Subsystem and

· the Accounts Receivable and Collections Subsystem

The main purpose of FACS is to maintain the Agency’s financial data that is used to generate CMS financial statements and other required financial reports, maintaining control of budgeted resources, to generate IRS 1099 forms, and to transmit payment data to treasury and grant award authorizations to HHS/PSC.  

MPES - Excel spreadsheet which projects future Medicare spending by type of provider.

ATARS - This system tracks and produces reports on Internal and External audits from the Office of the Inspector General (OIG) and audits from the General Accounting Office (GAO) that are assigned to CMS.  The system follows the audit resolution process from the audit’s arrival at the Division of Audits Liaison (DAL) through the recommendations and corrective action plans generated by the appropriate components in CMS.  The system was established as part of the reporting requirements mandated by the Inspector General Act of 1978 (Public Law 95-452; 5 U.S.C. App. 3) as amended by the Inspector General Act Amendments of 1988 (Public Law 100-504 Title I).  

BAAADS - The system is required to comply with appropriated law whereby there needs to be tight control of the allocation and tracking of the financial resources.  

BCT - Large Excel spreadsheet that projects Budget Formulation for CMS.  Legislation N/A.

BUCS is CMS’s global budget execution system.  Administrative staffs in CMS use BUCS to monitor their budget and their spending.  

DCS - The Debt Collection System collects all overpayment information (Debts) and refers that information to Treasury for Collection.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

FACS - PII collected: Name, 

Address

Phone Number

S
ocial Security Number

Banking information – including Bank Routing Number & Personal Account Numbers  

These records are an integral part of the accounting systems at CMS.  The records are used to keep track of all payments to individuals, exclusive of salaries and wages, based upon prior entry into the systems of the official commitment and obligation of government funds.   When an individual is to repay funds advanced, the records will be used to establish a receivable record and to track repayment status.  In the event of an overpayment to an individual, the record is used to establish a receivable record for recovery of the amount claimed.  When a receivable becomes delinquent, the records will be used to refer the delinquent debts to treasury.  The records are also used internally to develop reports to the Internal Revenue Service.  

The information collected is the minimum necessary to accomplish the above activities. 

MPES - Collects aggregate spending data from claims by type of provider.  Spending projections for 10 years used for budget and 75 year projections used for trust fund projections.

ATARS- The agency collects information about the audit such as: audit number, title, description, what CMS program it belongs to (such as Medicare or Medicaid), the component or region responsible for the audit, monies collected or saved, tracking dates through the agency, and corrective action plan action steps with target and completion dates.   CMS only collects information that they need for the audit resolution process and for reporting to Congress for the Semi-Annual and Annual reports.  

BAAADS - The information CMS collects is from the Office of Management and Budget based on the Congressional appropriation.

BCT - Information collected is produced from formulating the President’s Budget by instructions of OMB’s A-11.

BUCS maintains funding information by allowance number that is broken down into budget categories and components.   BUCS also collects information on each administrative spending transaction.  These spending transactions are for administrative purposes only such as printing, contracts, supplies, training or travel.  Information on the spending transactions include: name, description, start & end dates, monies, object class, CAN, and budget identifying information.  

DCS - The information collected contains tin numbers and address information along with principle and interest  owed to  the government and will be transmitted to the Treasury Department for collection.

3.   Explain why the information is being collected.

BUCS - For training and travel spending transactions the first and last name is collected on those transactions.  The SSN is never displayed on the transaction but is used on the database to store the record.

DCS - This information is being collected to account for all the overpayments owed to the government.

4.   Identify with whom the agency will share the collected information.

BUCS - The agency does not share the collected information with anyone outside of CMS.  

DCS - This information is shared with private collection agencies contracted by the Federal Government to collect the outstanding debt.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

BUCS - The first and last name is selected for a transaction from a drop down list that only displays the names of the employees in CMS.   This reference list is maintained as a database table that is not updateable by anyone but the BUCS administrators. The BUCS administrators update this table based on the personnel file maintained by CMS.  

DCS - Contractors and Regional offices enter the data into an Online Mainframe system and notices are sent to the debtors that payment is due.      

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

N/A 

7. Describe how the information will be secured.

BUCS - The data is secured by Oracle database security through the establishment of ids, roles, and table access.  The data can not be viewed by the user unless through BUCS because their ids gives them connect rights only and no read or write access to any database table.   BUCS also secures its application by the establishment of ids, roles, and application specific security. 

8. Describe plans for retention and destruction of data collected.

BUCS - The data is retained for 7 years.  After that it will be archived to the archive database.  At this time the system is only 4 years old so all the data is currently retained.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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