HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):

11/26/2003

HHS Agency:

Centers for Disease Control and Prevention, National Immunization Program


Title of System or Information Collection:  

Vaccine Adverse Event Reporting System (VAERS)
Is this System or Information Collection new or is an existing one being modified?:  

No

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 

009-20-01-02-01-1050-02    
System of Records Number:  

09-20-0136
OMB Information Collection Approval Number and Expiration Date:  

Exempt under Section 321, Title III, Pub. L. 99-660, as cited in 42 USC Sec. 300aa-1, dated 01/02/2001
Other Identifying Number(s):  

N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

VAERS is the national passive surveillance vaccine safety monitoring system in the United States.  VAERS is jointly operated by the Centers for Disease Control and Prevention, National Immunization Program and Food and Drug Administration, Center for Biologics Research and Evaluation to monitor the safety of vaccines licensed for use in the United States.  It allows CDC and FDA to monitor vaccine safety as mandated by the National Childhood Vaccine Injury Act (NCVIA) of 1986 (P.L. 99-660), the Code of Federal Regulations Title 21, Part 600.80, and under statutory authority from the Public Health Service Act, section 301 (42 USC 241). VAERS receives reports of adverse events following vaccination from health care providers, vaccine manufacturers, state health departments, vaccine recipients and/or their parents/guardians, and other parties interested in vaccine safety.  Health care providers by law, and manufacturers additionally by regulation, are required to report certain types of events that occur within specific time frames after vaccination. 

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

VAERS collects information specific to the VAE on the Form VAERS-1, including information identifying the person who received the vaccine, the vaccine provider, and the reporter of the VAE, demographic information on the patient, a description of the VAE, information about the vaccine(s) being reported, information about vaccinations received during the previous month and any pre-existing illnesses, and information about previous VAEs experienced.  The completed Form VAERS-1 can be submitted to the VAERS program by mail or fax; an electronic version of the Form VAERS-1 is also available on the Internet allowing secure web-based reporting.   The information gathered is monitored and analyzed by Agency staff to ensure that vaccines are used appropriately and VAEs are recognized and appropriate measures taken.  The information collected by VAERS is the minimum required for assessment and analysis of potential VAEs and for follow-up activities as required for evaluation of VAEs, for FDA’s responsibilities for licensing and regulating vaccines, and for coordination with reporting entities to include local and state health authorities.

3. Explain why the information is being collected.

The Department of Health and Human Services (DHHS) established VAERS to provide a single system for the collection and the analysis of reports on all VAEs associated with the administration of any U.S. licensed vaccine, in all age groups.  To meet the needs for monitoring vaccine safety, the CDC and the FDA have worked together since 1989 to sponsor VAERS.  These needs relate to CDC’s responsibilities for the national control of vaccine-preventable diseases, ensuring vaccine safety, and for providing assistance to public sector vaccine programs, and FDA’s responsibilities for licensing and regulating vaccines, and ensuring vaccine safety.  The information collected by VAERS is required for assessment and analysis of potential VAEs, and for follow-up activities, for meeting FDA’s responsibilities for licensing and regulating vaccines, and for coordination with reporting entities.

4.   Identify with whom the agency will share the collected information.

The Centers for Disease Control and Prevention, National Immunization Program jointly operates VAERS with the Food and Drug Administration, Center for Biologics Research and Evaluation to monitor vaccine safety in accordance with P.L. 99-660 and 21 CFR 600.80. Both agencies receive different versions of the VAERS database and have access to the primary VAERS database and imagebase maintained by the VAERS contractor. CDC and FDA coordinate VAERS related research and surveillance activities.  FDA has the authority to take regulatory action based on potential vaccine safety problems detected by VAERS and conducts reviews of the safety of individual vaccine lots using VAERS.  Pursuant to the Standards for Privacy of Individually Identifiable Health Information promulgated under the Health Insurance Portability and Accountability Act (HIPAA)(45 CFR Parts 160 and 164), covered entities including CDC may disclose protected health information to public health authorities “…authorized by law to collect or receive such information for the purpose of preventing or controlling disease, injury, or disability, including, but not limited to, the reporting of disease, injury, vital events such as birth or death, and the conduct of public health surveillance, public health investigations, and public health interventions…”  The definition of a public health authority includes “…a person or entity acting under a grant of authority from or a contract with such public agency…”  The VAERS Contractor will act under contract with the CDC to carry out the Vaccine Adverse Event Reporting System which is authorized by the statutory authority from the Public Health Service Act, section 301 (42 USC 241), the National Childhood Vaccine Injury Act (NVCIA), P.L. 99-660, and 21 CFR 600.80 and therefore may be considered a public health authority under the Privacy Rule for purposes of this project.  Further, CDC considers this to be a disease/injury reporting system for which disclosure of protected health information by covered entities is authorized by section 164.512(b) of the Privacy Rule [45 CFR 164.512(b)]. 

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

VAERS collects information specific to the VAE using the Form VAERS-1; completed forms are submitted to the VAERS program by mail or fax; an electronic version of the Form VAERS-1 is also available on the Internet allowing secure web-based reporting.  VAERS receives reports of adverse events following vaccination from health care providers, vaccine manufacturers, state health departments, vaccine recipients and/or their parents/guardians, and other parties interested in vaccine safety.  Health care providers are required by law under the NCVIA, and manufacturers additionally by regulation, to report certain types of events that occur after vaccination.  The Form VAERS-1 provides information and instructions about the form, provides written notice regarding which VAEs are required to be reported, and indicates that reports for other VAES are voluntary “except when required as a condition of immunization grant awards”.  The form additionally provides information regarding the use of the VAERS data to increase understanding of adverse events following vaccination.  The Form provides users notification of the Privacy Act System of Records in which records existing in VAERS are maintained.  The form provides information regarding protection of information identifying the person who received the vaccine, and indicates that such information is not made available to the public but may be available to the vaccinee or their legal representative.  The electronic version of Form VAERS-1 for web-based reporting provides similar notification.    A letter of acknowledgment of receipt of the report is sent to individuals who submit the hard copy Form VAERS-1, and a facsimile of the VAERS form completed with all submitted information to electronic direct reporters for verification.  Acknowledgment letters include a request for missing data and data needed to resolve possible discrepancies.  

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Information is not collected from children under age 13.  However, parents and others may submit VAERS reports about adverse events following vaccination experienced by children under the age of 13, and healthcare providers are required by law under the NCVIA to report certain types of events that occur within specific time frames following vaccination.
7. Describe how the information will be secured.

Information submitted to VAERS is secured and protected in compliance with all Federal, DHHS, and Operating Division/Agency AIS security and privacy requirements as prescribed by OMB Circular A-130, Appendix III, "Security of Federal Automated Information Systems," and the DHHS Automated Information Systems Security Program (AISSP) Handbook, and the Federal Information Resources Management Regulation (FIRMR) Subpart 201-21.3, "Security and Privacy".  These measures include but are not limited to maintaining the system and information contained in secured buildings with controlled access, using secured storage of all system data and forms, secure access to system operational and storage areas, using computer system protection with firewalls, virus protection, and password restriction of user access, employing routine system security audits and periodic risk and vulnerability assessments, physical security controls, personnel security controls, and data backup and recovery, and transmission of information secured using encryption and Secure Socket Layer (SSL) technology, including data submitted using the web-based reporting form.

8. Describe plans for retention and destruction of data collected.

All documents submitted to VAERS are scanned into the VAERS imagebase, and data is entered into the VAERS database. Data submitted to VAERS is retained in the VAERS primary database maintained by the VAERS contractor and in the VAERS database maintained by CDC/NIP.  Data and records are maintained in accordance with Privacy Act regulations and procedures as defined in the Automated Information Systems Security Program Handbook.  The VAERS database and imagebase are cumulative allowing for monitoring of vaccine safety trends since the inception of VAERS in 1990. After temporary secured storage with the VAERS contractor documents submitted to VAERS are transferred to the Federal Documents Storage Center in East Point, Georgia for secured archiving.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The records existing in VAERS will be maintained under the Privacy Act System of Records 09-20-0136, Epidemiologic Studies and Surveillance of Disease Problems.
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