HHS Privacy Impact Assessment (PIA)

Date of this Submission (12/01/2003):

HHS Agency (OPDIV):
CDC

Title of System or Information Collection: The Epidemic Information Exchange (Epi-X)

Is this System or Information Collection new or is an existing one being modified? Existing

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-20-01-21-02-1060-00

System of Records Number:


OMB Information Collection Approval Number and Expiration Date:

Other Identifying Number(s):

Description – (If answer to question 7 on the worksheet is no, complete 1 and 2, then submit)

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

Epi-X is CDC’s secure, moderated, bi-directional method of communicating outbreak and terrorist information to state and local health departments, other Federal agencies and selected international groups and organizations.  It is also the preferred method of notifying users of vital public health information.  CSTE (Council of State and Territorial Epidemiologists) passed resolution to establish secure, moderated communications for the rapid exchange and notification of outbreaks, disasters and possible terrorist acts.  

Specific legislation that authorizes this activity is unknown.  It was developed before 9/11 but was used operationally during 9/11 and the anthrax outbreaks.  However, Epi-X is congruent with the mission of CDC and its rapid response to routine and emergent public health problems including the rapid response to state health department requests for CDC assistance.  

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort. (If the answer to question 7 is no, insert – This system does not collect personally identifiable information.)

The information is submitted by state, local and Federal health officials using a secure, web-based reporting system.  Epi-X uses CDC Secure Data Network (SDN) to authenticate users.  SDN requires an authorized user to possess a Class II VeriSign digital certificate issued by CDC and a Strong password to enter the system.  The data are encrypted while in transit through the Internet at 128-bit encryption.  Data are then stored in a SQL 2000 data base server that is behind the firewall.  Only authorized users may access the data.  The data is used to report vital public health events that are of national importance, including outbreaks, disasters, and possible terrorism reports.  Users provide the system with personal and business contact information for Epi-X and authorized users to contact individuals during routine and emergent health events.  

3.   Explain why the information is being collected.  

The information is collected to assist states to exchange information with colleagues to protect public health and to emergently notify colleagues in emergencies.

4.   Identify with whom the agency will share the collected information.

Only with authorized Epi-X users.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is posted to the Epi-X website by local, state and Federal health officials.  These authorized users are required to read and abide by the Epi-X Editorial Policy which delineates their roles and responsibilities with regard to the use of Epi-X information.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

The information will not be collected from children.

7. Describe how the information will be secured.

The information is stored in a SQL database that resides behind the firewall.  The physical security where the servers reside requires special CDC Security clearance to enter the room.  Cleared individuals must pass through a double door system that is electronically controlled by a pass key.  The servers are locked in separate locked cages that only the system administrators (SA) can access.  Then the servers have server-side strong security passwords to enter the server.  Written rules of behavior for SAs are enforced by monitoring and recording access logs and through training.  SDN authorized users can access the data only if they have a valid VeriSign digital certificate and are authorized to access the data.  “Least privilege” rule (need to know access) is enforced for all authorized users.  There is a designated Security Steward that monitors and enforces all security concerns.  ITSO scans computers twice a month to ensure adequate protection is maintained on the servers.

8. Describe plans for retention and destruction of data collected.

All data is retained in perpetuity. 

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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