HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):  11/28/2003
HHS Agency (OPDIV):  Centers for Disease Control and Prevention (CDC), Select Agent Program
Title of System or Information Collection:  Select Agent Transfer and Entity Registration Information System (SATERIS)
Is this System or Information Collection new or is an existing one being modified?  New
Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-20-01-02-02-2091-00
System of Records Number:  

OMB Information Collection Approval Number and Expiration Date:  

Other Identifying Number(s):  

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

Public Law 107-188 requires HHS to establish and enforce procedures for the containment, transfer, and disposal of select biological agents.  The CDC Select Agent Transfer and Entity Registration Information System (SATERIS) Program will provide HHS with the ability to accurately and efficiently track and monitor the location, movement, and destruction of select agents with registered entities.  This capability will significantly enhance their ability to prevent, prepare for, and respond to bioterrorism and other public health emergencies.

The system consists of an external web-based interface for regulated entities to submit required registration and application forms, and a secure intranet system with a records management component (to comply with National Archives & Records Administration (NARA) standards) and a database application component for the entry, archive, and reporting of information and data.  Regulated entities being tracked by CDC include the personnel at laboratories and universities that store and use select agents.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The SATERIS program will collect: name, date of birth, social security number, mailing address, and phone numbers.  The data collected is that which is required under PL 107-188 and approved by OMB (e.g. OMB approved form: Application for Laboratory Registration for Possession, Use, and Transfer of Select Agents or High Consequence Livestock Pathogens), and is the minimum data necessary to track and monitor the location, movement, and destruction of select agents with registered entities and individuals.

3. Explain why the information is being collected.

The information being collected is required to support HHS/CDC requirements under PL 107-188 to track and monitor the location, movement, and destruction of select agents with registered entities. 

4. Identify with whom the agency will share the collected information.

The information collected by the SATERIS program is not electronically shared with any other systems/agencies.  Data is shared after human review, validation, and authorization with USDA/APHIS (for overlap agents), DOJ/CJIS (for security risk assessments of entities and individuals), and authorized representatives of Homeland Defense  as necessary to support the requirements of Public Law 107-188.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information collected by the SATERIS program will be submitted to the CDC by regulated entities (as identified in PL 107-188) either through the web-based interface for the electronic submission of approved registration and application forms, by Fax transmission of the same forms, or by the US mail system.  Required OMB approved forms include guidance with descriptions of the applicable public law and related rules, procedures, purpose and intended use of the collected data.  Data is required for any entity subject to the provisions of PL 107-188, no opportunity for consent is provided other than withdrawal from the possession or use of identified biological agents in accordance with the provisions of the law and associated rules.

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information will be collected on children of any age.

7. Describe how the information will be secured.

The SATERIS system maintains the data in a database hosted within a secure intranet protected by firewalls, intrusion detection systems, cryptographic communications devices, and a Trusted Gateway Systems (transport from external to internal system).  Additionally, the system and supporting paper documents will be located within secure spaces compliant with Defense Security Services (DSS) standards.  All personnel with access to the data will have current DoD Secret level clearances (or equivalent).

8. Describe plans for retention and destruction of data collected.

The SATERIS system data will be maintained in accordance with a File Retention and Destruction Plan (to be developed) that will be compliant with NARA standards.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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