CHHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):
12/01/2003

HHS Agency (OPDIV):



Centers for Disease Control and Prevention

Title of System or Information Collection:
Public Health Laboratory Information System (PHILS)

Is this System or Information Collection new or is an existing one being modified?
Existing system

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date:
N/A

Other Identifying Number(s):
N/A

Description – (If answer to question 7 on the worksheet is no, complete 1 and 2, then submit)

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

PHILS collects public health laboratory surveillance data from approximately 100 sites in the U.S.  Data screens (modules) can be created and updated then rapidly distributed to all reporting sites electronically without programmer involvement.  Reporting sites can enter public health surveillance data and report it electronically.  The system allows sites to set up and run imports which allow them to collect data from their LIMS systems.  PHLIS provides the capacity for a hierarchical reporting scheme involving data transmission to multiple, successively higher reporting levels, and ultimately to a single central site.  PHLIS allows sites to create their own questions and modules for their own independent disease surveillance activities.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort. (If the answer to question 7 is no, insert – This system does not collect personally identifiable information.)

This system does not collect personally identifiable information.

3.   Explain why the information is being collected.

4.   Identify with whom the agency will share the collected information.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

7.   Describe how the information will be secured.

8. Describe plans for retention and destruction of data collected.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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