HHS Privacy Impact Assessment (PIA)

Date of this Submission: 12-01-2003

HHS Agency (OPDIV):
Centers for Disease Control and Prevention

Title of System or Information Collection: Outbreak Management System

Is this System or Information Collection new or is an existing one being modified?  New

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: N/A

OMB Information Collection Approval Number and Expiration Date:

Other Identifying Number(s):

Description – (If answer to question 7 on the worksheet is no, complete 1 and 2, then submit)

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

During a public health investigation, the Outbreak Management System will be utilized by field staff in order to accumulate, analyze, report, data related to diseases outbreaks and emergency response in a consistent manner. These systems will accumulate possible case, contacts, possible threats, facility, geospatial, specimen, prophylaxis, vaccination and other emergency response data. They will securely connect to corresponding systems developed at the CDC to store and present these data to public health emergency response decision makers. They will also facilitate field access to communication tools and CDC polices protocols and other support information.

Under the Public Health Services Act, 42 U.S.C. 241, 317 and 319A, the Centers for Disease Control and Prevention is authorized to maintain active surveillance of diseases through epidemiologic and laboratory investigations and data collection, analysis, and distribution.  If the data source is a covered entity under the Health Insurance Portability and Accountability Act and the data provided is identifiable, this disclosure is permissible as a disclosure to a public health authority authorized by 45 CFR 164.512(b).  Data provided to CDC under this agreement is done so in accordance with applicable data rights and related agreements. 

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort. (If the answer to question 7 is no, insert – This system does not collect personally identifiable information.)

Any personally identifiable information collected is used only for purposes of outbreak investigation and containment.  Some follow up studies may be done on data in the system but these studies are done using de-identified data unless specific IRB approvals are attained.

3.   Explain why the information is being collected.

The Outbreak Management System is only used during a public health investigation. Collection of personal identifying information is not mandated in the system, but under certain scenarios, personally identifiable information will be collected to track cases and contacts during a disease outbreaks and outbreak investigations for follow up, quarantine and monitoring.

4.   Identify with whom the agency will share the collected information.

During a public health investigation, information in the system is shared with state/local partners in the jurisdiction where the persons reside or become ill.  This information is only shared for the purposes of outbreak investigation and containment and only in conjunction with activities supporting the state/local partners.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information will only be obtained in a public health investigation by public health investigators. Information collection and notification of persons will vary based on state and local laws and the circumstances of the outbreak investigation.  If follow up studies are performed as a follow up to the outbreak investigation, IRB regulations are followed for use of existing or collection of further information.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998) 

Not applicable. No information will be collected through the Internet from children.

7.   Describe how the information will be secured.

System information is stored in a Microsoft SQL server database with user level authentication and authorization constraints in place. This database is self-contained on remote hardware without a persistent connection to the Internet. Since the system is field deployed, file level encryption protects the database files from unauthorized access. Information exchanged is secured via encrypted transmissions using public/private key encryption.

8. Describe plans for retention and destruction of data collected.

Since the system is used only during a public health investigation, information in the system is cleared from the database when the investigation is completed to ready the system for the next investigation.  System data is archived but processes are in place to de-identify data for use in further studies.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.  N/A
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