HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY):   11/10/2003

HHS Agency (OPDIV):
  CDC/NCHS

Title of System or Information Collection:  National Health and Nutrition Examination Survey

Is this System or Information Collection new or is an existing one being modified?  An existing one that is being maintained with some new development and enhancement

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  00920012101104000110030
System of Records Number:
09-20-0164
OMB Information Collection Approval Number and Expiration Date:  OMB # is 0920-0237; expires 05/31/2005
Other Identifying Number(s):

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The National Center for Health Statistics (NCHS), a component of the Centers for Disease Control and Prevention (CDC), is one of the Federal statistical agencies belonging to the Interagency Council on Statistical Policy (ICSP). The ICSP, which is led by the Office of Management and Budget (OMB), is composed of the heads of the Nation's 10 principal statistical agencies plus the heads of the statistical units of 4 non-statistical agencies. The ICSP coordinates statistical work across organizations, enabling the exchange of information about organization programs and activities, and provides advice and counsel to OMB on statistical activities. The statistical activities of these agencies are predominantly the collection, compilation, processing or analysis of information for statistical purposes. Within this framework, NCHS functions as the Federal agency responsible for the collection and dissemination of the Nation's vital and health statistics. Its mission is to provide statistical information that will guide actions and policies to improve the health of the American people. 

Since 1960 the National Center for Health Statistics (NCHS) has had the objective of producing vital and health statistics for the United States. NCHS has legislative authority under 42 U.S.C. 242k, Section 306(b) of the Public Health Service Act to collect statistics on the extent and nature of illness and disability of the population; environmental, social and other health hazards; determinants of health; health resources; and utilization of health care. In addition, the National Nutrition Monitoring and Related Research Act (NNMRRA) of 1990 (P.L. 101/445) directs the Department of Health and Human Services to strengthen national nutrition monitoring and to carry out a plan to assess the dietary and nutritional status of the U.S. population on a continuous basis. National Health and Nutrition Examination Survey (NHANES) is the cornerstone of the NNMRRA, providing data needed for nutrition monitoring and food fortification policy, establishing dietary guidelines. Data from NHANES are also used to assess agency and NCHS objectives and initiatives such as Healthy People 2000 and 2010. Other strategic goals of NCHS are to increase the quality of the data collected and to make it more timely. 

In previous NHANES researchers needed to use the entire four or six year sample to make even the broadest statistical estimates, because data were only representative of the entire population when the entire sample period was used. Researchers sometimes had to wait as long as ten years after data collection before gaining access to data based on an entire six year sample. A major advantage of the current NHANES is the flexibility of changing content, the comprehensive quality assurance and control program, and the ability to provide data much more quickly than previously possible. Emerging public health issues can be incorporated into the survey within two years now, instead of having to wait 10-12 years as was needed for past survey cycles. The burden on the public is kept minimal, participation is voluntary, and there is no paperwork burden on businesses or health care providers. The technology innovations included in NHANES have resulted in rapid and accurate data collection, data processing, and publication of results. 

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

NHANES does a multi-stage probability sample by selecting primary sampling units, segments within a PSU, households within segments, and finally individuals within households.  Once individuals are selected through a screening process household interviews are conducted.  Upon completion of the household interview participants are invited to receive physical examinations and health and dietary interviews in the NHANES mobile examination center(MEC).  Various medical tests and procedures will be conducted to enable analysis of the relationship between health and nutrition status and disease risk factors, to measure the prevalence and co-morbidity of diseases and disorders, to establish reference standards, and to monitor secular trends in health and nutrition status.                                       

3.   Explain why the information is being collected.

The long-term goals and objectives of NHANES are as follows: 

a. To estimate the number and percent of persons in the U.S. population and designated subgroups with selected diseases and risk factors; 

b. To monitor trends in the prevalence, awareness, treatment and control of selected diseases; 

c. To monitor trends in risk behaviors and environmental exposures; 

d. To analyze risk factors for selected diseases; 

e. To study the relationship between diet, nutrition and health; 

f. To explore emerging public health issues and new technologies; 

g. To establish a national probability sample of genetic material for future genetic research; and 

h. To establish and maintain a national probability sample of baseline information on health and nutritional status. 

The data are used for statistical purposes only. Uses within the Department include the preparation of aggregated data in the form of statistical tables for publication, analysis, and interpretation, to meet the legislative mandates of 42 U.S.C. 242k, i.e., to determine levels of illness and disability and their effects on the population, health and nutrition, and the like. 

4.   Identify with whom the agency will share the collected information.

The agency shares the information with the public by posting all cleaned, edited, and de-identified data on the CDC website for public access.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Information from NHANES is collected by environmental assessment (dust collection), in-person and telephone interview, direct examinations (including the collection of biologic specimens), and self-administered questionnaire.  By written brochure, participants are informed of the objectives, benefits, harms, safety of the survey, as well as the confidentiality of the data collected.  Contact information for the survey is also provided.  Participation is voluntary and participants are asked to sign consent documents prior to the dust collection, interview, health examination, and collection of blood for future research.  The NHANES protocol number 98-12 has NCHS IRB approval through 6/25/2004.  The consent brochure informs participants that some information is shared with collaborating agencies for data quality, coding, and record linkage.  Participants are also informed they will receive a full report of their clinically relevant examination findings.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

The Internet is not used to collect any information at this time.

7. Describe how the information will be secured.

It is the responsibility of all employees of NCHS, including in house contract staff to protect, preserve, and secure all NHANES data (this includes all oral or recorded information in any form or medium) from unauthorized persons and uses. All NCHS employees as well as all contract staff have received appropriate training and made a commitment to assure confidentiality and have signed a "Nondisclosure Statement" (Attachment 9). Staffs of collaborating agencies are also required to sign this statement and agencies may be required to enter into a formal agreement with NCHS before access to identifying or identifiable information is permitted. It is understood that protection of the confidentiality of records is a vital and essential element of the operation of NCHS, and that Federal law demands that NCHS provide full protection at all times of the confidential data in its custody. Only authorized personnel are allowed access to confidential records and only when their work requires it. When confidential materials are moved between locations, records are maintained to insure that there is no loss in transit and when confidential information is not in use, it is stored in secure conditions. 

NCHS policy requires physical protection of records in the field, and has delineated these requirements for the prime data collection contractor. The prime data collection contractor also has its own policy and procedures regarding assurance of confidentiality and a pledge that all employees involved in NHANES must sign. The prime data collection contractor provides all safeguards mandated by Privacy and Confidentiality Acts to protect the confidentiality of the data gathered by the NHANES integrated survey information system (ISIS) data collection process. The prime data collection contractor data security procedures fully comply with security requirements delineated by the Information Resources Management Office of CDC. 

It is the Center's policy to make its files on NHANES data available via public use data tapes to the scientific community so that additional analyses can be made of these data for the benefit of the U.S. population. Confidential data will never be released to the public. For example, all personal identifiers are removed from the file; i.e., name, address, location number, sample person number, etc. A concerted effort is made to avoid any disclosures, such as detailed geographic information that may allow a researcher to go back and find individuals in the general population. 

Safeguards: Confidential data are protected by section 308(d) of the Public Health Service Act.  Measures to prevent unauthorized disclosures are implemented as appropriate for the particular records maintained. NCHS and its contractors implement personnel, physical and procedural safeguards as follows: 

a. Authorized Users: Persons authorized and needing to use the records, including Project Directors, contract officers, interviewers, analysts, statisticians, statistical clerks, and data entry personnel on the staffs of the Center and the contractors. 

b. Physical Safeguards: The manual portions of the records are stored in locked files or offices when not in use. Building security in Hyattsville, MD includes access controlled by a security guard and the use of identification badges by employees. 

c. Procedural Safeguards: All employees of NCHS and contractor personnel with access to NCHS records are required, as a condition of employment, to sign an affidavit binding them to nondisclosure of individually identifiable information and to view an NCHS video tape addressing confidentiality and systems security. Periodic correspondence is sent to staff to reinforce confidentiality regulations, guidelines, and procedures. Protection for computerized records both on the mainframe and the CIO Local Area Network (LAN) includes programmed verification of valid user identification code and password prior to logging on to the system, mandatory password changes, limited log-ins, virus protection, and user rights/file attribute restrictions. Password protection imposes user name and password log-in requirements to prevent unauthorized access. Each user name is assigned limited access rights to files and directories at varying levels to control file sharing. There are routine daily backup procedures and Vault Management System for secure off-site storage is available for backup tapes. Additional safeguards may be built into the program by the system analyst as warranted by the sensitivity of the data. 

Contractors who maintain records in the system are instructed to make no further disclosure of the records. Privacy Act and Section 308(d) of the Public Health Service Act requirements are specifically included in contracts for survey and research activities related to this system. The HHS Project Directors, contract officers, and project officers oversee compliance with these requirements. 

d. Implementation Guidelines: These safeguards are established in accordance with guidelines in Chapter 45-13, "Safeguarding Records Contained in Systems of Records," of the HHS General Administration Manual; the HHS Automated Information Systems Security Manual; and the NCHS Staff Manual on Confidentiality. Data maintained in CDC Atlanta’s Processing Center are in compliance with OMB Circular A-130, Appendix III. Security is provided for information collection, processing, transmission, storage, and dissemination in general support systems and major applications. The CIO LAN currently operates under Novell v. 4.11 and is in compliance with "CDC & ATSDR Security Standards for Novell File Servers." 

e. NHANES Specific System Safeguards.  Every month the NHANES network is scanned for potential security breaches and log files are reviewed weekly. Additionally, virus protection programs, operating systems, and security systems are patched and updated as needed. Some of the potential risks to survey operations include disruption of network service, server failure, desktop system failure, physical break-in to the MECs, laboratory equipment failure, Y2K, viruses and network attacks. Each of these risks will now be assessed: 

a. Network service - NHANES maintains redundant connections to the field. Primary service consists of a frame-relay network with backup ISDN and analog communications. In the event of failure on the frame-relay network NHANES automatically rolls-over to ISDN or analog service. This system has proved to be extremely effective with little downtime. 

b. Server failure - the database servers in the field maintain automatic roll-over RAID systems, redundancy network connections and dual-boot servers in the event of a primary failure. The servers are connected to an uninterruptible power supply (UPS) with a 3 hour charge to insure clean power and a safe shutdown in the event of a major failure. These servers are in operations 7 days a week. Power failures have occurred, but the UPS have worked as planned. 

c. Desktop systems - standard desktop PC systems are deployed examination components so that the survey is not dependent proprietary solutions (with the exception of specialized biomedical equipment). In addition, software is developed with a standard software development environment to insure consistency across all systems. Each system is connected to a small UPS to insure clean power and a safe shutdown in the event of a major failure. This has been tested and works as planned. 

d. Physical break-in to the MECs and field office - the MECs have a security system that automatically contacts local police and appropriate staff in the event of a break-in or fire. The MEC is also monitored for temperature and humidity changes. In addition, in large cities NHANES maintains on-site security guard to protect the MEC. 

e. Laboratory equipment failure - since NHANES collects blood samples that must be maintained on-board before shipment, freezers are connected to temperature monitors to insure the equipment is operating properly. In the event of failure appropriate staff is notified to eliminate the loss of samples. 

f. Y2K - NHANES followed the guidelines as developed by CDC to evaluate the project for Y2K risks. A report was delivered to CDC showing that the system operated properly under all the roll-over conditions. In addition, network systems, servers, databases and biomedical equipment received Y2K certification from manufactures. All equipment has functioned properly on roll-over to January 1, 2000. 

g. Viruses - NHANES has taken an integrated approach to reducing the risk associate with viruses. First most field systems do not have email capability. In addition desktop systems and servers are regularly scanned for viruses. The development environment at the data collection contractor does allow for email service but uses Norton anti-virus to protect against problems. Since NCHS is connected to the data collection contractor over a dedicated high-speed line, NHANES does not allow email to move through this connection thereby protecting NCHS and CDC resources. To date NHANES has not had viruses affect field operations. 

h. Network attacks - NHANES maintains a wide area network that is connected to NCHS corporate offices and the NHANES prime contractor. In the event of an attack to corporate facilities NHANES can disconnect itself from these resources physically or logically. In addition, NCHS corporate and the prime contractor corporate can disconnect themselves from NHANES in the event that NHANES endured an attack from some source. 

i. The NHANES program undergoes yearly reviews of the security of the program and works closely with the CDC Information System Security Officer (ISSO) and NCHS ISSO to insure limited risk and maximum physical and information security. Along these lines the CDC ISSO and NCHS ISSO have conducted site visits to the contractor facility, NCHS NHANES facility and to field sites. These visits have included briefings on network and system security and review of procedures. 

j. Disclosure review – the NHANES program has all data reviewed by the NCHS disclosure review board (DRB), an independent body at NCHS, prior to releasing data to the public.  This is done to ensure that all confidential data are protected and not inadvertently released. This review includes regularly scheduled meetings with the NCHS DRB along with briefings for NHANES staff at NCHS and those contractor staff in the field. The Privacy Act of 1974 (5 U.S.C. 552a) "requires the safeguarding of individuals, and Section 308(d) of the Public Health Service Act (42 U.S.C. 242m) requires the safeguarding of both individuals and establishments against invasion of privacy. Contractors who collect information identifying individuals and/or establishments must stipulate the appropriate safeguards to be taken regarding such information. The Privacy Act also provides for the confidential treatment of records of individuals, which are maintained by a Federal agency according to either individual's name or some other identifier. This law also requires that such records in NCHS are to be protected from uses other than those purposes for which they were collected." 

Section 308(d) of the Public Health Service Act (42 U.S.C. 242m) provides NCHS with authority to collect information and stipulates that: "No information, if an establishment or person supplying the information or described in it is identified, obtained in the course of activities undertaken or supported under section 304, 305, 306, 307, or 309 may be used for any purpose other than the purpose for which it was supplied unless such establishment or person has consented (as determined under regulations of the Secretary) to its use for such other purpose and (1) in the case of information obtained in the course of health statistical or epidemiological activities under section 304 or 306, such information may not be published or released in other form if the particular establishment or person supplying the information or described in it is identifiable unless such establishment or person has consented (as determined under regulations of the Secretary) to its publication or release in other form. . . ." 

k. Security review - NHANES has undertaken security evaluation risk assessments with the CDC and NCHS ISSOs, staff from the CDC IRMO Network Technology Branch, SRA International, and TRW.  These groups in part or whole have conducted thorough reviews of the NHANES network architecture, system architecture and system/network security in April 2000 and again in 2003. 

8. Describe plans for retention and destruction of data collected.

Retention and disposal: Original survey records are reviewed for accuracy, edited, and data are transferred to tape, disk storage, or to the Internet. The original records are retained at NCHS or on the CDC mainframe in Atlanta until the process of conversion to computer tape and verification of information is completed. Original records are sent to the Federal Records Center in accordance with the NCHS Records Management Schedule.  

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

System name: Health and Demographic Surveys Conducted in Probability Samples of the United States Population. HHS/CDC/NCHS. Privacy Act System Notice 09-20-0164
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