HHS Privacy Impact Assessment (PIA)

Date of this Submission (11/26/2003):
HHS Agency (OPDIV):
 National Center for Health Statistics (NCHS)
Title of System or Information Collection:  National Health Interview Survey

Is this System or Information Collection new or is an existing one being modified? The National Health Interview Survey has been in existence since 1957, and is undergoing a re-engineering of the data collection instrument and post production systems, beginning with the 2004 data collection year. 
Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-20-01-06-01-1020-02

System of Records Number:  09-20-0164
OMB Information Collection Approval Number and Expiration Date: 0920-0214, expires 04/30/2005
Other Identifying Number(s):

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

      The National Health Interview Survey (NHIS) is a multi-purpose health survey of the civilian non-military population conducted by the National Center for Health Statistics (NCHS), which has produced annual data since 1957.  NHIS data are used to describe the health of the US population, monitor trends in national health objectives, set and evaluate health policies, and perform methodological and epidemiological research on important health issues.  Findings are generalizable to the US household population but have also been used to explore issues at the regional and state level. 


Since 1960, the NCHS has had the objective of producing vital and health statistics for the United States.   NCHS has legislative authority under 42 U.S.C. 242k, Section 306(b) of the Public Health Service Act to collect statistics on the extent and nature of illness and disability of the population; environmental, social and other health hazards; determinants of health; health resources; and utilization of health care.  The NHIS is a multi-purpose health survey conducted by NCHS in support of this legislative charge.  It is the principal source of information on the health of the civilian, non-institutionalized population of the United States.  Data from NHIS are used to assess agency and NCHS objectives, and initiatives such as Healthy People.  Other strategic goals of NCHS are to increase the quality of the data collected and to make it more timely.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The mission of the NCHS is to provide statistical information that will guide actions and policies to improve the health of the American people. As the Nation's principal health statistics agency, NCHS is responsible for providing accurate, relevant, and timely data.

The NHIS collects information along many different domains including health status, health conditions, health behaviors and risk factors, utilization of and access to healthcare, socio-demographic, and economic data.  This multitude of variables and the large, nationally representative sample allows NHIS data to be used to characterize the level of the entire population plus many subgroups such as the elderly, women, racial/ethnic minorities, persons with low income, and persons without health insurance.  This ability to finely disaggregate data enables policy makers, researchers, evaluators, interested citizens, journalists, and other users to address a wide range of health and welfare-related issues at the national level.

The NHIS is comprised of Core and Supplement questions.  The Core questions remain the same from year-to-year and are used as a baseline to track health objectives designated by the Department of Health and Human Services (DHHS), identify emerging trends in health status and health care, and provide timely and accurate national estimates of health insurance coverage.  Supplements vary from year-to-year and are more focused on specific or topical public health concerns.  Three recent topics covered by supplements are measuring DHHS national health objectives, cancer prevention, and children’s mental health.  Supplements are sponsored through partnerships between NCHS and other agencies.  For the previously mention supplements, NCHS partnered with were the National Center for Chronic Disease Prevention and Health Promotion, the National Cancer Institute, and the National Institute for Mental Health, respectively.  By collaborating with other DHHS agencies in a coordinated and coherent plan, the NHIS is able to provide the Department with necessary and topical data for Departmental initiatives.

Data from NHIS support DHHS, CDC, and NCHS objectives and initiatives, such as Healthy People.  Links to the Medical Expenditure Panel Survey (MEPS), the National Health and Nutrition Examination Survey (NHANES), and the National Death Index (NDI) place the NHIS soundly within the department-wide Survey Integration Plan.

3.   Explain why the information is being collected.

Since 1960, the National Center for Health Statistics (NCHS) has had the objective of producing vital and health statistics for the United States.  NCHS has legislative authority under 42 U.S.C. 242k, Section 306(b) of the Public Health Service Act to collect statistics on the extent and nature of illness and disability of the population; environmental, social and other health hazards; determinants of health; health resources; and utilization of health care.  The National Health Interview Survey (NHIS) is a multi-purpose health survey conducted by NCHS in support of this legislative charge.  It is the principal source of information on the health of the civilian, non-institutionalized population of the United States.  

The data collected through the NHIS are used for statistical purposes only. Uses within the Department include the preparation of aggregated data in the form of statistical tables for publication, analysis, and interpretation, to meet the legislative mandates of 42 U.S.C.24k, i.e. to determine levels of illness and disability and their effects on the population, the use of health care facilities, trends in family formation and dissolution, etc.

4.   Identify with whom the agency will share the collected information.

The customers of the NHIS are government agencies (federal, state, and local level), international, national, state and community organizations, private researchers, academia, consumer groups, companies, and health care providers.  Examples of federal agencies who are recent customers include:  the Centers for Medicare and Medicaid Services, the Environmental Pollution Agency, the Food and Drug Administration, General Accounting Office, National Cancer Institute, the National Institute on Aging, the National Institute for Mental Health, and the Veterans’ Administration. 

Many organizations have a vested interest in assuring the success and continuity of the NHIS.  These organizations include; the Department of Health and Human Services (DHHS), the Agency for Healthcare Research and Quality (AHRQ), and others such as the Bureau of Census(BoC) and policy makers.  Through partnerships with NCHS, other agencies within DHHS are able to piggyback on the NHIS infrastructure, expressing the NHIS as a significant DHHS asset.  One example is the collaborative efforts between NCHS/DHIS and other DHHS agencies to collect data on topical public health subjects by fielding NHIS Supplements.  The AHRQ follows up with half of the NHIS sample on its Medical Expenditure Panel Survey (MEPS).  By NHIS providing the MEPS sample, AHRQ was able to save an estimated eight million dollars on its 1996 reengineering project and continues to save budget by forgoing annual listing and other sampling costs.  Sharing a sample also allows for a NHIS/MEPS linkage file which enables users to link persons in the MEPS public use file to the records of the same person in the NHIS data file.  This adds the broad array of NHIS information to the more specific MEPS data and allows for broad multivariate analyses.    

The agency shares the information with the public by posing all cleaned, edited, and de-identified data on the CDC website for public access.
5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The NHIS collects data in all 50 states through a collaborative effort with the Bureau of the Census (BOC), using a personal household interview.  Each year, BOC Field Representatives (FRs) visit approximately 40,000 households and collect data on over 100,000 people.   Data for the NHIS is collected through the use of a questionnaire developed expressly for the NHIS and administered by professional interview FRs trained in survey interview techniques. 

Several weeks before the interview, an advance letter is sent to the sampled household describing the NHIS and policies guaranteeing the respondent’s confidentiality. An 800 phone number is provided in case the potential respondent has further questions regarding the survey. The survey is administered by highly trained Census FRs using a computer assisted personal interview (CAPI) instrument that resides on a laptop computer. The FR enters the responses directly into the computer. Prior to beginning the interview the FR reviews the purpose and content of the survey questionnaire with each potential respondent, and provides written materials with information on the objectives and benefits of the survey, as well as information on the confidentiality of the data collected.  The NCHS Institutional Review Board (IRB) reviews NHIS content each year, as an advocate for the potential respondent.  Participation in the survey is voluntary. 

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Information for the National Health Interview Survey is not collected via the Internet for any

respondents, including any children under age 13.

7. Describe how the information will be secured.

It is the responsibility of all employees of NCHS, including in house contract staff to protect, preserve, and secure all NHIS data (this includes all oral or recorded information in any form or medium) from unauthorized persons and uses. All NCHS employees as well as all contract staff have received appropriate training and made a commitment to assure confidentiality and have signed a "Nondisclosure Statement". Staffs of collaborating agencies are also required to sign this statement and outside agencies are required to enter into a more formal agreement with NCHS before access to identifying or identifiable information is permitted. It is understood that protection of the confidentiality of records is a vital and essential element of the operation of NCHS, and that Federal law demands that NCHS provide full protection at all times of the confidential data in its custody. Only authorized personnel are allowed access to confidential records and only when their work requires it. When confidential materials are moved between locations, the items are tracked to insure that there is no loss in transit and when confidential information is not in use, it is stored in secure conditions. 

It is the Center's policy to make its files on NHIS data available via public use data tapes to the scientific community so that additional analyses can be made of these data for the benefit of the U.S. population. Confidential data will never be released to the public. For example, all personal identifiers are removed from the file; i.e., name, address, location number, sample person number, etc. A concerted effort is made to avoid any disclosures, such as detailed geographic information that may allow a researcher to go back and find individuals in the general population. 

Safeguards: Confidential data are protected by section 308(d) of the Public Health Service Act.  Measures to prevent unauthorized disclosures are implemented as appropriate for the particular records maintained. NCHS and its contractors implement personnel, physical and procedural safeguards as follows: 

Authorized Users: Persons authorized and needing to use the records, including Project Directors, interviewers, analysts, statisticians, and IT specialists on the staffs of NCHS and the Bureau of Census (BoC).   BoC is responsible for all NHIS field operations.  BoC has its own legislation (Title 13, United States Code) safeguarding respondent confidential information collected by BoC issued for statistical purposes.   No information that could identify a person can be released. 

Data Transmission Safeguards: Data is transferred on CDs between the Bureau of Census (BoC) and NCHS by a bonded courier. 

Physical Safeguards: The CD’s and hard copy printouts of records are stored in locked files or offices when not in use. Building security in Hyattsville, MD includes access controlled by a security guard and the use of identification badges by employees. 

Procedural Safeguards: All employees of NCHS and contractor personnel with access to NHIS records are required, as a condition of employment, to sign an affidavit binding them to nondisclosure of individually identifiable information and to view an NCHS video tape addressing confidentiality and systems security. Periodic correspondence is sent to staff to reinforce confidentiality regulations, guidelines, and procedures. Protection for computerized records both on the mainframe and the CIO Local Area Network (LAN) includes programmed verification of valid user identification code and password prior to logging on to the system, mandatory password changes, limited log-ins, virus protection, and user rights/file attribute restrictions. Password protection imposes user name and password log-in requirements to prevent unauthorized access. Each user name is assigned limited access rights to files and directories at varying levels to control file sharing. There are routine daily backup procedures and Vault Management System for secure off-site storage for backup tapes. Additional safeguards may be built into the program by the system analyst as warranted by the sensitivity of the data. 

Implementation Guidelines: These safeguards are established in accordance with guidelines in Chapter 45-13, "Safeguarding Records Contained in Systems of Records," of the HHS General Administration Manual; the HHS Automated Information Systems Security Manual; and the NCHS Staff Manual on Confidentiality. Data maintained in CDC Atlanta’s Processing Center are in compliance with OMB Circular A-130, Appendix III. Security is provided for information collection, processing, transmission, storage, and dissemination in general support systems and major applications. The CIO LAN currently operates under Novell v. 4.11 and is in compliance with "CDC & ATSDR Security Standards for Novell File Servers." 

Disclosure review: The NHIS program has all data reviewed by the NCHS disclosure review board (DRB), an independent body at NCHS, prior to releasing data to the public.  This is done to ensure that all confidential data are protected and not inadvertently released. This review includes regularly scheduled meetings with the NCHS DRB along with briefings for NHIS staff at NCHS. The Privacy Act of 1974 (5 U.S.C. 552a) "requires the safeguarding of individuals, and Section 308(d) of the Public Health Service Act (42 U.S.C. 242m) requires the safeguarding of both individuals and establishments against invasion of privacy. Contractors who collect information identifying individuals and/or establishments must stipulate the appropriate safeguards to be taken regarding such information. The Privacy Act also provides for the confidential treatment of records of individuals, which are maintained by a Federal agency according to either individual's name or some other identifier. This law also requires that such records in NCHS are to be protected from uses other than those purposes for which they were collected." 

Section 308(d) of the Public Health Service Act (42 U.S.C. 242m) provides NCHS with authority to collect information and stipulates that: "No information, if an establishment or person supplying the information or described in it is identified, obtained in the course of activities undertaken or supported under section 304, 305, 306, 307, or 309 may be used for any purpose other than the purpose for which it was supplied unless such establishment or person has consented (as determined under regulations of the Secretary) to its use for such other purpose and (1) in the case of information obtained in the course of health statistical or epidemiological activities under section 304 or 306, such information may not be published or released in other form if the particular establishment or person supplying the information or described in it is identifiable unless such establishment or person has consented (as determined under regulations of the Secretary) to its publication or release in other form. . . ." 

Security review: NHIS has undertaken security evaluation risk assessments with the CDC and NCHS ISSOs, staff from the CDC IRMO Network Technology Branch, SRA International, and Northrop-Grumman.  These groups in part or whole have conducted thorough reviews of the NHIS network architecture, system architecture and system/network security during 2003.

8. Describe plans for retention and destruction of data collected.

CDs containing NHIS raw data files, including files with confidential data, are transmitted from Census in batches of 2-4 weeks at regular intervals during the data collection year.  These   CDs are retained in a locked secured area at NCHS and access to these CDs is limited to authorized staff.  The CDs will be destroyed in accordance with the NCHS Records Management schedule, currently 8 years after data collection.  In addition, Census keeps copies of all NHIS raw data at their facility, which serves as an additional back-up of NHIS data.   Census does not plan to destroy this data.  Files (some with confidential identifiers such as names, addresses, phone numbers, SSN, etc.) are extracted from the CDs and uploaded to the CDC mainframe in Atlanta.  Other data files extracted from the CDs, not containing confidential identifiers, are uploaded to the mainframe and stored in separate libraries.  This data goes through the various stages of post-processing, including edits, recodes, and the creation of final in-house and public use files.  After final public use release of the data, back-up copies of final in-house data, processing files, and related documentation are created and sent to off-site storage from the CDC Mainframe facility in Atlanta.  These files are kept indefinitely.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

System name: Health and Demographic Surveys Conducted in Probability Samples of the United States Population. HHS/CDC/NCHS. Privacy Act System Notice 09-20-0164
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