HHS Privacy Impact Assessment (PIA)

Date:  11/26/2003

HHS Agency (OPDIV): CDC/PGO:

Title of System or Information Collection:  The Integrated Contracts Expert (ICE) is the system name.  

Is this System or Information Collection new or is an existing one being modified?  ICE is an existing system in the process of being modified.

Identifying Numbers (Use N/A, where appropriate)

The unique project identifier:  09-20-01-04-01-1020-02.

System of Records Number:  Unknown

OMB Information Collection Approval Number and Expiration Date:  Unknown

Description:

1.   Provide an overview of the system or collection and indicate the legislation authorizing this activity.

The ICE system provides to the Centers for Disease Control and Prevention (CDC) a single system for managing the full procurement cycle from procurement request to closing out a contract for all type of procurements.  The ICE systems’ function is to meet the following Integrated Acquisition objectives:

· Modern, integrated acquisition automation tool and streamlined processes

· Reduced cycle times for all types of procurement actions

· Accurate, real-time acquisition-related information that can be used by management to make strategic and planning decisions

· Ability to interface with CCR/IVPN

· Ability to integrate with government-wide standard requirements

· Ability to perform standard electronic procurement transactions (EDI) 

2. Describe the information the agency will collect and how the agency will use the collected information.  Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.  The ICE system data consist of acquisition, vendor, and financial data.  Vendor data is available from CCR.  ICE system administrators currently enter information obtained from the CCR/IVPN for future use by the procurement office in future procurement actions.  In the future, ICE will be modified to integrate with CCR/IVPN.  Some acquisition information such as proposals, contracts, orders, etc. in Information regarding any contractor/vendor is kept a minimum based on input to the CCR; therefore, ICE only uses information available via that database.  Information such as address, social security number and Tax Identification Number (TIN) is used in ICE for the recording of commitment and obligation information to the Financial Management System only.  The user only sees the minimal information available in the view for any one vendor.  This information only includes the name, address, DUNS and TIN for any contractor.  No other information is viewable by the user.

3. Explain how the information is being collected.  The system is being developed and enhanced to improve CDC’s efficiency in the acquisition process,.  The system will facilitate the acquisition of commercial products and services, and transform the acquisition process to accommodate electronic commerce

4. Identify with whom the agency will share the collected information. PGO’s system must comply with mandatory federal and department (HHS) reporting requirements (FPDS-NG federally and DCIS departmentally, for example).  Consequently, the information collected is required so that those reporting requirements above are met and for the purposes of interface with the local financial management system so that the payment of invoices is made using data sent via ICE.

5. Describe how the information will be obtained, from whom it will be collected, what suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.  The collected data will share information with internal CDC offices (financial management; material management, program office); the Department; and, any federal agency requiring the information to be available. Since ICE depends on the mandatory requirement for the vendor to register with CCR/IVPN, we obtain the profile of the contractor that way for input in the ICE Commercial Organization Table.  As far as consent and the opportunity for consent that is up to CCR/IVPN; we assume that has been done at that level since those responsible for that network for registration would have to have addressed the issues.  We do, however, provide the vendor with the understanding that their information will be shared with the Financial Management System, but that too is based on the requirement for EFT/ACH transactions by Treasury.

To improve CDC’s efficiency in the acquisition process an Automated Management Acquisition System (AMAS was identified to facilitate the acquisition of commercial products and services and to transform the acquisition process to accommodate electronic commerce.  AMAS was originally developed using the acquisition software developed by the Department of the Navy.  PGO requires an application to manage the procurement cycle from submitting a procurement request to closing out a contract for critical CDC procurements.  These procurements support large scale programs related, but not limited to, Injury and Prevention, AIDs, TB, chronic illnesses and infectious diseases.  Increased efficiency in the procurement process directly relates to increased efficiency of CDC’s ability to perform it’s critical life saving mission.  PGO requires a system to automate both small purchase and large contract functionality in a paperless environment as mandated by the Government Paperwork Elimination Act (GPEA).  PGO’s system must comply with mandatory federal and department (HHS) reporting requirements.  The system is being developed and enhanced to improve CDC’s efficiency in the acquisition process,.  The system will facilitate the acquisition of commercial products and services, and transform the acquisition process to accommodate electronic commerce

6.  State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained.  (Reference:  Children’s Online Privacy Protection Act of 1998).  Information will not be collected from children under age 13.

7.  Describe how the information will be secured.  The CDC FAME system is used for user access authentication.  ICE     relies on the resources, security, and availability of several entities to function as a procurement system. Within the near future, FAME will be replaced by a Windows Access manager.  This access management procedure will be applied to all CDC-wide applications at user initial log-in to the network.  If a user has access to ICE, all information based on current code is “owned” by that user.  As such, only they have access to it.

8.  Describe plans for retention and destruction of data collected.  Plans for the retention and destruction of data collected are being developed.  Currently all information is retained by individual users within the account they have established.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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