HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 11/26/2003

HHS Agency (OPDIV):
CDC

Title of System or Information Collection: Health Alert Network Messaging System

Is this System or Information Collection new or is an existing one being modified? Existing, not modified.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: 009-20-01-23-01-1020-00

System of Records Number:


OMB Information Collection Approval Number and Expiration Date:

Other Identifying Number(s):

Description – (If answer to question 7 on the worksheet is no, complete 1 and 2, then submit)

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Health Alert Network (HAN) Messaging System is a Microsoft Outlook-based email and broadcast fax system designed to rapidly distribute official CDC Health Alerts, Advisories, and Updates regarding Bioterrorism and other emergent threats to Public Health, operated and updated by Public Health Advisors (PHAs) in the Informatics and Knowledge Systems Branch, Division of Public Health Systems Development and Research, Public Health Practice Program Office, Centers for Disease Control, DHHS. Data contained within the system include email and fax distribution lists of Public Health officials at the state and local levels, specific CDC and HHS personnel, and contacts within 139 public health and private provider partner organizations, utilized to address and rapidly distribute HAN messages developed by subject matter experts (SME) throughout CDC. Since September 11, 2001, 165 Health Alert Network messages have been distributed on a Special, Regional or National basis.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort. (If the answer to question 7 is no, insert – This system does not collect personally identifiable information.)

The HAN PHAs contact their assigned states to collect contact information, including Name, Title, Position, Email Address(s), Phone Number(s), Fax Number(s), Mobile/Wireless Contact, and Mailing Address for State Public Health Officials. The officials at the State level include the State Health Officer, State Epidemiologist, State Lab Director, State Weapons of Mass Destruction Coordinator, State Public Health Information Officer, and State Health Alert Network Coordinator, and in most cases, backups for each position. In addition, HAN PHAs also utilize a listing of local health officials provided by the National Association of City and County Health Officials (NACCHO) to distribute HAN messages to Local Health Departments, when recommended by the SME, the Office of the Director, or the Office of Communications. The collected information is input into the appropriate distribution lists within the Outlook-based system. The distribution lists are accessed and maintained ONLY by authorized personnel within the CDC HAN program, and is only shared with similar systems in CDC, specifically the Epidemiology Exchange (Epi-X) system and the Public Health Information Network (PHIN), for use in similar notifications of emergent health events. The distribution lists are not shared outside of CDC, or outside the auspices of the overall PHIN initiative. The data collected are required to meet the strategic and mission-critical goal of rapidly disseminating urgent CDC guidance and information to the Public Health officials responsible for the response to an emergent health event. In order to meet this goal, all of the data collected are necessary, yet minimal.

3.   Explain why the information is being collected.

The collected information is being collected to ensure that vital CDC information reach front-line Public Health officials during an emergency response or other emergent health event. In order to meet this goal, the HAN staff collects only the information needed to contact these officials as quickly as possible. The intent of the HAN Messaging System is to reach the primary recipients, listed above, within one hour of the moment a HAN message is initiated. 

4.   Identify with whom the agency will share the collected information.

To date, the CDC has not shared, and has no intention of sharing, the collected information outside the agency. The intent is to maintain the contact information of these Public Health officials within the HAN system, as part of the overall PHIN initiative. Within the agency, the information has only been shared with the Director’s Emergency Operations Center, Epi-X, and the PHIN initiative.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The distribution lists are populated by the HAN PHAs, who obtain the information on State officials through their regular contacts within the State Health Departments assigned to them. In most cases, this information is provided by the State HAN Coordinator. Local contacts are collected from a list of local health officers, provided and updated by NACCHO. In some cases, the local health officials or the State HAN Coordinator provide updated contact information for a local contact directly to CDC HAN staff via email or phone call. The Associations list is obtained from the Office of Communication, other Centers/Institutes/Offices (CIOs), and the Director’s Emergency Operations Center. The listing of selected DHHS and CDC personnel is maintained by HAN staff, but provided by the Office of Communication, other Centers/Institutes/Offices (CIOs), and the Director’s Emergency Operations Center.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information will be collected from children under the age of 13.

7. Describe how the information will be secured.

The Health Alert Network Messaging system utilizes Microsoft Outlook which is part of the CDC enterprise infrastructure and therefore adheres to same security provisions for data & information contained in these systems. Security of information is in compliance with CDC IT Security standards. This has been reviewed and approved by the CDC Chief Information Systems Security Officer.

8. Describe plans for retention and destruction of data collected.

The HAN Program staff will work with the CDC Information Resource Management Office to determine if an additional retention and destruction of data policy needs to be developed, beyond that which is currently in use for CDC enterprise systems. Retention and destruction of information is in compliance with CDC IT Security standards. This has been reviewed and approved by the CDC Chief Information Systems Security Officer.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.


The HAN Program staff will work with the CDC Privacy Act Office to initiate a system of records notice, if deemed necessary. 
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