HHS Privacy Impact Assessment (PIA)

Date of this Submission:(11/13/2003):

HHS Agency :  CDC/ATSDR

Title of System or Information Collection:  CDC Information Technology Infrastructure

Is this System or Information Collection new or is an existing one being modified? This system is being reported for the first time but is already in operation/maintenance

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-20-02-00-01-1152-00-404-142

System of Records Number:


OMB Information Collection Approval Number and Expiration Date:

Other Identifying Number(s):

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity. 

The purpose of CDC’s infrastructure is to provide a range of services that meet the needs of CDC’s public health mission.  CDC IT infrastructure functions include acquisition, installation and support of desktop workstations, office automation, directory services, email, Tier-one helpdesk, infrastructure software, internet/intranet/web services, IT security, networking, remote access, server management, telecommunications, and videoconferencing.  

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

CDC IT Infrastructure is not an application or database that collects collect information but is a general support system that enables CDC’s scientific and administrative systems to operate by providing communications, interoperability, and other IT services.  The IT infrastructure is the underlying shared technology on which individual information systems rely.  Hence, PIA is applicable tot eh specific information systems and databases that do collect, process, and manage data and information assets.

3.   Explain why the information is being collected.

4.   Identify with whom the agency will share the collected information.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

7.   Describe how the information will be secured.

8. Describe plans for retention and destruction of data collected.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.
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