HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/13/2003

HHS Agency :
  Centers for Disease Control and Prevention

Title of System or Information Collection:  BioSense

Is this System or Information Collection new or is an existing one being modified?  New

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  009-20-01-21-01-1163-00-110-030

System of Records Number:


OMB Information Collection Approval Number and Expiration Date:

Other Identifying Number(s):

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

BioSense is an initiative to significantly improve the nation’s capabilities for early detection of a bioterrorism event in the U.S. through public health surveillance activities focused on prediagnostic indicators of disease in the population through syndromic surveillance.  Syndromic surveillance is the monitoring of the population for disease outbreaks by categorizing early signs and symptoms of disease, the disease prodrome, into syndromes that relate to the clinical manifestations of certain diseases such as the Category A bioterrorism agents, e.g. anthrax, botulism, plague. While BioSense has been initiated with a focus on bioterrorism detection, it will be equally useful to the everyday practice of public health for early detection of naturally occurring disease outbreaks in the population.

BioSense is a complementary component of the President’s BioWatch which is focused on environmental air sampling in key cities to detect the presence of certain BT agents in the atmosphere and BioShield which is the rapid development of new vaccines and therapeutics against biological threats.

Traditional public health surveillance in the U.S. is conducted by the reporting of disease cases to local public health agencies by healthcare practitioners through mandatory state reporting laws for most diseases.  Local health agencies in turn report to the state health department and they report to CDC.  The completeness, accuracy, breadth of coverage, and timeliness of this process is problematic especially for highly infectious agents such as some of those associated with bioterrorism.  The current elevated concern over potential bioterrorism in the U.S. warrants nontraditional approaches to public health surveillance in order to obtain new types and sources of relevant data, substantially reduce the latency of information flow, increase completeness and accuracy, and improve national coverage.  

BioSense will establish the capability for rapid, around-the-clock electronic transmissions of data to CDC from national health data sources such as clinical laboratories, hospital systems, health plans, pharmacy chains, and DoD and VA medical treatment facilities for identification of early signs of a possible bioterrorist attach.  This system will enable CDC’s BioIntelligence Center staff to compile and analyze a broad spectrum of health–related data to identify possible indicators of bioterrorism through pattern recognition, threshold events, sentinel indicators, etc.  

While BioSense is designed to establish electronic linkages between CDC and national health data sources, the primary purpose is to provide the access, viewing, analysis, and sharing of such data to State and local public health jurisdictions nationwide as a complement to existing local public health surveillance capabilities.  The need for improved local public health surveillance has been recognized in the post September 11 and anthrax attacks in part through the $918 million grant program established by Congress to States and the resulting $215 million targeted by grantees in FY 2002 on improving epidemiology and surveillance capabilities. 
Health data collected for BioSense will not include direct personal identifiers such as name, address, or medical record numbers.  Rather, BioSense will be used to detect possible events in the population and help enable reach back to the health data source for appropriate public health investigation and follow-up by a recognized public health authority.  

BioSense will initially focus on key major metropolitan areas nationally in alignment with BioWatch locations. The BioSense system will use national and local diagnostic and therapeutic data sources to provide real-time, health event profiles and warnings relevant to a possible bioterrorism event.  BioSense will provide public health professionals a daily picture of normal diagnostic and therapeutic activities, provide indications of abnormal activities and also provide a way to rapidly investigate events to discern true concerns from false alarms.  

BioSense will present a real-time access to a wide range of health data, time-series graphs, and geographic information systems (GIS) views of indicators for all jurisdictional levels down to the zip code.  Diagnostic and therapeutic events and trends will also be used for establishing and evaluating outbreak detection algorithms and as contributors for the initiation of public health investigations. 

CDC is establishing data sharing and use agreements with data providers that possess relevant health data that is national or regional in coverage as authorized by the Public Health Service Act, (42 U.S.C. 241, 317, and 319A).  CDC will (1) analyze this healthcare-related data to improve the detection of bioterrorism and other public health threats and problems; (2) develop analytic methods to identify possible events ore concerns that warrant further follow-up research, investigation, or immediate public health intervention actions; (3) provide simultaneous access to the data and analyses with appropriate governmental health agency jurisdictions for local interpretation and actions that may be warranted; (4) enable authorized public health authorities to query the source data repository or the data source organization for additional detailed data or information including personally identifiable data as may be necessary to carry out authorized public health functions in accordance with applicable local, state, and federal laws. 

This system has been approved by the Director, CDC and reviewed and approved by the CDC ITIRB.
2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

BioSense is designed to establish electronic linkages between CDC and national and regional health data sources.    Various types of public health surveillance data such as clinical encounters, health events, and census data will be used.  Examples include symptoms, diagnoses, tests ordered and results, prescription orders, and sales of certain over-the-counter drugs.  Taxpayer and employee information will not be used in this system.  No personal identifiers will be used in this system.

The data required exist at Federal, State, local levels as well as national clinical testing labs, hospitals, pharmacies, health plans, and nurse call lines. 

Data will be provided by DoD, VA, DoE, state and local public health agencies, Association of State and Territorial Health Officials (ASTHO),   National Association of County and City Health Officials (NACCHO), Council of State and Territorial Epidemiologists (CSTE), and Association of Public Health Laboratories (APHL).

BioSense data will be used to detect possible events in the population and help enable reach back to the health data source for appropriate public health investigation and follow-up by a recognized public health authority.

CDC will collect only the necessary data to detect possible events and enable reach back.  Clinical data at the healthcare provider will have personal identifiers; however, the data sharing and use agreements that CDC is establishing require the extraction and transmission of data for use within BioSense without director personal identifiers.  If BioSense data and analyses indicate the need for public health followup or investigation, then CDC, state, and local health agencies can legally obtain personally identified data as public health authorities under the Privacy Rule.
3.   Explain why the information is being collected.

The primary purpose is to provide the access, viewing, analysis, and sharing of such data to state and local public health jurisdictions nationwide as a complement to existing local public health surveillance capabilities.

4.   Identify with whom the agency will share the collected information.

CDC will apply appropriate authorization and authentication controls to all users of the BioSense system.  Information from BioSense will be provided to key metropolitan cities and  public health officials at appropriate state and local agencies.  Access to the national component of the system will be provided to pre-determined CDC staff  working on the BioSense project.  This will include technical staff required to manage the system such as  developers, systems administrators and user support staff during Phase I and technical staff required to manage the system at appropriate metropolitan cities during Phase II;  CDC BioIntelligence Center staff will analyze health-related data from BioSense.  Additionally CDC is establishing data sharing and use agreements with data providers that possess relevant health data that is national or regional in coverage.  Data providers will be given access to confirm the validity of only the data they provided.

State and local jurisdictions will have detail level data for metropolitan areas where they are involved and access to aggregate national data. Appropriate authorized administrators from different state and local jurisdictions have been tasked to manage access to the system in their jurisdiction and identify appropriate users. Similarly, data providers have been tasked to identify appropriate users to manage the access to their data in BioSense.  

The BioSense Data Access, Use and Sharing Agreement prescribes the conditions an authorized users must accept to protect the privacy and confidentiality of individuals and the protection of the data.  They include:

· Agreement that the user will not redistribute the data or analyses thereof to others outside of official governmental health agencies as authorized consistent with applicable federal and state law. 

· Agreement that the user will not use the data where it is forbidden by local or state law or regulation.

· Agreement that the user will transport and use the data in accordance with acceptable practices for ensuring the protection, confidentiality and integrity of the contents to include making no attempt to re-identify the data outside of an authorized public health investigation.

· Understanding that no warranties of any kind are made by the data provider with respect to the data provided or any use thereof.

Access to documents or data will be controlled by agency programs through Digital Certificates issued by the Secure Data Network (SDN)-specified Certificate Authority (ies).  The use of Digital Certificates stored on personal computers shall be protected by passwords.  Any individual accessing the CDC/ATSDR  SDN must be authenticated by providing an X.509 Digital Certificate which was authorized by a CDC/ATSDR program and approved by the Digital Certificate Administrator.  The Digital Certificate Authentication will allow establishment of a secured communication session between the user workstation and the CDC/ATSDR secure Web server platform.  External user requests for SDN Digital Certificates must identify one or more specific program activities for which access is requested.  

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

BioSense is designed to establish electronic linkages between CDC and national and regional health data sources The data required exist at Federal, State, local levels as well as national clinical testing labs, hospitals, pharmacies, health plans, and nurse call lines. 

Data will be provided by DoD, VA, DoE, state and local public health agencies, Association of State and Territorial Health Officials (ASTHO),   National Association of County and City Health Officials (NACCHO), Council of State and Territorial Epidemiologists (CSTE), and Association of Public Health Laboratories (APHL).

CDC is establishing data sharing and use agreements with data providers that possess relevant health data that is national or regional in coverage.  Data providers will be given access to confirm the validity of only the data they provided.

State and local jurisdictions will have detail level data for metropolitan areas where they are involved and access to aggregate national data. Appropriate authorized administrators from different state and local jurisdictions have been tasked to manage access to the system in their jurisdiction and identify appropriate users. Similarly, data providers have been tasked to identify appropriate users to manage the access to their data in BioSense.  

7.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)



Information will not be collected on the Internet from children under age 13.

8.   Describe how the information will be secured.

Technical controls exist which allow access to documents or data by agency programs through Digital Certificates issued by the Secure Data Network Network (SDN)-specified Certificate Authority (ies).  


Access is restricted.  Servers located in the public access DMZ are protected at several levels.  At the network layer, firewall and router filers are used to limit network protocols to only the services and protocols required to access each specific public server. Within the BioSense server, only the required services and tcpip-ip ports for the BioSense application and services provided by the system are enabled.  Access to data will be controlled by agency programs through Digital Certificates issued by the Secure Data Network (SDN)-specified Certificate Authority (IES). The use of Digital Certificates stored on personal computer shall be protected by passwords.  .  

CDC has deployed “application layer firewalls including eEye Digital Security’s Secure IIS for Internet servers or server-based firewalls like BlackIce for critical servers, which essentially “wrap” themselves around applications like Internet Information Server (IIS) and mange/control access to system resources with parameters defined by the system manager.  This protects against unknown or un-patched vulnerabilities such as buffer overflows, URL embedded escape strings, etc., by not allowing access to system resources in the event vulnerabilities are discovered before vendor patches are available.  

CDC has implemented a robust information security program with includes the following:


Enterprise information security policies issued and supported by the senior 
management team

Data management processes developed and implemented at both the enterprise and CIO levels

Information security programs that track systems across development life cycles from initial design through system disposal.

Awareness training, in depth information security training, change control, separation of duties, employee and contractor background checks, documented operational security processes and procedures, response simulation exercises and contingency planning

Physical security controls to include perimeter controls, human guards, external and internal facility access controls, environmental and physical hazard protections, and facilities monitoring systems.

All CDC contracts include standard clauses that specify security requirements, procedures, policies, and behaviors.  Employee oversight of contractor activity and independent monitoring through centrally provided security support services will ensure adherence to all security requirements.

Security services will be provided through a general support system/network that will provide consistency throughout CDC.  Security at CDC public health partner sites will be promoted through grant specifications for the use for strong two-factor authentication ad the implementation of industry best practices.  

Non-CDC users will be subject to the BioSense system policies and procedures and data use agreement as described above.

In Phase I, data is presented through web views and no other systems have access to the data.  In Phase II, user provided data from metropolitan cities will be provided to jurisdictions that meet the security requirements outlined above.  

9. Describe plans for retention and destruction of data collected.

Guidelines for backup and retention of records will be determined in conjunction with the business stewards and included in the system and operations documentation.

10. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.


No system of records is created.
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