HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/24/2003

HHS Agency: AHRQ


Title of System or Information Collection: HCUP Data Use Agreements

Is this system or information collection new or is an existing system being modified? No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Healthcare Cost and Utilization Project (HCUP) is a family of health care databases and related software tools and products developed by the Agency for Healthcare Research and Quality (AHRQ) within the Department of Health and Human Services, with the cooperation of state and private data organizations.  HCUP databases contain health care information that data organizations collect from health care providers and transmit to AHRQ.  AHRQ maintains the HCUP databases, which create a national resource of health care information that includes the largest collection of hospital discharge data in the United States.  HCUP databases enable public health activities related to improving the quality of health care and health services delivery, as well as research on a broad range of policy issues including cost and quality of health services, medical practice patterns, access to health care programs, and outcomes of treatments at the national, state, and local levels. Under the Healthcare Research and Quality Act of 1999, 42 U.S.C. §299 et seq., AHRQ is authorized to collect data for the purpose of enhancing the quality, efficiency, and effectiveness of health services, and access to health services.  AHRQ fulfills this mission in part by engaging in public health activities such as promoting improvements in clinical and health system practices, including practices aimed at the prevention of disease and other health conditions.
  For example, AHRQ is authorized to develop and disseminate information to consumers and professionals regarding health care quality, technology assessment, and the scientific evidence supporting health practices.
  Congress has also authorized AHRQ to undertake initiatives that advance public and private efforts to improve health care quality nationwide.
 

AHRQ has been designated the lead Federal agency for quality of care research, charged with the responsibility of coordinating all Federal health services research. 
   Under the Healthcare Research and Quality Act, AHRQ conducts and funds studies of the quality, appropriateness, and effectiveness of health care services and the organization, financing, and delivery of these services.  

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

HCUP produces a number of databases for use by researchers outside of AHRQ, including the Nationwide Inpatient Sample (NIS), the State Inpatient Databases (SID), the State Ambulatory Surgery Databases (SASD), and the Kids’ Inpatient Database (KID).  These databases intended for external use are referred to as restricted access public release files, indicating that they are “public” but available only under restricted conditions.  

All users of HCUP restricted access public release databases are required to sign AHRQ’s data use agreement before HCUP provides access to the data.  Users must agree, among other things, to use the data for research and statistical purposes only and to make no attempts to identify individuals.  Identities of institutions may be available from some data organizations that already make that information public or agree to its release; however, in data use agreements with HCUP, users must agree not to identify establishments directly or by inference in disseminated material.  AHRQ’s data use agreement now contains all of the elements that HIPAA would require in a data use agreement between a covered entity and the recipient of a limited data set.  

AHRQ HCUP data use agreements require the following personally identifiable information: Name, address, phone number, fax number, and e-mail address.  

3.   Explain why the information is being collected.

Violations of AHRQ’s HCUP data use agreements are subject to civil and administrative penalties.  Personally identifiable information is collected on data use agreements to allow follow up and possible legal action in the event that a violation occurs.  

Identifiable information from data use agreements has also been entered into a mailing list so that users of HCUP data may be notified of new releases of data from time to time.  On average, two to three notices are sent out per calendar year, usually in the form of a post card.  

4.   Identify with whom the agency will share the collected information.

AHRQ HCUP project staff and authorized contractors have access for the purpose of maintaining records.  AHRQ legal counsel would be given access in the event of a suspected violation of data use agreement requirements.  

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Data use agreements are signed voluntarily by all individuals who wish to gain access to HCUP restricted 

access public release data; whether it is purchased, given without cost, or associated with paid employment 

related to the HCUP project.  To date, suppliers of information have not been informed about the information collection.  The HCUP data use agreements are undergoing revision to include information for the suppliers about their opportunity to opt out of inclusion on the mailing list. 

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Information from children under the age of 13 is not colleted.  

7. Describe how the information will be secured. 

Hard copies of data use agreements are maintained in locked cabinets.  An electronic listing of individuals who have signed data use agreements is also maintained for monitoring purposes.  This electronic file is kept in a locked storage cabinet, and is not maintained on network-connected computers.  

8. Describe plans for retention and destruction of data collected.

HCUP databases currently span a 12 year period and requirements for protecting the privacy and confidentiality of HCUP data has no expiration date in the data use agreements.  There are no plans for destruction of the HCUP data use agreements.  

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Plans are underway to create a system of records.
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� 42 U.S.C. §299a(a).
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