HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/24/2003

HHS Agency (OPDIV):
AHRQ

Title of System or Information Collection: Central Distributor Tracking and Distribution System

Is this system or information collection new or is an existing system being modified? No Change

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A 

System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): N/A

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

The Healthcare Cost and Utilization Project (HCUP) is a family of healthcare databases and related

software tools and products developed through a Federal-State-industry partnership and sponsored by

the Agency for Healthcare Research and Quality (AHRQ). HCUP databases bring together the data

collection efforts of state data organizations, hospital associations, private data organizations, and the

Federal government to create a national information resource of patient-level health care data. HCUP

includes the largest collection of longitudinal hospital care data in the United States, with all-payer,

encounter-level information beginning in 1988. These databases enable research on a broad range of

health policy issues, including cost and quality of health services, medical practice patterns, access to

health care programs, and outcomes of treatments at the national, state and local market levels.

The HCUP Central Distributor was developed by AHRQ to prepare and distribute restricted access public release versions of HCUP data for research outside of AHRQ on behalf of participating HCUP Partner organizations. AHRQ releases the Distributor versions of the Central Distributor SID, the Central Distributor SASD, the NIS, and the Kids’ Inpatient Database (KID). Public release databases include only non-sensitive data elements approved for release by AHRQ and each HCUP Partner organization.  Participation is voluntary, and the HCUP Central Distributor includes only the Partner organizations that agree to release their HCUP data (“participating data organizations”) to public and private users. 

Prospective purchasers of public release databases must complete an application that AHRQ reviews, return a signed data use agreement, and provide complete payment before the data are shipped. AHRQ reimburses participating data organizations through the Central Distributor for each sale of their own state’s public release databases.  The Central Distributor system tracks these activities.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Prospective purchasers of public release databases must complete an application that AHRQ reviews, return 

a signed data use agreement, and provide complete payment before the data are shipped.  The application and data use agreement require the following personally identifiable information: name, address, phone number, fax number, and e-mail address.  This is the minimal necessary information needed to review the application, contact the applicant if questions arise, ship the data and enforce requirements of the data use agreement/s if violations should occur.  

3.   Explain why the information is being collected.

Organizations contributing data to the HCUP project place specific restrictions on use of that data.  Use of the Central Distributor SID, KID and SASD databases requires an application process to assure that the applicant’s planned use is consistent with HCUP policies and with existing HCUP Memoranda of Agreement executed with each contributing Data Organization.  HCUP Data Use Agreements (DUA) place strict limitations on how HCUP data may be used. Violations of AHRQ’s HCUP data use agreements are subject to criminal and administrative penalties.  Personally identifiable information is colleted on data use agreements to allow follow up and possible legal action in the event that a violation occurs. Both the application process and data use agreements require personally identifiable information. 

4.   Identify with whom the agency will share the collected information.

AHRQ HCUP staff and authorized contractors have access for the purpose of maintaining records.  AHRQ legal counsel would be given access in the event of a suspected violation of data use agreement requirements.  

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Submission of an application and signed data use agreement/s is voluntary by all individuals who wish to gain access to HCUP restricted access public release data.  To date, suppliers have not been informed about the information collection.  HCUP applications and data use agreements are undergoing revision to include information for the suppliers about their opportunity to opt out of inclusion on the mailing list.  

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Information from children under the age of 13 is not collected. 

7. Describe how the information will be secured.

Hard copies of applications and data use agreements are maintained in locked cabinets.  An electronic listing of individuals who have filled out applications is also maintained.  This electronic file is kept in locked storage and is not maintained on network-connected computers. 

8. Describe plans for retention and destruction of data collected.

HCUP databases currently span a 12 year period and requirements for protecting the privacy and confidentiality of HCUP data has no expiration date in the data use agreements.  There are no plans at this time for destruction of the HCUP applications or data use agreements.  

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

Plans are underway to create a system of records.  
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