HHS Privacy Impact Assessment (PIA)

Date of this Submission: (11/21/2003)

HHS Agency: Administration for Children and Families


Title of System or Information Collection: State Systems Approval Information System (SSAIS)

Is this System or Information Collection new or is an existing one being modified? Existing system.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  N/A

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): ACF System ID (OCSE-DSS-001)

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

SSAIS is a management information system that tracks the approval and monitors the status of state automation projects funded by the Administration for Children and Families (ACF) under Titles I, IV-A, IV-B, IV-C, IV-D, IV-E, X, XIV, XVI (AABD), or XIX of the Social Security Act and Title IV Chapter 2 of the Immigration and Nationality Act. The related programs include Adoption Assistance, Adult Protective Services, Child Care, Child Protective Services, Child Support Enforcement, Foster Care, Juvenile Justice, Medicaid, and Social Service. State projects may be funded by a single ACF operating division (OPDIV) or multiple OPDIVs and also the Centers for Medicare and Medicaid Services (CMS). SSAIS also maintains current and historic information related to state systems and projects.

The ACF Administration on Children, Youth, and Families (ACYF) coordinates the development, implementation, and certification of Statewide Automated Child Welfare Information Systems (SACWIS). The Office of Child Support Enforcement (OCSE) performs similar functions for computerized state systems for collecting and disbursing child support payments.

SSAIS provides capabilities to track the flow and approval of documentation and correspondence received from the states, as well as capabilities to initiate and edit replies by e-mail and/or word processing linkages. Documents received from states include Advance Planning Documents (APDs), annual APD updates (APDUs), Implementation APDs, and other documents and correspondence related to approval of Federal Financial Participation (FFP). Capabilities are also provided to generate reports related to specific projects and programs and their funding status.

While SSAIS does not have specific authorizing legislation, the system is an internal administrative tool intended to support program requirements. SSAIS is only used by ACF employees and authorized contractors; it is not accessed by the public.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

SSAIS supports the creation, tracking, and close-out of document controls. A SSAIS document control is a mechanism to track and process incoming documents related to the approval of state automation projects funded by ACF and/or CMS. These documents include Advanced Planning Documents (APDs), Advanced Planning Document Updates (APDUs), and any other reports and correspondence received from a grantee concerning a state automation project. The incoming documents are not directly entered into SSAIS, but sufficient information is key entered to support document tracking and the monitoring, review, and authorization or disapproval of grantee project phases and funding. The information entered is for internal ACF use and is not available for direct access by the public.

3. Explain why the information is being collected.

Information entered in SSAIS is required to track the workflow and approval of documents, concerning state automation projects funded by grants from ACYF, OCSE, and/or CMS. These documents include Advanced Planning Documents (APDs), Advanced Planning Document Updates (APDUs), and any other reports and correspondence received from a grantee concerning a state automation project. These grantee documents require agency review and approval prior to authorization for proceeding to a subsequent project phase and/or additional funding.

4. Identify with whom the agency will share the collected information.

The information is only for internal use by organizations within ACF, the Centers for Medicare and Medicaid Services, and the Department of Health and Human Services.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Sufficient information is entered into the SSAIS database by ACF personnel using a PC data entry window to track and control grantee documents submitted for ACYF, OCSE, and/or CMS review and approval. These documents include Advanced Planning Documents (APDs), Advanced Planning Document Updates (APDUs), and any other reports and correspondence received from a state automation project grantee. These grantee documents require agency authorization for proceeding to a subsequent project phase and/or additional funding. Required information submissions are specified by the ACF grant officer when a grant is awarded. The information entered in SSAIS is for internal ACF use and is not available for direct access by the public or other organizations. 

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Not applicable. No information will be collected from children under age 13 on the Internet.

7. Describe how the information will be secured.

SSAIS is secured by management controls, development/implementation controls, operational controls, security awareness and training, and technical controls, as described below:

a. Management Controls.

CNS controls access to the ACF network through the assignment of a unique ID and password to each network user. CNS controls access to the TCP/IP access to the database host system. 

The Data Base Administrator (DBA) controls access to the system database tables through the assignment of a unique Id and password to each SSAIS user. The Application Administrator controls security within the SSAIS application.

SSAIS application security is implemented with the system of roles and levels assigned to each user’s ID by the SSAIS Application Administrator.  Users are assigned roles and levels within roles based on the tasks they need to perform. This user role information is maintained in a User Profile table. 

b. Development/Implementation Controls.

SSAIS is maintained under the DADS System Development Methodology described at http://intranet.acf.hhs.gov/offices/oa/ois/tacpage.htm. Documentation and authorization controls are specified for each enhancement phase: planning and initiation, requirements, design, development, test, and implementation.

c. Operational Controls.

Physical and environmental protection is provided through screening of all personnel and packages entering the building by security guards. Access to all offices is protected by a card key security system maintained by the ACF Security Office.

System input and output information is not sensitive in nature. Reports do not need to be safeguarded or shredded.

SSAIS follows the ACF Contingency Plan backup and recovery system for its network and Oracle database. 

The DADS Project Manager plans to place SSAIS software and documentation under Configuration Management.

The system is supported by the CNS Help Desk.

d. Security Awareness and Training.

Security awareness and training is provided to all users by ACF.

e. Technical Controls. 

User identification and authentication is provided through both network security and database security. The SSAIS application also supports role assignment to control authorization of functions to a user.

The system supports data integrity and validation controls to verify the consistency and reasonableness of data during data entry and processing. 

Virus protection is supported through the ACF network and the database host computer. 

8. Describe plans for retention and destruction of data collected.

SSAIS records are retained for two years after the document control folders are closed. After two years the closed folders are deleted from the system.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The Privacy Act system of records notice under which the records were created is Privacy Act of 1974, Public Law 93-579. SSAIS records will be maintained under section 552a of Title 5, United States Code (the Privacy Act). 
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