HHS Privacy Impact Assessment (PIA)

Date of this Submission: 11/21/2003

HHS Agency: Administration for Children and Families (ACF)


Title of System or Information Collection: Publications, Requestors, Orders, and Mailing Lists Information System (PROMIS)

Is this System or Information Collection new or is an existing one being modified? Existing system.

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number:  N/A

System of Records Number:
N/A

OMB Information Collection Approval Number and Expiration Date: N/A

Other Identifying Number(s): ACF System ID OA-OIS-004

Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.  

Publications, Requestors, Orders & Mailing Lists Information System (PROMIS) was developed to support agency-wide publications distribution and management requirements to track the status of publications inventories and the receipt and fulfillment of publications order requests, as well as tracking clearances and requisitions. 

PROMIS also provides the capabilities to create and maintain mailing lists and to print mailing labels. PROMIS supports import of licensed mailing lists procured from external sources. (Functions related to the creation of document content, printing and publication, mail piece design, and deliveries of publications are outside the scope of PROMIS.)
While PROMIS does not have specific authorizing legislation, it is an internal administrative tool intended to support all agency programs. PROMIS is only used by ACF employees and authorized contractors; it is not accessed by the public.

2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

Information is entered into the PROMIS database about ACF publications and mailing lists. Sufficient information is entered about each ACF publication to effectively maintain inventory records that indicate the types and quantities of program documents and publications that are available for distribution to the public and local, state, and federal agencies and to simplify their retrieval. Publication information is entered into the system by data entry through a window similar to the illustration below or through a data import file. An order information history is also recorded for each publication. The information entered is for internal ACF use and is not available for direct access by the public.
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Publication Data Entry Window

Sufficient information is entered for each ACF mailing list addressee to permit information to be distributed to the addressee by postal mail, fax, or e-mail. Addressee information is received by inquiry from members of the public or a local, state, or Federal agency employee related to obtaining information about an ACF program. Licensed mailing lists are also procured for targets mailings of specific ACF program information to minority communities. Mailing list addressee information is entered into the system by data entry through a window similar to the illustration below or through a data import file. Mailing label order information history is also recorded for each mailing list. Mailing list information is entered for internal ACF and DHHS use and is not available for direct access by the public.
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Addressee Data Entry Window

3. Explain why the information is being collected.

ACF is required to maintain inventories of its publications to efficiently manage their publication and distribution without excessive warehousing of documents. 

Agency-wide mailing lists are developed and maintained to eliminate duplication of effort by program offices in disseminating information about their programs to requestors in the public and in local, state, and Federal agencies. Some licensed mailing lists are procured to allow dissemination of information about specific programs to targeted minority communities.

4. Identify with whom the agency will share the collected information.

The information is only for internal use by organizations within ACF and the Department of Health and Human Services.

5. Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

Information is entered into the PROMIS database about ACF publications and mailing lists. Publication information is entered by the Program Office responsible for developing and/or distributing the publications. Similarly, mailing list information is entered by the Program Office responsible for developing and/or maintaining specific mailing lists. ACF Program Office use of PROMIS for inventory management and/or mailing list management is voluntary. The information entered is for internal ACF use and is not available for direct access by the public or other organizations.

Sufficient information is entered about each ACF publication to effectively maintain inventory records that indicate the types and quantities of program documents and publications that are available for distribution to the public and local, state, and federal agencies and to simplify their retrieval. Publication information is entered into the system by data entry through a PC data entry window or through a data import file. 

Sufficient information is entered for each ACF mailing list addressee to permit information to be distributed to the addressee by postal mail, fax, and/or e-mail. Addressee information is received by inquiry from members of the public or a local, state, or Federal agency employee related to obtaining information about an ACF program. Licensed mailing lists are also procured for target mailings of specific ACF program information to minority communities. Mailing list addressee information is entered into the system by data entry through a PC data entry window or through a data import file. 

6. State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

Not applicable. No information will be collected from children under age 13 on the Internet.

7. Describe how the information will be secured.

PROMIS is secured by management controls, development/implementation controls, operational controls, security awareness and training, and technical controls, as described below:

a. Management Controls.

CNS controls access to the ACF network through the assignment of a unique ID and password to each network user. CNS controls access to the TCP/IP access to the database host system. 

The Data Base Administrator (DBA) controls access to the system database tables through the assignment of a unique Id and password to each PROMIS user. The DADS Project Manager controls security within PROMIS.

The PROMIS application security is implemented with the system of roles and levels assigned to each user’s ID by the PROMIS Community Administrator or the owner.  Users are assigned roles and levels within roles based on the tasks they need to perform. This user role information is maintained in a User Profile table. Only PROMIS users have the ability to update system information. 

b. Development/Implementation Controls.

PROMIS is maintained under the DADS System Development Methodology described at http://intranet.acf.hhs.gov/offices/oa/ois/tacpage.htm. Documentation and authorization controls are specified for each project phase: planning and initiation, requirements, design, development, test, and implementation.

c. Operational Controls.

Physical and environmental protection is provided through screening of all personnel and packages entering the building by security guards. Access to all offices is protected by a card key security system maintained by the ACF Security Office.

System input and output information is not sensitive in nature. Reports do not need to be safeguarded or shredded.

PROMIS follows the ACF Contingency Plan backup and recovery system for its network and Oracle database. 

The PROMIS Project Manager plans to place PROMIS software and documentation under Configuration Management.

The system is supported by the CNS Help Desk.

d. Security Awareness and Training.

Security awareness and training is provided to all users by ACF.

e. Technical Controls. 

User identification and authentication is provided through both network security and database security for PROMIS. The PROMIS application also supports role assignment to control authorization of functions to a user.

The system supports data integrity and validation controls to verify the consistency and reasonableness of data during data entry and processing. 

Virus protection is supported through the ACF network and the database host computer. 

8. Describe plans for retention and destruction of data collected.

Publication inventory information and mailing list information is retained until it becomes obsolete. Obsolete information is either updated or deleted by authorized users. An obsolete program publication is one that is out-of-date due to changes in legislation authorizing an agency program. An obsolete mailing address is identified by returned mail.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

The Privacy Act system of records notice under which the records were created is Privacy Act of 1974, Public Law 93-579. PROMIS is maintained in support of section 552a of Title 5, United States Code (the Privacy Act). 

The system contains only the ACF publications inventory and the listings of postal addresses for organizations and individuals used by ACF to contact public sectors.  All the information is inherently open and does not require protection from unauthorized disclosure.  A system of records is not being created.
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