HHS Privacy Impact Assessment (PIA)

Date of this Submission (MM/DD/YYYY): 10/13/2003

HHS Agency (OPDIV):
ACF

Title of System or Information Collection: ADD Extranet (Electronic Data System)

Is this System or Information Collection new or is an existing one being modified? Existing system

Identifying Numbers (Use N/A, where appropriate)

Unique Project Identifier Number: N/A

System of Records Number: N/A


OMB Information Collection Approval Number and Expiration Date: 0980-0172, 0980-0162, 0980-0270, 0980-0160

Other Identifying Number(s):  ADD-POD-001
Description

1. Provide an overview of the system or collection and indicate the legislation authorizing this activity.

The ADD Extranet allows grantees of the Administration on Developmental Disabilities (ADD) to draft and submit four large annual reports (30-100 pages each) from each of the 55 states and territories in a completely paperless workflow system using the public internet. Two communities are served. The ADD Protection and Advocacy community submits one state plan (Statement of Goals and Priorities) and one report (Program Performance Report) for each state. The ADD Developmental Disability Council community submits one state plan (Five Year State Plan) and one report (Program Performance Report) for each state. The collection of this information is authorized by Developmental Disabilities Assistance and Bill of Rights Act of 2000, Public Law 106-402.
2. Describe the information the agency will collect and how the agency will use the collected information. Explain how the data collected are the minimum necessary to accomplish the purpose for this effort.

The data collected demonstrates sound plans and sound outcomes for the expenditures of federal funds by the states for the developmentally disadvantaged. The data is used to report to Congress, the President, other federal agencies, and the public on the outcome of federal funds expended for the developmentally disadvantaged. Information collected on the forms is decided on by the ADD communities themselves during periodic 
meetings, and is reviewed and approved by the Administration on Developmental Disabilities and the Office of Management and Budget. 
3.   Explain why the information is being collected.

The Developmental Disabilities Assistance and Bill of Rights Act of 2000, Public Law 106-402, requires that this information be collected.

4.   Identify with whom the agency will share the collected information.

Information is shared with Congress, the President, other federal agencies, and the public. The most interested parties to the information are those advocating assistance for those with developmental disabilities.

5.   Describe how the information will be obtained, from whom it will be collected, what the suppliers of information and the subjects will be told about the information collection, and how this message will be conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.).  Describe any opportunities for consent provided to individuals regarding what information is collected and how the information will be shared.

The information is obtained directly from the state chartered developmental disability and protection and advocacy communities. It is collected for the Congress to demonstrate that public funds were expended appropriately for the developmentally disadvantaged. The suppliers of the information are informed about the current law and the uses of the data they provide at annual meetings of each community, via the ADD web site and periodic emails.

6.   State whether information will be collected from children under age 13 on the Internet and, if so, how parental or guardian approval will be obtained. (Reference: Children’s Online Privacy Protection Act of 1998)

No information is collected that ties data to any unique child under age 13 by the system or is presented in these reports. The reports include aggregated information about developmentally disadvantaged children, some of whom may be under age 13.

7. Describe how the information will be secured.

The system is physically stored at the Administration for Children and Families central computing facility inside an enterprise Oracle database. The data is fully backed up every week and is incrementally backed up every day. Only those with appropriate privileges can enter the central computer facility. The facility has a fire suppression system. The system is accessed over the internet using a web browser. All data transmission is encrypted using Secure Socket Layer (SSL) public key encryption technology. All users of the system must have an ID and password to use the system. A shared ID and password is used by each grantee. ADD users of the system have individual IDs and passwords. Each user of the system has database privileges which tightly restrict the information they may enter and view. In addition the system itself incorporates logic to ensure that only appropriate functions are enabled.

8. Describe plans for retention and destruction of data collected.

The data collected are public records and consequently fall into archive and retention requirements specified by the National Archives and Records Administration (NARA). For the foreseeable future all data in electronic form will be retained.

9. Identify whether a system of records is being created under section 552a of Title 5, United States Code (the Privacy Act), or identify the existing Privacy Act system of records notice under which the records will be maintained.

This system of records appears to fall under the Privacy Act. Privacy information is collected to facilitate electronic data collection and workflow only.
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