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Adequate Assurances 
from Plan Sponsor

Group health plan may disclose PHI to 
plan sponsor for plan administrative 
functions if:

– plan documents are amended to 
provide permitted and required 
uses/disclosures by plan sponsor

– Certification by plan sponsor 
– Adequate separation (“erect 

firewalls”)
45 CFR § 164.504(f)
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Choosing Hybrid Entity 
Status

♦Covered Entity that does both covered 
and non-covered functions

♦Option to restrict the application of the 
Privacy Rule to certain parts of its 
organization 

♦By designating health care 
components (HCC)

♦This designation will make the 
Covered Entity a “Hybrid Entity” under 
the Rule

45 CFR § § 164.103, 105
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Effects of Hybrid Status

Covered Entity retains administrative and 
legal responsibilities

– Must ensure that –
• The Health Care Component complies with 

Privacy Rule (“erect firewalls”)
• Workforce members who perform tasks for 

both  the HCC and non-HCC do not 
inappropriately use or disclose PHI

– Has legal responsibility for complying with 
Privacy Rule 

45 CFR § 164.105(a)
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Affiliated Covered Entity

♦Legally separate Covered Entities 
♦Under common ownership or control 
♦Option to be treated as a single legal 

entity
♦By choosing to designate
♦This designation will make the Covered 

Entity an “Affiliated Covered Entity” under 
the Rule 

45 CFR § § 164.103, 164.105(b)
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Effects of Affiliated 
Covered Entity Status

♦ May be able to share information in a way that 
would otherwise be impermissible (sharing 
becomes a “use” not a “disclosure”).

♦ May minimize administrative burdens
♦ BUT, each is separately subject to liability for 

enforcement actions, and could be 
cumbersome to devise and comply with 
uniform set of policies, and/or one notice 

45 CFR § 164.105(b) 
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Organized Health Care 
Arrangement (OHCA)

Several defined arrangements are OHCAs:
– Clinically integrated care settings (e.g., 

hospital and doctors on medical staff)
– Covered entities that hold themselves out 

to the public as participating in joint 
arrangements and engage in certain joint 
activities (e.g., IPA)

– Certain group health plan arrangements

45 CFR § 160.103
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OHCA:
Application of the Rule

♦ OHCA or its members can choose whether or 
not: 
– To contract as one entity with a business 

associate
– To disclose PHI to another covered entity 

that participates in the OHCA for joint 
health care activities of the OHCA

– To have joint notices – only need be 
provided once 

♦ BUT, each is separately subject to liability for 
enforcement actions

45 CFR § § 160.103, 164.520(d)
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Summary

Rule applies to:

♦Providers that conduct certain 
transactions electronically

♦Health plans

♦Clearinghouses

45 CFR § § 160.102, 164.500


