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 Let me first say how pleased I am to be asked to speak today.  I am grateful to the HIPAA Summit organizers, notably Alan Goldberg, and to all of the conference chairs for their hard work in putting together a stellar group of speakers who, over the course of the Summit, are providing you with concrete, real-world insight into HIPAA to assist you in meeting its challenges and realizing its opportunities.  As many of you may know, I was appointed the Director of the Office for Civil Rights by President Bush and Secretary Leavitt in December to lead the talented men and women who work hard to fulfill OCR’s mission.  A crucial component of that mission involves OCR’s responsibility for implementing and enforcing the Privacy Rule.  OCR has established a strong foundation and structure for carrying out that mission over the last few years, and I look forward to building from that strong base as we move into the future.  I am grateful for this particular opportunity to share with and get to know so many thoughtful and knowledgeable leaders from the HIPAA community, and look forward to future opportunities to hear from you about issues of interest. 
In my remarks today I will briefly review our implementation of the HIPAA Privacy Rule and highlight our continuing commitment to serve the nation through our outreach and provision of technical assistance to covered entities and their public and private partners, helping to keep patient privacy in the forefront of health care delivery.  I also will provide an update on OCR’s Privacy Rule compliance and enforcement activities (with particular focus on the newly issued Final HIPAA Enforcement Rule).  In addition, I will address our efforts to prepare for the future -- a future that includes coordinated efforts to ensure that privacy protections are efficiently incorporated into advances at the forefront of Health Information Technology (or HIT).   Another topic I will briefly touch on involves OCR’s role in a major Department effort to implement the Patient Safety and Quality Improvement Act of 2005.
As we celebrate the third anniversary of the implementation of the HIPAA Privacy Rule, and the first anniversary of the compliance date for the Security Rule, we use this as an opportunity to take stock of where we have been and where we are going.  The Privacy Rule has established a foundation of Federal regulation that is designed to achieve a balance of strong, yet workable, privacy protections to ensure access to quality health care.  Since the compliance date of the Privacy Rule in 2003, doctors, hospitals, pharmacies, health plans and others have made tremendous efforts to inform individuals of their rights and to bring their operations into compliance by adopting policies and procedures to protect the health information of their patients, and by providing individuals with rights in that health information.  

Government too has been significantly impacted through implementation of the HIPAA Privacy Rule, with OCR playing a key role in making privacy part of the conversation in a number of important Department initiatives.  These include OCR’s involvement in the Department’s emergency preparedness and response efforts, working to assure health care providers that HIPAA privacy protections support the sharing of health information for persons who are displaced and in need of health care in a severe natural disaster, like Hurricane Katrina.  
This involvement also applies to planning efforts for other types of emergencies, such as a flu pandemic, to help ensure that affected people, providers, and payers understand how they can not only share the information necessary for prompt, effective health care delivery, and, can also share information necessary for locating and notifying family members in such an emergency.  
Finally, our work on important HHS initiatives is reflected in our support of the Medicare modernization effort.  OCR has recently issued guidance clarifying how covered entities can disclose relevant PHI to family members or others who are providing assistance to seniors who are trying to make informed choices for participation in Part D prescription drug programs.  
OCR has been very active in working to raise the HIPAA awareness of consumers and participants in the health care industry. OCR's outreach activities in support of compliance efforts have involved technical assistance to health care providers, health care clearinghouses, and health plans to ensure that they understand their responsibilities under the Privacy Rule.  OCR has worked hard to educate patients and the general public about their rights under the Rule.  
An example of an important outreach effort in which OCR participated was a conference titled, Healthcare Recovery in the Aftermath of Hurricane Katrina.  Held in New Orleans in November of last year, OCR participated in this conference with approximately 300 people in attendance; an audience that included representatives of various health care groups, small physician practices, Health IT, the Small Business Administration, private health plans, the Louisiana Medical Association, health care attorneys, health care consultants, hospitals, pharmacies, and patient interest groups. OCR staff delivered a Privacy Rule presentation at this event. 
We found that our guidance materials and technical assistance on this issue proved to be of value to many covered entities.  Indeed, the Privacy Rule touches nearly every major Departmental and Administration initiative – from health information technology, to issues impacting returning Veterans.  We also find many areas of overlap between our civil rights authorities and Privacy Rule responsibilities.  For example, OCR issued guidance last year on the Privacy Rule and use of interpreters for patients who are deaf or who do not speak English. 

The scope of interest in our guidance materials can be seen, in part, by the fact that from April 2003 through September 2005, OCR had over 2.75 million visits to its Privacy web pages and also had over 3.4 million Privacy Rule answers viewed on the Frequently Asked Questions website produced by HHS.  OCR and its sister divisions in the Department, particularly the Centers for Medicare and Medicaid Services (CMS), but also the National Institutes of Health (NIH), the Centers for Disease Control and Prevention (CDC), and the Substance Abuse and Mental Health Services Administration (SAMHSA), among others, have worked, and continue to work cooperatively to produce guidance materials responsive to the needs of the wide range of healthcare industry segments that are affected by the Privacy Rule.  
Finally, OCR uses its listserv, which currently has over 18,000 subscribers, to distribute announcements, notices of available resources, and other educational information about the Privacy Rule. As new guidance and FAQs have been published, OCR has used the listserv to notify the public that such information is available.  Recently, for example, OCR disseminated over its listserv a FAQ to remind health plans of the requirement in the Privacy Rule that they must send a reminder notice to their members about the availability of their Notice of Privacy Practices and how to obtain a copy of them. 

In addition to providing public education and outreach, a major activity for OCR in regards to the Privacy Rule has been enforcement. Through March 2006, OCR has received over 18,900 complaints nationally, 72% of which are resolved.   

The typical types of Privacy Rule complaints generally involve allegations of: 

· Impermissible use or disclosure of an individual’s identifiable health information. 
· Lack of adequate safeguards to protect PHI. 
· Access to records denied or excessive fees charged for copies of health records.
· Disclosing more than the minimum necessary to satisfy a particular request for information. 
· Failure to obtain a valid authorization for a disclosure that requires one.


Privacy Rule complaints are most often filed against the following types of covered entities (from highest number of complaints): 
· private health care practices (i.e., physician offices)
· general hospitals 
· outpatient facilities 
· group health plans and health insurance issuers, and 
· pharmacies
To date nearly 300 complaints of violations of the Privacy Rule have been referred to the Department of Justice for review under the criminal penalty provisions of the HIPAA statute.

A recent development in our regulatory efforts involving HIPAA is the implementation of the Final HIPAA Administrative Simplification Enforcement Rule.  The Final Enforcement Rule became effective last month, on March 16th.  The new Enforcement Rule replaces the rules previously developed to address complaint and investigation procedures specifically for Privacy Rule violations, and the interim final procedural rules that apply to HIPAA cases.  Those interim final procedural rules were originally issued in April 2003 and expired March 16th when the Final Enforcement Rule took effect.
The Final Rule creates a new set of standards establishing the procedural and substantive requirements for the imposition of civil money penalties ((CMPs() for violations of the HIPAA provisions.  It includes requirements for determining and counting violations, calculating and establishing liability for CMPs, and consideration of aggravating and mitigating circumstances.  It also addresses particular procedural issues, such as the burden of proof during a hearing and the availability of additional administrative review following a decision by an Administrative Law Judge.

The guiding principle underlying the HIPAA Enforcement Rule is to create a uniform compliance and enforcement mechanism to cover all Administrative Simplification regulations.  Whether to protect the privacy of patient information, maintain the security of that information in electronic format, or ensure that transactions are conducted according to the national standards, HIPAA Enforcement activities have the same statutory basis and the Department must speak with “one voice” on HIPAA compliance.  This HIPAA Enforcement Rule allows it to do so.


The new Enforcement Rule means that we are ready to take compliance to the next level, but we continue to maintain our emphasis on voluntary compliance.  We want to stress that the Final Rule’s unified approach to enforcement does not signal a change in our approach in working with participants in the health care industry.  The Department remains committed to the view that achieving voluntary compliance is the best and most efficient means of resolving complaints across all HIPAA standards.  HHS(s first goal with respect to enforcement is to encourage and promote voluntary compliance with the HIPAA rules, by making various guidance and technical assistance materials available to all covered entities, and by working directly with individual covered entities to assist them in their compliance efforts.  

However, if HHS(s attempts to informally resolve a covered entity(s noncompliance are not successful, HHS will pursue imposition of CMPs for the violations.  The Enforcement Rule sets out the procedures that would be used in such a case.  CMPs may be imposed as necessary to achieve compliance with the HIPAA requirements, but we expect that their use will be an exception and that voluntary compliance will remain the rule as OCR moves into its fourth year of compliance and enforcement activity.

One of the specific highlights of the Final Rule applies to the area of investigations.  The Final Rule expands the complaint investigation procedures and compliance review authority, originally issued with the Privacy Rule in December 2000, to all HIPAA rules.
In the Final Rule’s complaint investigation process we have added explicit language to require that the acts that are the basis for the complaint be clearly stated in the initial written notice to a covered entity that a complaint has been filed against it.  (This provision formalizes OCR and CMS(s current procedure.)

Another highlight of the Final Enforcement Rule is in the area of CMPs.  If the matter is not resolved through informal means, and it is determined that a CMP is warranted, OCR or CMS, as appropriate, will send the covered entity a Notice of Proposed Determination (NPD).  The formal enforcement process begins with the Notice of Proposed Determination, which will identify the violations found, the amount of the proposed CMP and any circumstances that were considered in determining that amount, the factual and legal basis for the proposed CMP, and instructions for responding to the notice.  

CMPs may only be imposed on a covered entity—not an employee of the CE or the covered entity’s agent.  And, the Final Rule addresses circumstances under which a covered entity is liable for actions of its workforce, through application of the Federal common law principles of agency.  For example, a covered entity’s workforce member is an agent of the covered entity, and the CE is liable for the violations by its agents within the scope of their agency.  Employees, volunteers and trainees by definition are considered workforce members. 
The amount of a CMP depends largely on determining what would constitute an identical violation for purposes of computing the $25,000 cap.  The determination of the number of identical violations is based on factors such as: the nature of the obligation under the provision that was violated, the number of persons affected, and the acts committed.   If the violation was continuing, the number of days the violation continued will be counted as if each was an identical violation. 
Covered entities should keep in mind that if a CMP becomes final, the Secretary will notify the public, as well as any State or local medical or professional organization, utilization and quality control peer review organizations, State agency supervising Medicaid and S-CHIP; and any State or local licensing agency.  Thus, the requirement to notify these organizations and the public of a CMP does not attach at the time when the Notice of Proposed Determination is issued, only when the CMP becomes final -- either through the CE not requesting an Administrative Law Judge (ALJ) hearing, or through the exhaustion of all of the administrative appeals within HHS. 
It bears repeating – the fact that the HIPAA Enforcement Rule is final and now effective does not mean that OCR is changing its enforcement philosophy or approach.  Our enforcement activities will continue to be complaint or event driven.  This approach allows OCR to vindicate individual privacy rights on a case-by-case basis and to achieve systemic change where appropriate.  OCR will continue to seek voluntary compliance as our primary way to resolve cases, as the most efficient use of our resources and the most effective means of obtaining meaningful and prompt compliance from covered entities. 
With the new Enforcement Rule bringing our compliance effort to the next level by creating a uniform process for investigating and enforcing all of the Administrative Simplification rules, we continue to look to the future by working now to ensure that privacy and confidentiality are incorporated from the beginning into health information technology (or “HIT”) initiatives.  The dissemination and adoption of health information technology, particularly Electronic Health Records, is widely regarded as critical to enhancing the performance of the nation’s health care system. President Bush and Secretary Leavitt have both explicitly recognized the essential role of HIT in improving health care quality and efficiency.  OCR is partnering with the National Coordinator for Health Information Technology, as well as participating with the American Health Information Community, in working now to ensure that privacy and confidentiality are fundamental ingredients in the development of standards for an electronic health records.  
The Executive Order for Health Information Technology established that maintaining the privacy and security of health information is a fundamental tenet of the infrastructure of interoperability.  And HIPAA, because it establishes this federal floor of privacy and security expectations, has established a framework for discussions of privacy and security principles in the context of broadly available electronic medical records, as well as interoperable data systems, allowing information to be shared among providers and accessible at the point of care in a manner that maintains appropriate privacy and security protections.  We believe that our efforts will support the goal of achieving widespread adoption of health information technology by helping to earn the confidence of health care consumers that their health information is private and secure.  

OCR will also be taking a lead role in fulfilling the Department’s mandate to enforce the privilege and confidentiality protections in the Patient Safety and Quality Improvement Act.   SEQ CHAPTER \h \r 1The Patient Safety Quality Improvement Act of 2005 (or PSQIA) creates new patient safety improvement activities that will be administered by the Agency for Healthcare Research and Quality (AHRQ).  The goal of the PSQIA is to foster patient safety improvement by enhancing the data available to assess and resolve patient safety issues.  In furtherance of this goal, the Act provides Federal privilege and confidentiality protections for patient safety information that is collected or used in patient safety activities and imposes civil money penalties (CMPs) for misuse of this information to help overcome provider fears that information reported for this purpose might be used against their interests. 

AHRQ will implement the PSQIA by certifying organizations seeking designation as Patient Safety Organizations (PSO).  In addition, the PSQIA authorizes the Department to facilitate the creation and maintenance of a network of patient safety databases that will allow for the aggregation and analysis of this information at a national level.  The Secretary has delegated the authority to enforce the privilege and confidentiality protections of PSQIA and the imposition of CMPs to OCR. 
Working in close coordination with AHRQ, OCR will develop and operate the PSQIA enforcement program, drawing upon its enforcement experience with the Privacy Rule under the Health Insurance Portability and Accountability Act of 1996.  OCR’s activities will include: 

· Administering an Enforcement Program, including conducting investigations and making determinations of compliance and penalties;
· Imposing civil monetary penalties when appropriate;

· Interpreting standards for enforcement and for guidance to Patient Safety Organizations and providers; and
· Providing technical assistance and public information in the administration of the Enforcement Program.

I want to thank you for providing me this opportunity to share with you my thoughts, and some OCR updates, as we reach this third anniversary of the implementation of the Privacy Rule.  Working with our consumer and health care industry partners, we are positioning privacy as part and parcel in the development of 21st century health information technology, and playing a key role in the Department’s patient safety initiative.  We look forward to continuing our role in maintaining the balance that forms the principle underlying the HIPAA Privacy Rule: providing strong privacy protections that permit efficient, effective access to information needed to maintain quality health care, whether that care is provided using traditional means or using advanced health information technologies.  I want to thank you and your colleagues for being our partners in achieving these important goals.  
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