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1 Introduction

The Department of Health and Human Services (HHS)
 Records Management Program (RMP) provides HHS with requirements and procedures to create and preserve adequate and proper documentation in all media of all transactions of the Department.   Official records created and received are the property of the Federal Government.  The HHS RMP complies with the Federal Records Act of 1950 and other applicable laws and regulations, and is defined as a planned, coordinated set of policies, procedures, and activities needed by the Department to manage its records.

The Department of Health and Human Services (HHS) has 12 Records Officers servicing 21 Records Groups. Each Records Group identifies the unique records created by the approximately 70,000 HHS nation-wide employees and contractors assigned to perform the duties associated with each Records Group. The 11 Operating Divisions (OPDIVS) and the 21 Office of the Secretary Staff Divisions (STAFFDIVs) perform the mission-critical functions of the Department. Under the direction of the recently appointed Department’s Records Officer, the 12 Records Officers manage the records management programs of the OPDIVS and STAFFDIVs.

In an effort to ensure standardization and compliance, the Department established the Records Management Council (RMC) by Charter on August 21, 2007. The goal of the RMC is to continually seek to improve the HHS Records Management Program through self assessment and program improvement action plans. One of the specific actions required by 36 CFR Subpart B, is to prepare an annual RM program evaluation reporting the strengths and weaknesses. Based in part on the submissions from the 12 Records Officers, the evaluation is prepared by the Chair of the RMC, with review, comment and concurrence by the members. The report is due on January 31st of each year and reflects the status of the program as of December 31st of the previous year.
This gap analysis is a step in the HHS Records Management Segment Architecture development methodology. The HHS Records Management Segment Architecture encompasses records management functions, processes, formats; and data and technology adopted by HHS OPDIVs, including the Office of the Secretary (OS), in their current and future (envisioned) state. 

The HHS Records Management Segment development effort assists in broadening and solidifying the scope and related activities of the HHS RMP through an iterative cycle of assessment, visioning, and process improvement.  The first iteration of the Records Management Segment focused on capturing HHS’ “as-is” Record Management Program (RMP) and contrasting it to its desired “to-be” state.  The Records Management Integrated Project Team (IPT) is now focusing on identifying gaps and ‘pain points’ and putting forth a roadmap to address them and to systematically document and prioritize the RMP needs.  This will ensure that the optimized business processes and the supporting systems and data will enable the HHS Records Management Program to meet the requirements and goals set forth in the Code of Federal Regulations,  36 CFR Subpart B Regulations, in a most efficient and effective manner.  The development of the vision, goals, and objectives of the HHS IPT and the Records Management segment are provided in the next section. For more information about the scope of the IPT and the segment see the “Records Management Segment Charter” document
.

Vision

The vision for the Records Management Segment is to establish for HHS as a best practice a common department-wide records management process and lay the groundwork in establishing a NARA- endorsed electronic records management system, thereby securing and providing access to HHS historical data and ensuring timely retention of records using the Enterprise Architecture (EA) segment development methodology.

HHS will facilitate the quality, coordination, effectiveness, and efficiency of the operations of a Department-wide electronic records management system.  The HHS vision is to establish a Records Management Program that will allow it to move forward with the research, testing, pilot, and eventual implementation of an electronic records management system.

Records Management Segment Goals and Objectives

The Records Management Segment will provide for a comprehensive and systematic architecture of the Records Management Strategy at HHS, with the goal of building a Records Management Program that safeguards vital information and preserves institutional history and memory, enables responding efficiently to information requests, ensures regulatory compliance, and establishes a Department-wide awareness of records management responsibilities for every employee, contractor, intern, manager, executive and political appointee.

To this end, the HHS Records Management Segment promotes the following specific objectives:

1. Use the Records Management Segment as the common Department-wide framework for identifying HHS’s records management requirements.  By combining HHS’ records management policies and procedures with the foundation of the OMB FEA reference models, the HHS Records Management Segment will promote a standardized means of implementing the Records Management Program in the Department.

2. Identify records management issues and requirements and link them to their implementing technologies and business processes. The Records Management Segment will support the evaluation of records management issues and requirements during the Department’s planning processes, specifically before the implementation of systems and supporting processes.

3. Build records management requirements into HHS’ IT governance processes for capital planning, enterprise architecture, business process design, continuity planning, and the systems development life cycle. The Records Management Segment will be a useful guide for building records management requirements into IT governance processes for capital planning, enterprise architecture, business process design, and the systems development life cycle.

4. Establish a concise and coherent body of records management resources at HHS that places this information in the proper context within the Federal Enterprise Architecture. The HHS Records Management Segment will provide a concise knowledge-base that will inform and guide HHS decision-makers.
Document Overview

This document identifies gaps and strategic improvement opportunities analyzed at HHS.  Each section of this document presents the following topics:

· Baseline – Each baseline sub-section provides an overview of the current RM state at HHS.
· Gap – The gap section describes various RM mandates and requirements.  A gap is an area where HHS is not adequately meeting the requirements. Gaps can also be interpreted as improvement opportunities to move the RM program forward.  
· Target view – The target view sub-section provides a high level direction to address gaps and improvement opportunities.  This document does not provide milestones and solutions to the identified gaps. The next quarterly deliverable target approach will define the steps needed to remedy the gaps. See section 10 for the next steps in the RM Segment development
The findings and recommendations in this document reflect the results of the stakeholder’s analysis undertaken during the first phases of the segment architecture development effort. Through interviews, meetings, policy and document reviews, and surveys, ‘pain points’ and gaps have been identified.  Resolution of these gaps represents a high-priority target for the RM Program during the current and subsequent fiscal year. 
The findings and recommendations are intended to help drive the target approach in terms of initiatives, program direction, investments, and priorities related to the RM segment. Subsequent segment architecture development activities will further define the RM Segment target to address gaps and opportunities identified in this document.  The target approach will drive the development of the future business case and assist in securing necessary funding to the successful implementation of the segment transition roadmap. A summary table of the baseline, gaps, and target vision is available in Appendix B.
Key Records Management Drivers, Policies and Procedures
Federal Agencies are subject to several laws and regulations governing recordkeeping requirements for Federal records including the Freedom of Information Act, the Federal Privacy and Data Protection Policy Act, the OMB Circular A-130, and the E-Government Act of 2002. 
In 2003, the Inter-Agency Committee on Government Information (ICGI) formed under section 207 of the E-Government Act of 2002 with a mandate to recommend policies and processes to improve the management of Government information and records to the Director of OMB and the Archivist of the United States. The Electronic Records Management Initiative is one of 24 initiatives under E-Government. The Electronic Records Management Initiative will provide the tools that agencies will need to manage their records in electronic form, addressing specific areas of electronic records management where agencies are having major difficulties. This project will provide guidance on electronic records management applicable government-wide and will enable agencies to transfer electronic records to NARA in a variety of data types and formats so that they may be preserved for future use by the government and citizens.  The ICGI has established a Records Management Profile in the Federal Enterprise Architecture that provides a framework for embedding common and consistent records management processes and procedures into Agency business processes. Specifically, the Federal Enterprise Architecture Records Management Profile provides guidance that:
· Defines records management requirements, standard operating models, and business rules for each stage of the records life cycle and the system development life cycle.
· Applies records management policies and procedures consistently across an enterprise, regardless of the format or media of the records, processes or project scope, technology or applications.

Currently, the NARA Records Management Profile, created in response to the recommendations of the ICGI documents a high-level framework for records management.  There are no current efforts to develop a comparable FEA profile for document management; however, agencies are applying the Profile to establish their own enterprise-wide blueprints for records management and to meet their business needs.
The Federal Records Act of 1950, as amended, requires all Federal agencies to make and preserve records containing adequate and proper documentation of the organization, function, policies, decisions, procedures, and essential transactions. These records are public property and must be managed according to applicable laws and regulations.
The Federal Records Act also requires agencies to establish a Records Management program.  This program is defined as a planned, coordinated set of policies, procedures, and activities needed to manage Federal recorded information. Essential elements include issuing up-to-date Records Management policies, properly training those responsible for implementation, and carefully evaluating the results to ensure adequacy, effectiveness, and efficiency.

This document often references the regulations and guidelines listed in the following table. 

	Mandate Name
	Summary

	The Federal Records Act
	The Federal Records Act (FRA) of 1950, as amended, establishes the framework for records management programs in Federal Agencies.  It requires Federal agencies to make and preserve records that document the actions of the Federal Government. Generally, records are those documents, regardless of media, that record agency functions, policies, decisions, procedures and essential transactions. The mandates of the FRA require Federal agencies to have the capabilities to create and maintain trustworthy records. Trustworthy records not only help preserve the rights of the Government and its citizens but also promote quality decision making and efficient business practices.

	OMB Circular A-130
	This policy was established by the Office of Management and Budget (OMB) through a compilation of such laws as the Clinger-Cohen Act (Information Technology Management Reform Act of 1996), Paperwork Reduction Act, Privacy Act, Chief Financial Officers Act, Computer Security Act of 1987, and others, and through such Executive Orders (EO) as 13011 (Federal Information Technology) which instructs the Government to improve the management of information systems.  Agencies are required to manage their information.  With respect to Records Management, this Circular requires Federal Records Management programs to provide adequate and proper documentation of agency activities, to provide the ability to access records regardless of form or medium, and to ensure that retention schedules are developed and approved.

	Government Performance and Results Act (GPRA)
	The purpose of this Act is to improve the confidence of the American people in the capability of the Federal Government, improve program effectiveness, and improve the internal management of the Federal Government.

	Armstrong v. Executive Office of the President 
	This case resulted in the District of Columbia (DC) Circuit Court ruling that electronic mail and word processing files must be managed as Government records, which prompted the National Archives to adopt new regulations and additions to the General Records Schedules (GRS) on the retention of electronic records.

	Paper Reduction Act of 1995
	This Act is aimed at reducing the burden of paperwork resulting from the collection of information by or for the Federal Government.  This Act also seeks to ensure the greatest possible public benefit from Government information.

	Freedom of Information Act (FOIA) and Electronic Freedom of Information Act (E-FOIA) Amendments of 1996
	FOIA requires agencies to locate, retrieve, screen, and respond with documents deemed to be legally releasable at any point in the document/record life cycle.

E-FOIA requires agencies to provide documents in electronic format when requested.  Under the provisions of the FOIA, Federal agencies are to make their records available to the greatest extent possible. This requires agencies to become more transparent and responsive to requests for information.  Understanding what information is held, what is exempt from disclosure, and what is releasable becomes a key capability. 

	Government Paperwork Elimination Act
	This Act requires that, when practicable, Federal agencies use electronic forms, electronic filing, and electronic signatures to conduct official business with the public.  It states that electronic records and their related electronic signatures are not to be denied legal effect, validity, or enforceability merely because they are in electronic form, and encourages Federal Government use of a range of electronic signature alternatives.

	President’s Management Agenda (PMA)
	The President’s E-Government Strategy has identified several high-return, Government-wide initiatives to integrate agency operations and information technology investments. The goal of these initiatives is to eliminate redundant systems and significantly improve the Government’s quality of service.

	E-Government Act of 2002 (44 U.S.C. 3601)
	The goal of the E-Government Act of 2002 is to enhance the management and promotion of electronic Government services and processes. It establishes a broad framework of measures that require using Internet-based information technology to enhance citizen access to Government information and services. Section 207(e) of the E-Government Act of 2002 requires agencies’ current electronic records to have NARA-approved records schedules for all records in existing electronic information systems by September 30, 2009.

	OMB Federal Enterprise Architecture (FEA) Business Reference Models (BRM)
	The FEA is a business-driven framework designed to facilitate Government-wide improvement. It provides a framework to categorize and classify IT investments to support the identification and discovery of re-usable assets.  The five FEA reference models (BRM, SCRM, DRM, PRM, and TRM) directly support the development of a service-oriented architecture.

	NWM 12.2009 

Memorandum to Federal agency Records Officers: Scheduling electronic records
	Memorandum to Federal agency Records Officers  requesting specific information from agencies on their plans for scheduling their unscheduled electronic records and systems

	April 09, 2009

Letter to Chief Information Officers
	Reminder to all agencies Chief Information Officers of the deadline for scheduling all IT systems. This memo also requests a response from the CIOs on how each agency is complying with the statutory requirements contained in Section 207(e) of the E-Gov Act of 2002.


Table 1 Records Management Drivers
Context for media-neutral Records 
The NARA approach to recordkeeping is media-neutral. This means that records management practices apply to records of all type and media.  In recent revisions of General Records Schedule (GRS) 20 and 36 CFR 1228.24(b)(3) and 1228.31, NARA requires all new schedules submitted after December 17, 2007 are media neutral unless otherwise specified (1228.24) and allows schedules previously approved for certain hard copy records to be applied to electronic versions (1228.31(b)).

This media-neutral approach supports the current multimedia mixed format reality and indicates that records schedules and file plans are applicable for any records regardless of the media type.

Context for Electronic Records 

To paraphrase NARA in its Context for Electronic Records Management (ERM), Records Management, as defined in the Code of Federal Regulations, is the "umbrella term" for the discipline defined by an agency's policies and processes for managing the records that document its activities. This is denoted in [figure 1] as the top-level, overarching box.
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Figure 1 Context for Records Management

Records Management activities subsumed under that umbrella may be accomplished in either a manual or automated manner.  This is denoted in the bifurcation at the next level down in the diagram.  When Records Management activities are manual, this is the traditional approach to Records Management.  Automated Records Management activities are referred to as electronic Records Management (ERM).  It is important to note that the electronic in ERM refers to automation, not to the nature of the record media.  It is entirely possible to have manual processes and procedures to handle electronic records (e.g., shelf lists of boxes of floppy disks).  Electronic Records Management simply implies automation of Records Management processes and procedures.

2 Records Management Governance Structure
The analysis in this section relates to the HHS governance structure and communication needs within the HHS Records Management (RM) functions.
Baseline

In the Federal Records Management governance structure, the National Archives and Records Administration (NARA) is the governance body that provides guidance and training for all Federal RM functions.  NARA reviews agency records schedules through its records appraisal function, and provides the legal authority for records disposition instructions.  NARA divides its records appraisal operations between NARA Washington, D.C. and regional offices, and assigns an appraisal archivist to each of the HHS OPDIVs.  NARA Senior Appraisal Archivist Andrea Loiselle serves as the Appraisal Archivist for all of HHS except for the Centers for Disease Control and Prevention (CDC) and the Centers for Medicare & Medicaid Services (CMS). The CDC Appraisal Archivist is Ted Dukes (Atlanta), and the CMS NARA Appraisal Archivist is David Miller (Philadelphia).
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Figure 2 Records Management communication, hierarchy, and reporting relationships diagram
As indicated in the HHS Policy for Records Management (See Figure 1 above and Appendix N for a larger context view), the responsibility for establishing a program to ensure compliance with applicable Federal laws and guidelines has been delegated to the Assistant Secretary for Resources and Technology, Deputy Assistant Secretary for Information Technology, Office of the Chief Information Officer (OCIO), Office of Resources Management (ORM). The “Office of Resources Management (ORM) within the Deputy Assistant Secretary for Information Technology (DASIT) is responsible for providing the leadership, planning, overall policy, guidance, and general oversight of records management in HHS, and its incorporation into the broader information resources management framework.”
 The Records Management responsibilities for the Department’s and OPDIV Records Officers , Secretaries, Directors, Administrators, Chair of the Department’s Appeals Board, National Coordinator for Health and Information Technology, General Counsel, Inspector General, Office Directors, and all HHS employees are stated in the HHS Policy for Records Management.
In an effort to improve the accountability for Records Management, the Deputy Secretary was briefed regarding records management requirements and the Assistant Secretary for Resources and Technology’s (ASRT) plan for Program improvement.   The Deputy Secretary directed all senior leaders to attend a Records Management briefing at his monthly leadership meeting. Additionally, RM performance measures were developed for all Senior Executive Service (SES) employees.   The measures were approved by the Office of Personnel Management (OPM) and will be implemented as part of the 2009 calendar year appraisal period.  
Gaps

As indicated in the HHS 2008 Records Management Assessment, key Records Officer positions were not promptly filled or the duties were assigned as an additional or co-lateral duty.  These co-lateral duty assignments many times were made without a determination of qualifications and/or without providing appropriate training.

Target Vision

Establishment of Senior Executive Service (SES) Records Management performance measures is intended to improve Records Management accountability throughout the Department.
The next goal is to extend the records management performance element to all employees, thereby reinforcing the Records Management governance structure. A better integration of Records Management in the daily organizational processes, ongoing communication and training will provide the knowledge necessary to implement the targeted governance.  
3 Business Process Consistency
Business processes define the sequence of activities that a group performs and create a repeatable set of actions to achieve measurable results.

The business process consistency is a functional gap that analyzes how the Records Management (RM) functions operate and are implemented at HHS.  Based on NARA and HHS policies, the set of processes identified as relevant and applicable to HHS RM is listed in table 2 (For more detail see Appendix C for the business function diagram): 
	CORE RM FUNCTIONS  (PROCESSES)

	Record Identification 

	Create Records  

	Support Business Specific procedures for Records Creation 

	Support the IT System owners in establishing requirements for the long term /permanent retention of records 

	Schedule Record with NARA

	Review Agency Functions and Recordkeeping Requirements

	Inventory Records

	Evaluate Records as Temporary or Permanent; Evaluate Records for Vital Records Status

	Draft Disposition Instructions (SF 115)

	Organize Draft Records Schedule and Clear Internally (SF 115)

	Obtain Approval from NARA (and GAO if necessary) (SF 115)

	Implement the Approved Schedule

	Maintain Records

	Develop and maintain file plans

	Oversee the proper storage of Records 

	Disposition

	Dispose Temporary Records (SF 135 is stored at  NARA FRC) 

	Apply NARA General Records Schedules (GRS) as appropriate 

	Transfer Permanent Records (SF 258) 

	Maintain  information Records disposition 

	RM PROGRAM MANAGEMENT

	Manage RM program

	Create and Maintain Guidelines and Standards

	Establish and Maintain Litigation Procedures 

	Report Storage Facility to NARA 

	Manage Development of Annual RM Assessment

	Perform EPLC Critical Partner Reviews

	Program Evaluation

	Develop Evaluation Procedures

	Develop Audits Trails

	Perform Inspections

	Conduct Annual Assessment

	Special Records Management Requirements

	Continuity of Operations Plan (COOP)

	Vital Records

	Training

	Develop Records Management Training 

	Provide Training and Guidance to all RM Staff

	Provide Training and Guidance to all Employees


Table 2 Core RM Functions
Baseline

In 2007, the Assistant Secretary for Resources and Technology directed the HHS Records Management Program to focus on identifying and proposing solutions to any potential problem areas.  The 2008 assessment outlines the specific steps taken and the level of improvement achieved in the nine areas identified.  This assessment demonstrates that the risk of creating and maintaining inappropriate records was reduced from a level of “critical” to the level of “significant”.  This is mostly the result of improved records management awareness. 

Currently, HHS’ capabilities with regards to Records Management are non-uniform. While some Operating Divisions (OPDIVs) have established their processes, others are still in the process of creating them.  As indicated in the business process analysis (see Appendix D) the OPDIVs are executing most of the core functional processes (those outlined in the revised table 2).  The differences among the way processes have been implemented at HHS can be summarized as follows:
· Operational implementation - OPDIVs have implemented most of the RM core processes with some operational differences.  The core function of the process is retained but they differ based on organizational needs and resources availability.   HHS has to date conducted two annual assessments that describe the HHS operational differences.

· Compliance - There are differences in the way certain approval processes are implemented.  For example, some HHS components involve the Freedom of Information Act (FOIA) officer in the approval of the standard form (SF) 115 to request records disposition authority some OPDIVs do not; some involve the Office of General Counsel in disposition determinations, and some do not.
· Organization - Many of the differences among RM processes are due to the different organizational structures and functions of each OPDIV.  For example, NIH consists of 28
 Institutes and Centers making it difficult to creating uniform RM processes 
· Resources – Lack of resources and multiplicity of responsibilities for HHS Records Officers reflect on the level of process implementation.  Lack of resources also limits the activities that Records Officers can perform. 
· Level of documentation – Few OPDIVs have documented their processes or are in the process of documenting them (e.g., modeled business processes for future system development).
The processes analyzed and documented currently cover the creation and maintenance of non-electronic records. The analysis was done at a high level based on information provided by the Records Officers when available.  In order to facilitate the interview process, the business processes documented by CMS were used as a baseline. 
Gaps

HHS has issued the necessary RM policies and guidance for each respective organization that address the need to implement most RM processes.  The differences highlighted above can be considered gaps if the outcome of the processes or the lack of a specific process violates policies or regulations.  HHS has to date conducted two annual assessments that describe the HHS operational differences.

Target Vision
To further help HHS and the OPDIVs reach a higher level of process automation, manage electronic records, improve reporting, and achieve better compliance, the RM community should define, when applicable, a set of target standard processes. These target processes may be supported by an Electronic Records Management system or solution in the future.
The HHS RM community will share best practices to define and implement reusable target processes. This set of target processes will comply with the full NARA requirements which include the electronic transmission of records. The development of the target RM business processes will drive the functional and data requirements
 for the target electronic RM system solution at HHS.
4 Paper Records

The analysis in this section is related to paper records.
Baseline

Most of the records kept at HHS are paper records by design and policy.  E-mail, documents, forms, and other electronic files are printed to paper to satisfy records retentions and to be stored. Since most of the records at HHS are kept in paper, the processes identified in section 2 are mainly executed for paper records.

As reported in section 2, HHS has working processes for paper records.  OPDIVs are using custom built paper record tracking systems.  More details about these systems will be provided in section 4.3.
Gaps

Paper processes are not consistent across HHS. The differences are highlighted in section 2.2 and can be considered gaps only if the outcome violates the policies or regulations.
Target Vision

HHS will leverage the current paper records processes to analyze how it can begin to migrate toward electronic records retention.  Paper records will remain the HHS official recordkeeping copy until such time that HHS establishes the infrastructure to support an electronic records management system as specified in DoD 5015.2 standards.  In addition to paper records, records created and maintained in electronic format will be kept in electronic format for the duration of their disposition life and then archived in electronic format.
5 Electronic Records

The gaps identified in this section are electronic in nature.

The Electronic Records gap defines the delta between the need to move toward a RM electronic solution and the current baseline at HHS.  
Because of the cross functional support of e-mails, document repositories, and web content systems, this section addresses each type of system separately.  The records contained in e-mails, document repositories, and web content systems need to be properly scheduled and disposed following the General Records Schedule or OPDIV specific schedules.  Because the records contained in these systems support a large range of functions, they have different dispositions. The analysis that follows treats e-mails, document repositories, and web content systems, separately knowing that a mechanism should be implemented to allow for multiple dispositions (schedule) within the same system.
E-mail Systems
This section provides the baseline, gaps, and target vision of e-mail systems at HHS.
Baseline

In 2008 HHS released the “HHS Policy for Records Management for e-mails” to address the sufficient and proper management of e-mails as required by statutory and regulatory requirements. As stated in the policy, the current HHS e-mail systems do not provide recordkeeping functionalities.

HHS and all OPDIVs are currently supported by the following e-mail systems:

	E-mail System Name
	Technology
	Supported Organizations
	Location
	POC /Owner

	HHS Mail 1
	Microsoft Exchange 
	OS
	Reston, VA
	Michael Svihra,

Susi Connor, Director of ITO

	
	
	ACF
	
	

	
	
	AHRQ
	
	

	
	
	AoA
	
	

	
	
	IHS
	
	

	
	
	CMS
	
	

	
	
	SAMHSA
	
	

	HHS Mail 2
	Microsoft Exchange
	CDC
	Atlanta, GA
	Susi Connor, ITO

	HHS Mail 3
	Microsoft Exchange
	FDA
	Parklawn, MD
	

	OIG Mail
	Microsoft Exchange
	OIG
	Washington, DC
	

	NIH
	Microsoft Exchange
	NIH
	Bethesda, MD
	Kevin Hope son, CIT

	
	
	HRSA
	
	


Table 3 HHS e-mail systems

Appendix F depicts a High-level diagram of the HHS e-mail systems.
HHS Mail 1 and HHS Mail 2 provide Continuity of Operations (COOP) functionalities for each other.  Although the HHS e-mail systems are redundant and have extra storage capacity, they are not used for Records Management purposes.  Today at HHS, e-mails are either printed to paper for recordkeeping or temporarily stored electronically in a Microsoft Outlook archive file (Personal Storage Table PST).
Gaps

Not all e-mails are records and e-mails that are records are not disposed of according to the NARA General Records Schedules.  An HHS temporary solution is to keep e-mails as records as indicated in the HHS Records Management Procedures Manual and in the training for Records Officers, liaisons, managers and employees. Completion of the validation of file plans is needed so that approved records management instructions are implemented by employees for the archiving and disposition of e-mails.

As indicated in the HHS Policy for Records Management for e-mails, .pst files are only a temporary electronic holding place and printing e-mails to paper remains the only acceptable HHS record for most OPDIVs. Neither the .pst file nor the printing to paper solution provides proper long term storage or the discovery functionalities needed by the Department.  E-mail messages stored locally in Microsoft Outlook archive files are not easily shared, searched, or backed up.
.PST files also represent a substantial increase in RM risk and can create a multitude of technical and operational problems, such as:

· Violation of corporate retention management policies, which are critical in regulated environments. 

· Increased e-discovery and litigation costs: .pst files are usually stored on users’ local hard drives, with no centralized view or management; finding, reviewing and providing them in response to an e-discovery request can be a time-consuming and expensive process

· Negative impact on IT resources as support staff struggle to find and restore lost or damaged .pst files on local and networked drives

· Corruption of .pst files when files approach 2GB in size

· Outlook users inadvertently delete their data

· Weakening of corporate security

· Escalating storage and storage management costs: .pst files can account for up to 40% of all high-cost, online and offline storage

· Reduced employee productivity: time spent by employees in managing mailbox quotas and creating .pst files accounts for approximately 15 minutes, per day, per employee. When an Outlook mailbox exceeds its capacity, these .pst files could be at risk.
The HHS e-mail systems listed in table 2 do not provide records archiving functionalities as identified in the NARA 36 Code of Federal Regulations (CFR) Part 1234 Subpart C.  NARA requires that “Agencies must not use an electronic mail system to store the recordkeeping copy of electronic mail messages identified as Federal records unless that system has all of the features specified in paragraph (b)(1) of this section.” In the 36 CFR Part 1234 Subpart C (paragraph (b) (1), NARA states that “Recordkeeping systems that include electronic mail messages must:

I. Provide for the grouping of related records into classifications according to the nature of the business purposes the records serve;

II. Permit easy and timely retrieval of both individual records and files or other groupings of related records;

III. Retain the records in a usable format for their required retention period as specified by a NARA-approved records schedule;

IV. Be accessible by individuals who have a business need for information in the system;

V. Preserve the transmission and receipt data specified in agency instructions; and

VI. Permit transfer of permanent records to the National Archives and Records Administration.”

Additionally, HHS does not collect e‐mail (which may include attachments, calendars, tasks lists, etc.) in a central repository.
Target Vision
HHS should aim at integrating the HHS e-mail Systems with an Electronic Document Management System to automate the retention and disposition of official records (E-mails) according to a validated records schedule and file plan.

This solution would allow the temporary .pst solution to be phased out to an Electronic Document Management System for the Department.  In doing so, HHS will eliminate .pst files, migrating them to a secure, central archive that offers policy-driven collection, retention and disposition. HHS should also aim to create a full-text indexing search and retrieval of .pst file content.  Because of the number of employees at HHS and the use of multiple e-mail systems used, the Department should evaluate the most efficient approach for the organization.  HHS should also take into consideration all the privacy and security restrictions of the OPDIVs.
HHS should incorporate e-mail as part of an enterprise Records Management strategy for electronic records to secure the Department’s intellectual property. The HHS solution should:

· Reduce server load on Microsoft Exchange
 without limiting the use of e-mail and restricting end-users’ access
· Automatically collect and archive inbound and outbound messages

· Retrieve and restore archived e-mails that have been archived
· Provide end users with access to archived messages via an easy to use, integrated, search interface

During the next phase of the RM segment architecture, HHS will set the requirements and boundaries for an electronic records solution for e-mails.
Document Repository, Web Content, and Correspondence Management Systems
This section looks at the current document repositories and web content systems at HHS.  Web content and document and management tools are stand alone systems or web sites that access shared workspaces and documents, as well as specialized applications like wikis and blogs from a web browser. Documents stored in these IT systems are important from a Records Management point of view because they store official/final copies of documents in multiple formats (HTML, Word, Excel, etc.).
Baseline

Table 4 presents a list of web content and document repository systems.  A detailed table with systems descriptions is provided in Appendix G.
	OPDIV
	System Name
	Technology
	Alias

	ASPA, OS
	OS ASPA HHS Enterprise Portal
	Oracle
(Former PlumTree)
	HHS Web Portal

	ASPA, OS
	OS ASPA Web Content Management System
	Rhythmyx ECMS (Percussion Inc.)
	WCMS

	OCIO, OS
	OS ASRT HHS OCIO Collaboration Portal
	SharePoint

(Microsoft)
	OCIO Collaboration Portal

	ASPR, OS
	OS ASPR Management Tools
	Documentum

(EMC)
	BMT

	OS
	OS IOS Strategic Work Information and Folder Transfer
	
	SWIFT
	

	CDC
	Document Repository
	Documentum

(EMC)
	-

	CDC
	Enterprise Communications Technology Platform
	SiteScape

(Novell)
	-

	CMS
	Project and Portfolio Management
	Clarity

(CA)
	-

	CMS
	cms.hhs.gov / medicare.gov
	Stellent
(Oracle)
	-

	CMS
	CMS Knowledge Warehouse
	Knowledgeware (Sterling Software)
	-

	CVM, FDA
	CVM Communication Database
	Oracle
	CVM Com DB

	CVM, FDA
	FDA CVM Corporate Document Management System
	Documentum

(EMC)
	CDMS

	CVM, FDA
	FDA CVM Content Management System  
	Microsoft Services
	CMS

	FDA
	Publication and Presentation Database
	Citrix Presentation Server
	Pubs

	FDA
	Electronic Document Storage and Review
	
	EDSR

	FDA
	AIMS Core - Documentum Repositories
	Documentum

(EMC)
	Docs

	HRSA
	HRSA Knowledge Gateway
	-
	HKG

	IHS
	SharePoint Document Repository
	SharePoint

(Microsoft)
	-

	NIH
	NIH OD/ORF EDMS
	-
	-

	NIH
	NIH OD/ORS RELAIS
	-
	-

	NIH
	NIH NINDS SharePoint Document Library
	SharePoint

(Microsoft)
	-

	NIH
	NIH OD Executive Secretarial System for Enterprise Records and Correspondence Handling (SERCH)
	-
	SERCH


Table 4 Document Repository and Web Content Systems
In addition to the systems listed in table 4, the Strategic Work Information and Folder Transfer (SWIFT) and System for Enterprise Records and Correspondence Handling (SERCH) are correspondence management systems.  SWIFT is the Office of the Secretary's System that collects, routes, and manages correspondence for the Secretary. SERCH is a web-based system developed for to electronically route controlled correspondence, and for the managers to digitally sign response documents and return them electronically.
 SERCH and SWIFT provide digital signature for e-mails, workflows, and electronic transmission of documents. Neither SWIFT nor SERCH have an electronic recordkeeping module to manage records.
HHS also uses networked shared drives to store documents for those offices that don’t use a document repository.

Gaps

HHS does not have a single Department or multiple OPDIV Electronic Records Management (ERM) system to store and manage electronic records.  The lack of a dedicated ERM system means that the systems listed above maintain the “record copies” of information. Therefore, each system listed in table 4 should be considered an Electronic Records Management (ERM) system
. As ERM systems, all document repositories, web content systems, and shared drives should meet a set of minimum requirements in accordance with 44 U.S.C. 2902, reference (a) and guidance and implementing regulations promulgated by the National Archives and Records Administration (NARA).
Target Vision
HHS should address all document collaboration/repository/management and web content systems so that the scheduling of the artifacts created in these systems is consistent with the functions related to the documents rather than the system hosting them.  Most of the listed collaboration systems have the ability to add metadata and workflows to the stored documents. Leveraging these functionalities will help automate the retention of documents based on their schedule.
Possible approaches, solutions, and requirements will be addressed in the next RM segment development phase.
Records Management Systems
This section addresses the specific HHS systems used to manage records information. A Records Management system should support all major RM processes providing a structured way to manage and track records of all types. HHS requires the capability to centrally, efficiently, and effectively manage mission-critical information including storage, versioning, and ownership capabilities. 
Baseline

Table 5 lists IT systems identified as Records Management systems by the OPDIVs.  Some of these systems are in the planning phase as indicated in the table. (See Appendix H for additional details)

	OPDIV
	IT System Name
	Technology
	Alias
	Phase

	CDC
	Records Management System
	SQL database
	-
	Operations & Maintenance

	CMS
	Records Management System
	Ad-hoc System

Microsoft Visual Basic
	-
	Operations & Maintenance

	CMS
	CMS Document Management
	TBD
	NM
	Planning

	FDA
	AIMS Core - Record/Case Management Application Module
	Documentum Webtop 5.3 sp2 (EMC)
	RC
	

	FDA
	Electronic Document Storage and Review
	TBD
	EDSR
	Planning

	FDA
	FDA Accelerated Submission Tracking and Review
	Oracle Database
	FASTAR
	Planning

	NIH
	NIH NCCAM Records Management Database 

	-
	-
	-

	NIH
	NIH NINDS FinEx 1
	-
	-
	-

	NIH
	NIH NIGMS Document Management/Workflow System 1
	-
	-
	Mixed Life Cycle


Table 5 Records Management Systems
As noted in the table, some of the systems are operational and some are planned.  CMS uses the Records Management System (RMS)
 system to track paper records stored in the Mezzanine level of their onsite warehouse. Other document management systems listed in table 4 have RM functionalities or add-on RM modules that can be added but have not yet been implemented.

Gaps

NARA endorsed the DoD 5015.2-STD as one of the standard baseline set of requirements for automated recordkeeping systems.
  NARA also encourages using the DoD 5015.2-STD certified products as a baseline when selecting Records Management systems to manage the agency's electronic records. Appendix L lists the DoD 5015.2-STD Records Management register.
Target Vision
HHS needs to efficiently and effectively manage mission-critical information including storage, versioning, and ownership capabilities in a unified manner. 

In some cases, HHS retains information that has no legal retention obligation or ongoing business value while information that may have a legal retention obligation due to the Federal Records Act and E-Discovery runs the risk of being destroyed prematurely.

HHS needs to address common Records Management business needs requested by all OPDIVs. 

Whether HHS decides to move toward one or multiple RM systems, the organization should strive to reach a uniform approach to document and Records Management. The solution will enhance auditing, tracking, and discovery of records improving performance across the agency with more automated processes.
All Other IT Systems

This section addresses all other IT systems not covered in the previous sections.  It is important to point out that the number of systems and their complexity will impact the target approach for the RM segment architecture. The importance and role for each IT system in regards to RM varies widely.
Baseline

Table 6 provides a tally of HHS IT systems owned by each OPDIV.  The table also shows how many of the systems are Major 1 versus Non Major and General Supporting systems.
Most of the listed IT systems are the source of record for the information they contain.  Other systems are more transactional or reporting in nature.

	OPDIV
	# of Systems

	
	Major 

	Non Major/General Support System 1
	Total

	ACF
	14
	10
	24

	AHRQ
	7
	9
	16

	AoA
	0
	2
	2

	CDC
	23
	341
	364

	CMS
	25
	315
	340

	FDA
	58
	430
	488

	HRSA
	22
	8
	30

	IHS
	4
	0
	4

	NIH
	73
	362
	435

	OIG
	0
	4
	4

	OS
	10
	120
	130

	SAMHSA
	6
	2
	8

	Total # of IT systems at HHS
	1845 
,



Table 6 Number of Major and Non-major IT systems by OPDIV
Gaps

For the IT systems that contain records, HHS should make sure that their recordkeeping functionalities meet the guidelines from NARA.

Major IT systems require special attention because of their importance to the mission of HHS’ and the OPDIV. Major IT systems have a significant role in the administration of the agency programs, finances, property, and other significant resources.  The Records Management capabilities of these systems need to be assessed.  

Target Vision
HHS should consider assessing if the records stored in the HHS IT systems are properly retained as scheduled and strengthening current procedures. 
HHS needs to comply with OMB Circular A-130 Section 8.a.1 (K) requiring that Records Management and archival functions are considered into the design, development, and implementation of information systems. An architectural layer should become standard for all initiative development. This gap will be addressed in section 7.
Multiple solutions and approaches should be considered for the target RM segment. A phased approach to first target Major IT systems, document repositories, and e-mail systems will help to spread the cost impact on the organization.  A phased approach could also be considered in moving toward the development of records schedules and the transfer of permanent records to NARA electronically.
6 Scheduling of IT Systems

This section describes the gap related to the scheduling of all HHS IT systems. HHS needs to comply with the E-Government Act of 2002 (44 U.S.C. 3601) and the NARA 36 Code of Federal Regulations (CFR) Part 1234 Subpart C
 “to maintain adequate and up-to-date technical documentation for each electronic information system that produces, uses, or stores data files.” In 2006, NARA re-emphasized this requirement with the release of the NARA Bulletin 2006-02
 with two recent memos to all Records Officers and Chief Information Officers. The E-Government Act Section 207(e) directs the Archivist of the United States to issue electronic information policies.  Therefore, by September 2009 (Government-wide deadline), all agencies must have a complete list of IT systems and must submit to NARA records disposition schedules for the records contained in electronic systems.
According to NARA, IT systems to be scheduled “are those that are in steady-state operation or mixed life-cycle stage as of December 17, 2005, and electronic records in legacy systems that were not scheduled before decommissioning of the system. OMB Circular A-11 defines both steady state (operational) and mixed life-cycle stage.”

Additionally, IT systems storing vital records should be scheduled accordingly.

Baseline

Prior to the NARA requirement, there was no standard agency-wide HHS compliance with NARA regarding scheduling of IT systems. HHS is in the process of scheduling all IT systems across HHS to meet the September 2009 deadline.  Some of the OPDIVs have already made good progress on the scheduling process.  IT systems are scheduled using a template created by HHS and leveraging the recent IT system inventory hosted in the HHS EA Repository.  At a minimum, NARA requires the following information to be submitted on the SF 115
:

· Name of the system

· Agency program supported by the system

· Purpose of the system

· Data input and sources

· Major outputs

· Information content (Master data file)
· Documentation

· Proposed disposition for the inputs, outputs, master data file(s), and documentation
Gaps

IT systems have not been consistently scheduled and the January 2008 HHS RM Program should be strengthened to enforce the records scheduling processes.

E-systems schedules submitted to NARA will at a minimum include information listed in 6.6.1   HHS needs to create the processes and tools to collect and maintain the information.  The list of systems and the GRS will be hosted in the HHS EA repository until a RMA solution is adopted at HHS.

To improve the reporting of IT systems from the HHS EA Repository, HHS should categorize IT systems that do contain records. All other non-recordkeeping systems should not be reported for RM purposes. As an example, the EA repository lists IT infrastructure as system.  As indicated by NARA Bulletin 2008-03 section 3.b, “IT infrastructure systems, are not subject to the scheduling requirement”.
Target Vision
HHS should add specific language in the Records Management policy related to the scheduling of electronic systems which states the necessary requirements, defines the process to schedule an IT system, and assures that the responsibility of maintaining the records for the appropriate disposition schedule is understood and agreed upon by the system owner.

NARA requires that Agencies should (36 CFR 1234.10):

(a) For electronic information systems that produce, use, or store data files, disposition instructions for the data shall be incorporated into the system's design.
(b) Establishing procedures for addressing Records Management requirements, including recordkeeping requirements and disposition, before approving new electronic information systems or enhancements to existing systems.

HHS should also establish procedures for addressing Records Management requirements, including recordkeeping requirements and disposition, before approving new electronic information systems or enhancements to existing systems.

As stated in Section 7 of this document, the Office of Management and Budget (OMB) also requires records management to be included in the design, development, and implementation of information systems.  By doing so, HHS can make sure that IT systems are properly designed to retain and/or transmit records and that a disposition authority is followed.  In partnership with the Departments of the Interior and the Treasury, NARA developed System Development Life Cycle (SDLC) and Capital Planning and Investment Control (CPIC) checklists designed to assist with embedding records management and electronic recordkeeping requirements into Federal business processes.
NARA also suggests the creation of an IT system scheduling review process (36 CFR 1234.10):

(m) Reviewing electronic information systems periodically for conformance to established agency procedures, standards, and policies as part of the periodic reviews required by 44 U.S.C. 3506. The review should determine if the records have been properly identified and described, and whether the schedule descriptions and retention periods reflect the current informational content and use. If not, or if substantive changes have been made in the structure, design, codes, purposes, or uses of the system, submit an SF 115, Request for Records Disposition Authority, to NARA.

The HHS RM policy should also include the required periodic review process mentioned above. The next RM Segment phase will address specific milestones for the implementation of policies and related processes.

7 RM Integration with other Enterprise Processes

Records Management (RM) is a vital part of the organization.  As such, RM should be integrated in the Human Resources, Enterprise Architecture, Capital Planning, Information Security, Continuity of Operations (COOP), Freedom of Information and Privacy Acts Division (FOIA), E-Discovery and other internal processes. This section addresses the integration of RM with these enterprise services.
Human Resources (HR)

a) Baseline

HHS and Records Officers are actively working to provide a better integration of RM into the Human Resources (HR) processes.  There are multiple ways that the OPDIVs are incorporating RM requirements and check lists into the employee on-boarding and exiting processes.  

b) Gaps

Records Management is not yet fully integrated into the HR processes and is applied differently between and among OPDIVs. 

c) Target Vision

HHS will define a set of target processes that can be used by all the OPDIVs to incorporate RM requirements within the HR processes.  The intent of the new requirements and processes will be to assist employee compliance with RM functions.

It is recommended employees sign annual agreements summarizing the nature of their work, the types of records they are likely to create in the course of HHS business and acknowledge their awareness of the GRS or their HHS-specific records schedule (e.g., an acknowledgement of records awareness).
Once a RM HR process has been identified, the Department Records Officer in collaboration with all the OPDIVs RO will ensure that the new process is incorporated and executed in all HR offices at HHS.

Sample position description developed by NARA for Federal Agency Records Officers:  http://www.archives.gov/records-mgmt/policy/senior-records-manager.html
Capital Planning
OMB requires RM to be included in the design, development, and implementation of information systems
.  By doing so, HHS can ensure that IT systems are properly designed to maintain, access, and legally dispose of records in accordance with a records life cycle, and to address the life cycle costs associated with implementing electronic recordkeeping systems. 
d) Baseline

HHS is implementing the Enterprise Performance Life Cycle (EPLC) framework to provide a consistent and repeatable process for planning, managing, and overseeing IT projects over their entire life cycle.  Although not yet formally recognized as a Critical Partner within the EPLC framework, some OPDIVs have already begun to include RM in their IT project management processes.  
e) Gaps

Currently, records management is rarely considered in the design, development, and implementation of information systems. Records Management has been identified in the “HHS OCIO Policy for Information Technology (IT) Enterprise Performance Life Cycle (EPLC)” in the applicable policies and guidelines section but not as critical partner.   The EPLC framework does include RM as a component of the required Project Management Plan and is, therefore, one of the Generic Exit Criteria that should be reviewed at the end of each subsequent phase.  RM is also discussed in the Disposition Phase which is at the end of a lifecycle of an IT system. 
f) Target Vision

NARA designed “Capital Planning and Investment Control Checklists
” to assist agencies in embedding Records Management and electronic recordkeeping requirements. All IT systems being developed should follow the checklists to ensure all IT contracts and Program Managers/Contract Officer Technical Representatives are incorporating Records Management in the initial development and design, and that the systems are scheduled with NARA upon system implementation. Additionally, any decommissioning of IT systems should follow the NARA procedures for the transfer of permanent records and the deletion of scheduled temporary records.
Note: FDA has a draft list of RM related questions that should be asked during each phase of the EPLC.  During the next RM Segment phase we can reuse this list and work with all other OPDIVs to consolidate consolidated approach. The Systems Development Life Cycle (SDLC)
 checklist from OMB will also be used for this task. This was identified as a potential interim milestone.

Enterprise Architecture

The inclusion of Records Management standards into acquisition, program execution, IT system development and implementation should be supported by work conducted by Enterprise Architects, Chief Information Security Officers and Senior Executive Service employees who manage and run programs that are supported by IT systems. 

g) Baseline and Gaps
Records Management language has not been included as part of segment development steps. It is also not included in the business process engineering requirements.

h) Target Vision

As pointed out during the release of the Segment Enterprise Architecture Methodology (FSAM), RM is already being considered in the development of other Department’s segments (Appendix K shows a list of functional areas addressed by segment architecture developments in other Agencies). HHS should ensure that RM is considered in one of the FSAM steps
 and when a business process is analyzed. NARA designed “Business Process Design As-Is and To-Be Checklists
” to assist agencies in embedding Records Management and electronic recordkeeping requirements into their business processes and the Federal Enterprise Architecture program. RM should be a required layer of the architecture or each new investment/initiative development.

Information Security

Information Security is an important aspect that needs to be considered with respect to records, Records Management processes, and IT systems containing records.

i) Baseline and Gaps
Information Security policies established for HHS do not specifically address Records Management but they do provide requirements that address the security, availability and reliability of records contained in HHS IT Systems.

HHS IT Systems and infrastructures are certified and accredited.  The Certification and Accreditation (C&A) is a comprehensive assessment of the management, operational, and technical security controls in an information system, made in support of security accreditation, to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system. If an IT system passes the C&A process, the system receives an Authorization to Operate (ATO). 

j) Target Vision

HHS can add a standard RM check list for Certification and Accreditation (C&A) reviewers responsible for authorizing the IT systems to operate. Authorization to operate (ATO) is released by each OPDIV indicating that the system has met the required security policies. RM could use a similar process or leverage the existing C&A process to make sure that all systems are scheduled with NARA before the authorization to operate is released. 

Continuity of Operations (COOP)
k) Baseline

In order to ensure the successful implementation of Department-wide programs, HHS must maintain a continuity of operations (COOP) program in accordance with Homeland Security Presidential Directive (HSPD)-20 and Executive Orders 12656 and 12472.  Pursuant to section 2811 (c)(3) of the Public Health Service Act, the Secretary of HHS has delegated to the office of the Assistant Secretary for Preparedness and Response (ASPR) the authority:

a) to develop and prepare national emergency preparedness plans and programs covering functions and responsibilities which must necessarily be centralized for the Department;

b) to take necessary actions to assure that HHS OPDIVS and STAFFDIVs will be able to perform their essential functions and continue as a viable part of the Department during any national emergency, and will be able to respond to all major disasters or incidents; and
c) in collaboration with the Office of the Assistant Secretary for Resources and Technology (ASRT), coordinate and manage all funds appropriated to the Secretary to perform essential functions during an emergency.  The HHS COOP plan has been drafted and is currently going through review and approval.

l) Gaps

The draft COOP plan identifies the establishment of a Vital Records Program (VRP) and the appointment of a Vital Records Officer (VRO).  The gap in the COOP plan is the lack of delineation of the roles and responsibilities of the VRO and the Department’s Records Officer.  

m) Target Vision

The target vision is to establish policies and procedures for incorporating vital records identification and management into the Agency records management program, specifically within OPDIVs and STAFFDIVs records inventories, file plans, and records validation processes.  In addition, while clear roles and responsibilities for the VRO and the Department’s Records Officer need to be established, a collaborative relationship needs to be established as well. 

Freedom of Information (FOIA)

The Freedom of Information Act and Privacy Act (FOIA/PA) and its inclusion into Records Management is viewed as an important aspect in providing the general public with any HHS records, which are created,  received, or may be in the possession of HHS and its OPDVIVs or STAFFDIVs. These records, which are available in paper and/or electronic format are copies of the original and are provided to the HHS FOIA/PA Division by the appropriate HHS OPDIVs and/or STAFFDIVs for response to all FOIA/PA requests and appeals.
n) Baseline

Within the HHS FOIA/PA Division Records Management is fully implemented into the FOIA/PA process, in which FOIA/PA requests and appeals files that have been completed, and contain paper and/or electronic records, are reviewed for retention on an annual basis. The records are maintained in the file folder and a determination to retain or destroy the records is made in accordance with the guidelines set forth under the General Records Schedule (GRS) 14 – Information Services Records, as directed by the National Records and Archive Administration (NARA).  

o) Gaps

Although the HHS FOIA/PA Division performs Records Management reviews on an annual basis, situations may arise as to whether copies of the original records, which are received from the appropriate HHS OPDIVs and/or STAFFDIVs in response to a FOIA/PA request or appeal, should be destroyed in accordance with approved HHS OPDIVs and/or STAFFDIVs records disposition schedules, or by following the General Records Schedule (GRS) 14.  The risk to HHS may be the creation and maintenance of a second set of records within FOIA/PA files 
p) Target Vision

Since the HHS FOIA/PA Division is beginning to store file folders containing records in electronic format on HHS network drives or file servers, which may be integrated into COTS FOIA/PA Tracking System, HHS FOIA/PA Division and HHS IT components must discuss and determine who, when, and how the destruction of those electronic files folders should be accomplished once it is time to retain or destroy the records based on the guidelines set forth under the General Records Schedule (GRS) 14 – Information Services Records. 

Litigation and Records Holds

In accordance with HHS Interim Guidance from March 19, 2007, titled “Holds for Operational Records and Other Related Documentary Materials,” HHS has instructions to staff on requesting, issuing, implementing, and removing “holds” on HHS operational records and other related documentary materials.

q) Baseline

In accordance with the authorities listed below, Federal agencies must establish processes and procedures for managing Federal records for when litigation is imminent and when litigation officially occurs.
a. 44 U.S.C. 2909 

b. 44 U.S.C. Chapter 33 

c. 36 CFR 1228.54 

d. Federal Rules of Civil Procedure 

(1) Chapter III, Pleadings and Motions, Rule 16, Pre-Trial Conferences; Scheduling; Management

(2) Chapter V, Depositions and Discovery, Rule 26(a), General Provisions Governing Discovery; Duty of Disclosure: Required Disclosures; Methods to Discover Additional Matter

e. Inspector General Act Amendments of 1988 (5 U.S.C., Appendix; see § 8G, "Requirements for Federal entities and designated Federal entities") 

The HHS interim guidance refers collectively to “HHS Staff or Operations Divisions” who include:

a. All employees; and

b. Contractors where contracts specify which documentary deliverables belong to the Government.

r) Gaps

The HHS Interim Guidance on legal holds is not uniformly applied within the OPDIVs and STAFFDIVs.  The role of the Office of General Counsel (OGC) is unclear.

s) Target Vision

The HHS Records Management Program needs to establish a collaborative relationship with OGC, including the establishment of an HHS E-Discovery Workgroup, the development of a Litigation Hold Policy and related procedures, and the development and use of a Litigation Hold Tracking system.

8 Federal Record Centers Audits

This section addresses the need for HHS to comply with NARA Bulletin 2008-06 and the letter sent to the HHS RO in late 2008. This bulletin requires agencies’ “records centers, agency records staging or holding areas, and commercial records storage facilities used to store their agency records to meet NARA's records storage facility standards in 36 CFR part 1228, subpart K.”
 The letter stated the agencies need to submit an inventory of all off-site records storage facilities.   The regulations differentiate between records staging/holding areas of less than 25,000 cubic feet capacity within agency buildings and agency-run records centers maintained off-site.  NARA has a records storage facility standards toolkit at http://archives.gov/records-mgmt/storage-standards-toolkit/.
Baseline

OPDIVs are in the process of compiling this list.  HHS has not identified a specific format and has not developed a uniform tool for the ROs to use to track facilities and their compliance to the NARA Bulletin 2008-06.

Target Vision
HHS should include the facility inventory and compliance needs in the functional requirements for a RMA solution. A uniform process should be defined for recurring inventories of facilities and the compliance process. 
9 Other Gaps and Opportunities
Resources

This section describes the baseline, gaps, and target vision related to the Records Management resources and responsibilities. An overview of the Records Management Governance Structure is provided in Section 2 of this document.

a) Baseline and Gaps

Resource Management for records management within the department needs to be measured and addressed.  Current ROs are overwhelmed with the amount of work in support of the RM program and often do not have the executive level support in ensuring records are being maintained within each program office. Some OPDIV ROs and liaisons are not able to focus their full attention to the task of RM and have to find balance between available resources and work related requirements. 

b) Target Vision

All employees, contractors, interns, visitors who perform work at HHS and create; receive or act upon records as they support the HHS mission are accountable for recording their work and public service per the HHS Records Manual and the NARA General Records Schedules (GRS). All employees, contractors, interns, visitors, etc. who end their public service are responsible for the legal disposition of their records.  Training, executive level support, resources assigned to build and execute a records management program at HHS is the target for this effort.  Validation of the OPDIV inventories of file plans will provide the business case and requirements document to lead to an ultimate technical solution for the implementation of an electronic Recordkeeping/Management system.  Automation of the business process for records retention will streamline current paper/electronic processes ensuring the preservation of the historical record, support E-discovery, and facilitate transparency of HHS businesses, and allow for knowledge management and transfer for future employees and administrations. 

Training 
c) Baseline and Gaps

HHS has begun training for new employees, Records Officers, liaisons, and Senior Executive Service. SES specifically have a performance element in the 2009 Performance Management Appraisal Plan (PMAP). HHS and the OPDIVs have been leveraging the training available from NARA to improve the knowledge of RM in the organization.  HHS is using brochures, handouts, and Websites to train users and make the information readily available. Training requirements should be included in the HR RM requirements. 

d) Target Vision

HHS should continue to provide training and improve RM outreach out when possible.  By providing staff with the knowledge about what to retain and what to legally dispose of the number and quality of records retained will improve.  The development of a better e-mail recordkeeping solution with automated features will help mitigate recordkeeping errors.  Additional ROs, managers, liaisons, and employees training will be needed if a new system is implemented. In addition, HHS should implement a role-based training program whereby SES, managers, contractors, project managers, interns, guests, etc. are advised of what responsibilities they have. It is particularly important for managers to understand their responsibilities if employees leave without providing appropriate records and following targeted RM procedures.

Unique Records Schedules 

e) Baseline and Gaps

The HHS record schedules inventory is being developed by all OPDIVs and STAFFDIVs for submission to NARA by September 2009. Before any electronic solution is evaluated and implemented, HHS needs to have a clear view of the OPDIVs record schedules and files plans.  For all OPDIVs, the process of maintaining a records schedule is a manual process. HHS and the OPDIVs need a structured and standardized process to maintain their schedules in an electronic format that can be used to support all RM processes.

f) Target Vision

Before the functional requirements process begins, HHS should have the complete list of schedules. HHS should consider the “big buckets” approach as suggested in NARA’s Bulletin 2008-04 applying schedules in accordance with functional lines of business.  The big bucket approach is not recommended for records schedules developed for organization-specific lines.  The OMB Business Reference Model (BRM) provides a good starting point.  At HHS, the BRM has been used to align the agency into Business Areas and segments (See Appendix J for a list of the HHS Business Areas).  Since a segment is described as a set of related business functions, processes, and/or services, each segment can represent a big bucket and have a set of disposition authorities assigned to it.  Business areas can be core mission, enterprise services, or business services. Business services and enterprise services segments represent cross cutting functions that all OPDIVs perform.  The big bucket approach should be taken into consideration prior to defining the target architecture as it will impact the functional requirements for an RMA.

10 RM Segment Development Next Steps

With the conclusion of the gap analysis, the RM segment team will begin to analyze the target approach to address the gaps identified.
HHS should prioritize the gaps and define a strategic approach to move forward.  With a firm understanding of prioritized strategic improvement opportunities, the core IPT will develop a target state vision for the segment.  The target state vision will provide a high‐level description of the proposed operating environment—including planned changes to stakeholder interactions, business processes, information sharing, applications, and technology—to address strategic improvement opportunities. This target state vision is meant only to illustrate the target state and will be enhanced by additional analysis in subsequent steps. 
The gap prioritization and the target state vision will inform which functional requirements should be gathered first.  Additional analysis will be conducted to create the following artifacts:

· Target Key Business  Process Model (For prioritized targets)

· Target Information Flow Diagram 

· Target Business Data Mapped to Key Business Processes (CRUD) 

· Target  Data Steward Assignments 

· Target  Conceptual Data Model 

The development of the artifacts listed will facilitate the requirements gathering process. As indicated in the Federal Segment Development Methodology (FSAM) diagram in appendix M, the Target Conceptual Solution Architecture will be defined during the next phase. 
During the last RM segment development phase, the RM segment Transition Plan
 will be compiled using artifacts created throughout the segment development.  

Appendix A Glossary

	“Big Bucket” Schedule
	A “big bucket” or large aggregation schedule is a type of flexible schedule (see below). Flexible scheduling using big buckets or large aggregations is an application of disposition instructions against a body of records grouped at a level of aggregation greater than the traditional file series or electronic system that can be along a specific program area, functional line, or business process. The goal of this type of flexible scheduling is to provide for the disposition of records at a level of aggregation that best supports the business needs of agencies, while ensuring the documentation necessary to protect legal rights and ensure Government accountability. Big Bucket scheduling can also aid in electronic recordkeeping by presenting users with fewer retention categories choices for filing documents and e‐mail messages.

	Business Reference Model (BRM)
	The Business Reference Model is a function-driven framework for describing the business operations of the Federal Government independent of the agencies that perform them.”  The Business Reference Model provides an organized, hierarchical construct for describing the day-to-day business operations of the Federal Government. While many models exist for describing organizations - org charts, location maps, etc. - this model presents the business using a functionally driven approach.

	Content Management
	Techniques to set policies and supervise the creation, organization, access, and use of large quantities of information, especially in different formats and applications throughout an organization. Content management is often used to describe the management of websites, but in other instances refers to the management of all information across the whole of an enterprise.

	DoD 5015.02-STD
	Design Criteria Standards for Electronic Records Management Software Applications: This Standard sets forth mandatory and optional baseline functional requirements for Records Management Application (RMA) software. This standard describes the minimum Records Management requirements that must be met in accordance with 44 U.S.C. 2902, reference (a) and guidance and implementing regulations promulgated by the National Archives and Records Administration (NARA).

	Electronic Document Management System (EDMS)
	Software that manages the creation, storage, and control of semi‐structured documents. It consists of several technologies including, but not limited to document management, COLD (Computer Output to Laser Disk), imaging, and workflow.

	Electronic mail (E-mail) Records
	Electronic mail records are documents created or received on an electronic mail system including brief notes, more formal or substantive narrative documents, and any attachments, such as word processing and other electronic documents, which may be transmitted by message.

	Electronic record
	Any information that is recorded in a form that only a computer can process and that satisfies the definition of a record. (36 CFR 1234.1).

	Electronic Records Management (ERM)
	Using automated techniques to manage records regardless of format. Electronic Records Management is the broadest term that refers to electronically managing records on varied formats, be they electronic, paper, microform, etc.

	Electronic discovery
	Electronic discovery (or e-discovery) refers to discovery in civil litigation which deals with information in electronic format also referred to as Electronically Stored Information (ESI). Electronic information is different from paper information because of its intangible form, volume, transience and persistence. Also, electronic information is usually accompanied by metadata, which is not present in paper documents. However, paper documents can be scanned into electronic format and then manually coded with metadata. The preservation of metadata from electronic documents creates special challenges to prevent spoliation. Electronic discovery was the subject of amendments to the Federal Rules of Civil Procedure, effective December 1, 2006. Examples of the types of data included in e-discovery are e-mail, instant messaging chats, documents (such as MS Office or OpenOffice files), accounting databases, CAD/CAM files, web sites, and any other electronically-stored information which could be relevant evidence in a law suit. Also included in e-discovery is "raw data" which Forensic Investigators can review for hidden evidence. The original file format is known as the "native" format. Litigators may review material from e-discovery in one of several formats: printed paper, "native file," or as TIFF images.

	E-mail Archiving Software (EAS)
	E‐mail Archiving Software (EAS) generally refers to applications that remove e‐mail from the mail server and administer it in a central location also known as an archive (IT term, not a permanent storage medium in accordance with DoD 5015.2 standards and NARA regulations). Once messages are stored and access rights are granted, authorized users are able to search the repository.

	Electronic recordkeeping system
	An electronic system in which records are collected, organized, and categorized to facilitate their preservation, retrieval, use, and disposition, in accordance with standards specified in DoD 5015.2 and endorsed by NARA.

	General Support System
	An interconnected set of information resources under the same direct management control which shares common functionality. A General Support System may be, for example, a local area network (LAN), including smart terminals, that supports a branch office, or an agency-wide backbone, or a communications network, or a Department’s data processing center including its operating system and utilities, or a tactical radio network, or a shared information processing service organization (IPSO). Normally, the purpose of a general support system is to provide processing or communication support. (FISCAM)

	Information Technology (IT) System
	A project is a temporary planned endeavor funded by an approved information technology investment; thus achieving a specific goal and creating a unique product, service, or result. A project has a defined start and end point with specific objectives that, when attained signify completion. NARA’s Definition: Electronic information system means a system that contains and provides access to computerized Federal records and other information (36 CFR 1234.2). 

	Major IT System
	An IT system that requires special management attention because of its importance to the mission of HHS and its OPDIV; or its significant role in the administration of agency programs, finances, property, or other significant resources. An adverse impact on a major system would constitute serious, severe, or catastrophic harm due to the loss of confidentiality, integrity, or availability, as determined through conducting a system risk assessment. Major systems would be classified as either moderate or high impact as defined in FIPS 199. 

	Metadata
	Describes or specifies characteristics that need to be known about data in order to build information resources such as electronic recordkeeping systems and support records creators and users.

	Non-Major IT System
	A system that requires appropriate attention to security when a compromise of the information or application would cause limited adverse harm (low or medium impact as defined in FIPS 199) on the HHS mission, business functionality, public health function and/or employee and citizen welfare, due to the loss of confidentiality, integrity, or availability of the information in the application. A system not defined as either Major or GSS is by default a Non-Major system.

	Record
	A unit of recorded information created, received, and maintained as evidence or information by an organization or person, in pursuance of legal obligations or in the transaction of business. Includes all books, papers, maps, photographs, machine readable materials, or other documentary materials, regardless of physical form or characteristics.

	Records Management
	The systematic and administrative control of records throughout their life cycle to ensure efficiency and economy in their creation, use, handling, control, maintenance, and disposition.

	Records Management Application (RMA)
	Records Management Application. The software used by an organization to manage its records. An RMA’s primary management functions are categorizing and locating records and identifying records that are due for disposition. RMA software also stores, retrieves, and disposes of the electronic records that are stored in its repository. (DoD 5015.2)

	Records Schedule 
	A type of disposition agreement developed by a Federal agency and approved by NARA that describes Federal records, establishes a period for their retention by the agency, and provides mandatory instructions for what to do with them when they are no longer needed for current Government business. The term refers to: (1) an SF 115, Request for Records Disposition Authority, that has been approved by NARA to authorize the disposition of Federal records; and (2) a General Records Schedule (GRS) issued by NARA.

	System of Records (SOR)  
	This is a term restricted for records (paper or electronic) that contain privacy information.  We are required to make these systems known to the public.  Every system of records, regardless of format, containing Personally identifiable Information (PII) must have a Privacy Impact Assessment (PIA).  A PIA is required to include records retention information.  Therefore, disposition authority must be received from NARA.  HHS must validate HHS Privacy Act procedures and ensure the implementation of recordkeeping/information management requirements as mandated in numerous OMB Memoranda for the proper management of information in accordance with the Privacy Act.


Appendix B Summary Gap Analysis
	Gap Name
	Baseline and Gap
	Target Vision
	Driver and Guidance

	Business Process Consistency
	Currently, HHS’ capabilities with regards to Records Management are non-uniform. The differences among the way processes have been implemented at HHS can be summarized as Operational implementation, Compliance, Organizational, Resources, Level of documentation
	HHS has issued the necessary RM policies and guidance for each respective organization that address the need to implement most RM processes.  To further help HHS and the OPDIVs reach a higher level of process automation, electronic records, improved reporting, and achieve better compliance, the RM community should define, when applicable, a set of target standard processes.
	Federal Agencies are required by 44 U.S.C ch. 31 and 35, Office of Management and Budget (OMB) Circular A-130 and NARA regulations in 36 CFR ch. XII, subchapter B to have effective and comprehensive Records Management program for all of their records.

	Paper Records
	Most of the records kept at HHS are paper records.  E-mail, documents, forms, and other electronic files are printed to be stored. Since most of the records at HHS are kept in paper, the processes identified in section 2 are mainly executed for paper records.
	Paper processes are not consistent across HHS. The differences are highlighted in section 2.2 and can be considered gaps only if the outcome violates the policies or regulations.
	The Federal Records Act

	Electronic Records
	E-mail Systems:  Today at HHS, e-mails are either printed out for recordkeeping or stored electronically in an outlook archive file (Personal Storage Table .pst). The HHS e-mail systems listed on table 3.2 do not provide records archiving functionalities as identified in the NARA 36 Code of Federal Regulations (CFR) Part 1234 Subpart C.
	HHS should aim to manage and eliminate .pst files, migrating them to a secure, central archive that offers policy-driven collection, retention and disposition. HHS should also aim to a full-text indexing search and retrieval of .pst file content.  Because of the number of employees at HHS and multiple e-mail systems used, the Department should evaluate the most efficient approach for the organization.  HHS should also take into consideration all the privacy and security restrictions of the OPDIVs.
	E-mail systems functional requirements: NARA 36 Code of Federal Regulations (CFR) Part 1234 Subpart C paragraph (b)(1)
Transfer Instructions for Existing e-mail Messages with Attachments

	
	Document Repository, Web Content Management, and Correspondence Systems: HHS has implemented multiple document repository, Web Content, and correspondence systems. These tools have not been expanded to include RM functionalities.
	HHS should address all document repositories, web content management, and correspondence systems so that the scheduling of the artifacts created in these systems is consistent with the functions related to the documents rather than the system hosting them.  Most of the listed collaboration systems have the ability to add metadata and workflows to the stored documents. Leveraging these functionalities will help automate the retention of documents based on their schedule.
	NARA Endorses the Federal-wide adoption of the DoD 5015.2-STD
DoD 5015.2-STD
Federal Enterprise Architecture (FEA) Records Management Profile
NARA Electronic Records Management (ERM) Guidance on the Web


	
	Records Management Systems: There are a few RMA systems at HHS to track paper records.  There is no electronic recordkeeping system specifically dedicated to RM.  None of the systems have reviewed for compliance with NARA minimum requirements.
	HHS needs to be able to efficiently and effectively manage mission-critical information including storage, versioning, and ownership capabilities in a unified manner. Whether HHS decides to move toward one or multiple RM systems, the organization should strive to reach uniform approach to document and Records Management. The solution will enhance auditing, tracking, and discovery of records improving performance across the agency with more automated processes.
	

	
	All Other IT Systems: There are more the 2000 IT systems at HHS.  241 of those are Major IT Systems. The Records Management capabilities of these systems need to be assessed.  HHS needs to make sure that records contained in all of the IT systems can be discovered and accessed timely.
	HS should assess if the records stored in the HHS IT systems are properly retained as scheduled. HHS should also make sure that the records contained in these systems can be easily discovered. HHS should also evaluate a cross system search solution taking in consideration the risks related to not being able to produce records when needed.
	

	Scheduling of IT Systems
	Prior to the NARA requirement, there was no HHS compliance with NARA regarding scheduling of IT systems. HHS is in the process of scheduling all IT systems across HHS to meet the September dead line.  Some of the OPDIVs have already made good progress on the scheduling process.
	HHS should implement a specific policy related to the scheduling of electronic systems which states the necessary requirements, defines the process to schedule an IT system, and assures that the responsibility of maintaining the records for the appropriate disposition schedule is understood and agreed upon by the system owner.
	 NARA 36 Code of Federal Regulations (CFR) Part 1234
NARA Bulletin 2006-02


	RM Integration with other Enterprise Processes
	Human Resources (HR): HHS and Records Officers are actively working to provide a better integration of RM into the HR processes.  There are multiple ways that the OPDIVs are incorporating RM requirements and check lists in the employee entering and exiting processes.  
	HHS will define a set of target processes that can be used by all the OPDIVs to push the RM requirements through the HR processes. Employees should sign annual agreements showing the nature of their work, the types of records they likely produce and acknowledgement of the GRS or SF115 that applies to their records types
	

	
	Capital Planning: HHS is actively working to include RM in the design, development, and implementation of information systems.  OPDIVs are including RM as a critical partner to this process.
	Incorporate Records Management and archival functions into the design, development, and implementation of information systems.  At HHS. RM will be incorporated into the Enterprise Performance Life Cycle (EPLC). 
	NARA 36 CFR 1234.10

OMB Circular A-130(1)(k)

Capital Planning and Investment Control Checklists
Systems Development Life Cycle (SDLC)  checklist

	
	Enterprise Architecture: Records Management is not included as part of segment development steps. It is also not included in the business process engineering requirements.
	HHS should ensure that RM is considered in one of the FSAM steps and when a business process is analyzed. RM should be a required layer of the architecture or each new segment development.
	Business Process Design As-Is and To-Be Checklists

	
	Information Security: There are Information Security policies established for HHS. The policies do not specifically address Records Management but they do provide requirements that address the security of records contained in HHS IT Systems.
	HHS can add a standard RM check list for Certification and Accreditation (C&A) reviewers responsible of authorizing the IT systems to operate. Authorization to operate (ATO) is released by each OPDIV indicating that the system has met the required security policies. RM could use a similar process or leverage the existing C&A process to make sure that all systems are scheduled.
	

	Federal Record Centers Audits
	OPDIVs are in the process of compiling this list.  No specific format has been identified and there are no tools available to the ROs to track facilities and their compliance to the NARA Bulletin 2008-06.
	HHS should include the facility inventory and compliance needs in the functional requirements for a RMA solution. A target process should be defined for recurring inventories of facilities and the compliance process.  Compliance deadline for the storage facilities to meet the NARA standard is August 31, 2011.
	36 CFR part 1228, subpart K

	Resources
	ROs are overwhelmed with the amount of work in support of the RM program. Some OPDIV ROs and liaisons are not able to focus their full attention to the task of RM and have to find balance between available resources and work related requirements.
	A better integration of RM into to the organization’s processes and the implementation of an electronic Records Management system will help automate manual and time-consuming tasks, freeing agency personnel time. Streamlined processes and a Records Management system will allow Records Officers to spend more time supporting core processes and less on reporting and responding to data calls.
	

	Training
	HHS has been providing training for Records Officers, managers, liaisons, and employees. Training requirements should be included in the HR RM requirements.
	Training is directly related to the amount of records created and retained.  HHS should continue to provide training and improve RM reach out when possible. The development of a better e-mail recordkeeping solution with automated features will help employees to better follow RM guidance.  
	36 CFR part 1228, subpart K

	Unique Records Schedules
	The HHS record schedules inventory is on the way. Before any electronic solution is evaluated and implemented, HHS needs to have a clear view of the OPDIVs record schedules and file plans.  For all OPDIVs, the process of maintain a record schedule is a manual process.
	Before the functional requirements process begins, HHS should have the complete list of schedules. HHS should also have considered the “big buckets” approach as suggested in NARA’s Bulletin 2008-04.  
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Appendix D Business Process Analysis
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          

Develop Disposition Schedules

          

Develop File plan *



Disposition

Dispose Temporary Records
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Transfer Permanent Records

          

Place materials into Reference Library

Program Evaluation

          

Develop Evaluation Procedures
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Develop Audits trails

      

Perform Inspections

    

Conduct Annual Assessment

          

Special Records Management Requirements

Vital Records 

 

Training
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

Develop Records Management Training

      

Provide Training and Guidance to all employees



***

 

Manage RM program

Maintain Guidelines and Standards

Develop/Maintain RM position descriptions

Develop/Maintain RM position descriptions Performance Measures

Manage development of Annual RM Assessment

           

Maintain RM Policies

Develop RM performance measures

Perform EPLC Critical Partner Reviews*

Target Target Target Target Target Target Target Target Target Target Target

Target

Oversee System Disposition

Web Records: W. * Not standarized within HHS. This will be part of the target

Electronic Records: ER. ** Referece is OPDIV has develop its own policy

Micrographics: M. *** RM Training module is being planned.

Email: E.

Bio: B.
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Applicable to all:    All




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Appendix E RM Organizational Structure
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Appendix F   HHS E-mail Systems High-level Diagram
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Appendix G   Document and Web Management Systems List

	OPDIV
	Document Management System Name
	Alias
	Description

	ASPA, OS
	OS ASPA HHS Enterprise Portal
	HHS Web Portal
	The portal allows cross-agency, cross-Government and external collaboration with Federal employees and contractors alike for work on related projects and goals.

	ASPA, OS
	OS ASPA Web Content Management System
	WCMS
	WCMS distributes content onto the HHS websites. It manages the life of a piece of content by providing tools for its creation, management, distribution, and publication. It also manages the archival of content that has expired and no longer needs to be on the website. 

	ASPR, OS
	OS ASPR Management Tools
	BMT
	OS ASPR BARDA's initiative for Project Management and Document Management

	CDC
	Enterprise Communications Technology Platform (1120)
	
	The Enterprise Communication Technology Platform (ECTP) provides communication and collaboration capabilities that allow all CDC programs to interoperate in a controlled, secure fashion with external partners. It provides (1) secure high-availability alerting capability via phone, e-mail, web page, and text messaging; (2) secure web-based collaboration including file sharing, workflow execution, discussion forums, and team task management; (3) a comprehensive electronic directory of state public health, CDC, hospital, and lab personnel and organizations, with information maintained by multiple CDC programs, authorized contacts in state health Departments, and authoritative data feeds; (4) electronic interchange of alert and directory information between CDC and state health Department systems.  It supports both emergencies and routine operations and by design provides both turnkey and system-to-system services to many diverse CDC programs. 

	CMS
	Document Tracking System
	DTS
	Document and Telephonic Tracking system

	CMS
	Policy Index Filing System
	Policy Index Filing System
	Tracks policy letter or documents

	CMS
	Provantage
	PROVANTAGE
	Peer Review Organization (PRO) interface to local quality improvement and case data. Document Storage/Tracking Active; All else retired 09/2002

	CVM, FDA
	CVM Communication Database
	CVM Com DB
	Provide a centralized repository for CVM speeches and presentation

	CVM, FDA
	FDA CVM Corporate Document Management System
	CDMS
	CDMS uses Documentum (a COTS document management system).  It serves as a secure centralized repository for key documents.  It allows for workflow, versioning and storage of electronic records.  It is tied to CVM's tracking and analysis applications via a web service allowing the capabilities of CDMS to be available to our users via the Corporate Document Portal.  The system provides a single access point to search, retrieve and annotate policy and regulation documents, labels and CVM generated review documents and letters related to the sponsor submissions.

	FDA
	Publication and Presentation Database
	Pubs
	Searchable database of publications and presentations by FDA authors

	FDA
	Electronic Document Storage and Review
	EDSR
	Electronic Document Storage & Review provides an electronic content & Records Management capability to centralize & secure access to all agency electronic records.  EDR systems across FDA are being reviewed for potential migration to EDSR in FY10.

	HRSA
	HRSA Knowledge Gateway
	
	The system houses public and private resources related to healthcare improvement, data reported by healthcare organizations on quality improvement measures.  Documents are uploaded by members with specific rights to particular groups without restriction.  Documents are uploaded to the public area after thorough review.

	NIH
	NIH OD/ORF EDMS
	
	Electronic document management 

	NIH
	NIH OD/ORS RELAIS
	
	Library workflow systems - inter-library loans and delivering documents 

	NIH
	NIH NINDS SharePoint Document Library
	
	

	OCIO, OS
	OS ASRT HHS OCIO Collaboration Portal
	OCIO Collaboration Portal
	The OCIO Collaboration Portal is an integrated web portal application server that provides content management, collaboration, and enterprise search, accelerating shared business processes, and facilitating information sharing across boundaries. It is used to collect and publish HHS EA, CPIC, Security, and OCIO level documents to internal stakeholders.


Appendix H   Records Management Systems List

	OPDIV
	IT System Name
	Alias
	Description
	Lifecycle stage

	CDC
	Records Management System (382)
	
	SQL system for submitting requests for records storage; provides access to inactive CDC records which are stored in archive.
	

	CMS
	Records Management System
	RMS
	The Records Management System is a client server application written in Visual Basic for the Agency Records Officer to manage the storage, retrieval, and disposal of Agency files stored in the Mezzanine level in the onsite warehouse.  Boxes of files are assigned unique accession numbers and storage locations.  Various reports are produced: Destroyed/Requested Records, List of Accessions, Boxes Out on Loan, Move Requests, Used/Unused Locations, Customer/Component Lists, etc. CMS Information Security Suite (CISS) # 1902 FISMA Family Number: 17.B.
	

	CMS
	Regulations Records Management
	RRM
	Maintains Records Management information for the Regulations.   This includes when the boxes are in CMS, the CMS warehouse or the Federal Record Center.
	

	CMS
	CMS Document Management
	NM
	This project will provide guidance on electronic Records Management and will enable CMS to transfer electronic records to the National Archives and Records Administration.
	Operations and Maintenance

	FDA
	Universal Records Management
	URM
	Records Management application
	

	FDA
	AIMS Core - Record/Case Management Application Module
	RC
	A tracking application that integrates with Documentum and AIMS core to manage the business process of receiving, responding and managing incoming and outgoing office correspondence and projects.
	

	FDA
	FDA Common EDR
	EDR
	The Common Electronic Document Room provides electronic content and Records Management capability to centralize and secure access to all agency electronic records, enhancing availability to all FDA documents across center lines.
	Planning

	FDA
	FDA Accelerated Submission Tracking and Review
	FASTAR
	The FDA Accelerated Submission Tracking & Review System (FASTAR) is a flexible, electronic means to receive, log, track, assign, process, & manage official submissions. Systems across FDA are being reviewed for potential migration to FASTAR in FY10.
	Planning

	NIH
	NIH NCCAM Records Management Database
	
	
	

	NIH
	NIH NINDS FinEx
	
	National Institute of Neurological Disorder and Stroke (NINDS)
	

	NIH
	NIH NIGMS Document Management/Workflow System
	NIGMS
	Integration and customization of electronic document management and workflow tool. Product selected is aligned with NIH architecture.
	Mixed Life Cycle

	OCIO, OS
	OS ASRT HHS OCIO Collaboration Portal
	OCIO Collaboration Portal
	The OCIO Collaboration Portal is an integrated web portal application server that provides content management, collaboration, and enterprise search, accelerating shared business processes, and facilitating information sharing across boundaries. It is used to collect and publish HHS EA, CPIC, Security, and OCIO level documents to internal stakeholders.
	

	OCIO, OS
	OS IOS Strategic Work Information and Folder Transfer
	SWIFT
	The Strategic Work Information and Folder Transfer (SWIFT) is the Immediate Office of the Secretary's System that collects, routes, and manage correspondence for the Secretary.
	Operations and Maintenance


Appendix I   HHS Business Area Diagram
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HHS Business Areas

· Access to care
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Appendix J  Inclusion of functional analysis into Segment Development Methodologies
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Appendix K   RM Product Registry, DOD 5015.02-STD 04/07
	Name(s)
	Product Name(s)
	Valid Through
	
	
	
	Basic Test Configuration Information

	
	
	
	
	
	
	RMA Server Operating System(s)
	RMA Database(s)
	Email Client(s)

	Oracle USA
	Oracle Universal Records Management 11g
	12/28/2011
	X
	X
	X
	- MS Windows Server 2008 
- Oracle Enterprise Linux 5
	- MS SQL Server 2005 
- Oracle 11g
	- MS Outlook 2007 
- Oracle Beehive Server r1

	Open Text, Inc.
	Open Text Records Management 4.2 (formerly known as Livelink ECM - Records Management)
	11/21/2011
	X
	X
	 
	- MS Windows Server 2003 (SP1) 
- Solaris 10
	- MS SQL Server 2005 
- Oracle 10g
	- MS Outlook 2003 
- MS Outlook 2007

	Open Text, Inc.
	Open Text Extended ECM for SAP Solutions 9.7.1
	11/21/2011
	X
	 
	 
	- MS Windows Server 2003 (SP1)
	- Oracle 10g
	- MS Outlook 2003 
- MS Outlook 2007

	Open Text, Inc.
	Open Text Content Lifecycle Management Services for MS SharePoint 10.1
	11/21/2011
	X
	 
	 
	- MS Windows Server 2003 (SP1)
	- MS SQL Server 2005
	- MS Outlook 2003 
- MS Outlook 2007

	Systemware, Inc.
	Systemware Records Manager 1.1.0
	10/23/2011
	X
	 
	 
	-MS Windows 2003 Server (SP2)
	-MS SQL Server 2005 (SP1)
	-MS Outlook Express 6

	IBM Corporation
	IBM FileNet Records Manager v4.5.0
	9/23/2011
	X
	X
	 
	-IBM AIX v5.3.0
-MS Windows Server 2003 R2 (SP1)
	-IBM DB2 v9.1.0.4
-MS SQL Server 2000 (SP4)
	-MS Outlook 2003

	CA, Inc.
	CA Records Manager r12 with EMC Documentum v5.2
	7/25/2011
	X
	 
	 
	-MS Windows Server 2003 R2 (SP2)
-MS Windows Server 2000 (SP4)
	-MS SQL Server 2005 (SP1)
-Oracle 10g
	-MS Outlook 2003 (SP2)
-GroupWise 7 Lotus Notes 7.02 

	CA, Inc.
	CA Records Manager r12 with Microsoft Office SharePoint Server 2007
	7/25/2011
	X
	 
	 
	-MS Windows Server 2003 R2 (SP2)
-MS Windows Server 2000 (SP4)
	-MS SQL Server 2005 (SP1)
-Oracle 10g
	-MS Outlook 2003 (SP2)
-GroupWise 7 Lotus Notes 7.02

	Feith Systems and Software, Inc.
	Feith Document Database 8
	5/1/2011
	X
	X
	 
	-MS Windows Server 2003 R2 Enterprise x64 Edition (SP2)
	-MS SQL Server 2005 Enterprise Edition (64-bit)
	-MS Outlook 2003 (SP3)

	CA, Inc.
	CA Records Manager r12
	2/1/2011
	X
	 
	 
	-MS Windows 2003 Server R2 (SP2)
	-MS SQL Server 2005 (SP1) 
-Oracle 10g
	-MS Outlook 2003 (SP2)
-GroupWise 7
-Lotus Notes 7.02 


Appendix L   RM Segment Development Artifacts Based on the FSAM
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	FSAM required artifact
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	Completed artifact for RM segment



	
	


Appendix M   Records Life Cycle Diagram
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Appendix N   Records Management communication, hierarchy, reporting relationships  Diagram
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� Throughout this document, the acronym HHS refers to all Operating Divisions (OPDIVs), Office of the Secretary Staff Divisions (STAFFDIVs), and the Inspector General as a combined single entity.


2 Link to the RM Charter


� �HYPERLINK "https://ocioportal.hhs.gov/ea/ba/PlanningandAccountability/RecordsManagement/Shared%20Documents/1%20-%20Determine%20Participants%20and%20Launch%20the%20Project/RM%20Segment%20Charter.doc"�RM Segment Charter�


� http://www.archives.gov/records-mgmt/pdf/brewer-bridg121907.pdf


� http://www.hhs.gov/ocio/policy/2007-0004.001.html


� �HYPERLINK "http://www.hhs.gov/ocio/policy/recordsmanagement/2008hhsrmcannualreport.pdf"�2008 Records Management Program Annual Evaluation� 





�  See Appendix E for a high level organizational view


� �HYPERLINK "http://www.hhs.gov/ocio/policy/recordsmanagement/2008hhsrmcannualreport.pdf"�2008 Records Management Program Annual Evaluation� 


�  See Appendix I for an initial list of requirements. New requirements will be added as the analysis continues.


� HHS is only running MS Exchange servers


�  http://execsec.od.nih.gov/nihstaff/edocs/faqs.html


� Also called records management application (RMA)


� �HYPERLINK "http://enterprisearchitecture.nih.gov/NR/rdonlyres/9A541077-8228-4CEE-8BD4-0A611C72C620/0/NIHRFC0029WebContentManagementSystemsStandards.pdf"�NIH Web Content Management Systems (WCMS) Standards�


� RMS is a custom build IT system


� �HYPERLINK "http://www.archives.gov/records-mgmt/bulletins/2008/2008-07.html"�NARA Bulletin 2008-07� and �HYPERLINK "http://contacts.gsa.gov/graphics/insite/fas/OMB_M_08_15.pdf"�OMB M-08-15�


�  See Appendix A for definitions


�  The total number of IT systems at HHS depends on the visibility provided by each OPDIV


�  This number also includes many IT systems that do not contain any records but are infrastructure systems. According to NARA Bulletin 2008-03 section 3.b, “IT infrastructure systems, are not subject to the scheduling requirement”


�  �HYPERLINK "http://www.archives.gov/about/regulations/part-1234.html"�http://www.archives.gov/about/regulations/part-1234.html� 


�  �HYPERLINK "http://www.archives.gov/records-mgmt/bulletins/2006/2006-02.html"�http://www.archives.gov/records-mgmt/bulletins/2006/2006-02.html� 


�  NARA Bulletin 2006-02.5.b





�  A-130.8 - Information Management Policy


� http://www.archives.gov/records-mgmt/initiatives/cpic-checklist.pdf


�  http://www.archives.gov/records-mgmt/initiatives/sdlc-checklist.pdf


� See Appendix L


� http://www.archives.gov/records-mgmt/initiatives/bpd-checklist.pdf


� NARA Bulletin 2008-06  �HYPERLINK "http://www.archives.gov/records-mgmt/bulletins/2008/2008-06.html"�http://www.archives.gov/records-mgmt/bulletins/2008/2008-06.html� 


� Also called Modernization Blueprint
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