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1 Introduction

1.1 Purpose

This document describes how to correct problems associated with certificate chains and Microsoft Window’s Trusted Root Certification Authorities Store.   

A certificate chain is a series of linked certificates.  At one end of the chain is a Root Certificate Authority (CA), which is an entity that issues a certificate to itself and then uses that certificate to issue other certificates.  At the other end of the chain are certificates issued to end-entities such as people or web servers.  In the middle of the chain are subordinate or intermediate certificate authorities who receive their certificates from other CAs and use that certificate to issue other certificates.

The trusted root certification authorities store contains digital certificates associated with root CAs that Windows trusts.  Windows only trusts digital certificates that can chain back to a certificate contained in its Trusted Root Certification Authorities Store.  Windows refers to this trusted certificate chain as the certification path.  

Figure 1 depicts the certification path associated with HHS issued smart card and software certificates.  The end entity certificate (e.g., smart card certificate) was issued and digitally signed by the HHS SSP CA.  The HHS SSP CA’s certificate was issued and digitally signed by the Betrusted Production SSP CA.  The Betrusted Production SSP CA’s certificate was issued and digitally signed by the Common Policy CA.  The Common Policy CA issued and digitally signed its own certificate, which should appear in the Trusted Root Certification Authorities Store.
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Figure 1:  Certification Path

Certificate problems are usually due to missing or invalid root certificates or problematic certificate chains.

1.2 Scope

This guide provides instructions for resolving problems associated with two certificate chains:
· The FPKI Common Policy Root certificate chain (shown in Figure 1) that establishes the certification path for HHS issued smart card and software certificates; 

· The HHS Domain Device Root certificate chain that establishes the certification path for domain controllers which is used by Windows smart card login. 

· Remove an older version of the “Betrusted Productions SSP CA A1” intermediate CA that may cause smart card logon issues in the near future. 

The following provides pertinent identification information for the CA certificates that need to be deleted from the users’ intermediate certificate store and trusted CA certificate store and the information for the certificates that should be inserted into the appropriate certificate stores or the browser. 
1.2.1 Certificates to be deleted from HHS computers and servers: 

· Old Common Policy Root CA 

DN: CN=Common Policy,OU=FBCA,O=U.S. Government,C=us

Serial Number: 39 e3 81 54 04 c5 0a b2 47 ef fe f3 36 cf c6 98

Expiration Date: Wednesday, October 06, 2010 1:53:56 PM

Thumbprint: 76 b7 60 96 dd 14 56 29 ac 75 85 d3 70 63 c1 bc 47 86 1c 8b

· Old Betrusted Production SSP CA A1 Intermediary CA 

DN:   CN=Betrusted Production SSP CA A1,OU=Betrusted Production SSP CA A1,OU=SSP,O=Betrusted US Inc,C=US

Serial Number: 61 14 b0 a1 00 00 00 00 00 0a

Expiration Date: Wednesday, October 06, 2010 1:53:56 PM

Thumbprint: f8 e2 58 03 6b 57 57 fa ae c9 c9 e2 1d 62 05 0e f7 4a eb 2a

1.2.2 Certificates to ensure are installed on HHS computers and servers: 

· New Common Policy Root CA 

DN:   CN=Common Policy,OU=FBCA,O=U.S. Government,C=us

Serial Number: 29 36 47 aa e3 8a ac 86 4a 23 56 f2 ca b7 61 af

Expiration Date: Friday, October 15, 2027 11:08:00 AM

Thumbprint: cb 44 a0 97 85 7c 45 fa 18 7e d9 52 08 6c b9 84 1f 2d 51 b5

· New Betrusted Production SSP CA A1 Intermediary CA 

DN:   CN=Betrusted Production SSP CA A1,OU=Betrusted Production SSP CA A1,OU=SSP,O=Betrusted US Inc,C=US

Serial Number: 2b 76 26 4f 00 01 00 00 00 5d

Expiration Date: Monday, June 25, 2018 9:44:32 AM

Thumbprint: 8c f6 0a 71 99 c4 7f 4f 0c 84 6c 45 ef 34 1f 56 f0 96 49 88


The following embedded objects are P7B file types that contain the actual old certificates that are to be removed for the IE intermediate CA certificate store and the IE Trusted CA certificate store in the file “hhs-ssp-ca-b7-old-chain-to-be-removed.p7b”.  The file “hhs-ssp-ca-b7-new-chain-to-be-installed.p7b” contained that CA certificates that should be installed and or ensured are present within the proper certificate store of the browser. 
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1.3 Related Documents

· Diagnostic Guide for Windows Users
2 Solving Certificate Chain Problems

The general approach to solving HHS smart card certificate chain problems is to:

1) Remove any copies of the FPKI Common Policy Root certificate, Betrusted Production SSP CA certificate and HHS SSP CA certificates that may appear in the Trusted Root Certification Authorities Store (see Section 3.2).

2) Remove all intermediate CA certificates (see Section 3.3).
3) Power off and restart the computer
4) Re-install the Common Policy Root certificate (see Section 4.1).

If you are experiencing a problem with Windows smart card logon, where Windows is reporting that your credentials could not be verified (Figure 2), the recommended approach is to have a system administrator:

1) Remove any copies of the HHS Domain Device Root CA and DEVICE-SUBCA certificates that may appear in the Trusted Root Certification Authorities Store (see Section 3.2).

2) Remove all intermediate CA certificates (see Section 3.3).

3) Re-install the HHS Domain Device Root CA (see Section 4.2).
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Figure 2:  Windows Smart Card Login Error Message

3 Managing Certificate Stores

3.1 Viewing the Trusted Root Certification Authorities Store
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Information
	
	The Trusted Root Certification Authorities Store. The certification path, also known as the certificate chain, is a string of certificates from your smart card certificate to a certificate that is trusted by your computer.  Your computer trusts certificates that have been properly pre-loaded in your computer’s Trusted Root Certification Authorities Store.  Most certificate problems are due to problems with the certification path. 


Step 1. Start Internet Explorer [image: image6.png]


.

Step 2. At the Internet Explorer main window, click Tools→Internet Options.

[image: image7.png]£ National Instituf

>f Health (NIH) - Home Pag indows In... X
&~ [@ v ningov (%) (x] [€ cooge
Fie Edt View Favories Help
e Favoritss | g5 ) htps-n  DetS Browsing History CrivshiftsDel | o
InPrivate Browsing CirivshiftsP N
@ National Institutes of Health  Recpen Last Browsing Session iafety ¥ Tools~ @~
InPrivate Filtering CirlvshiftsF A
InPrivate Filtering Settings
s = Enpoyee o | o
PR Pop-up Block »
‘esy Nationg rsoeer
ol SmartScreen Fiter ,
e Manage Add-ons
Compatibiliy View
Compatibiliy View Settings
=
TP NiHataGlance | TSR
Fecd Deorery (flu)
A Training atNIH Windows Update k
bric: i
M JobsatNIH Developer Tooks F12

& visitor Info

Subscriptions

Windows Messenger
Diagnose Connection Problerms
Sun Java Console

Ip you safe b

<

Enables you to change settings





Figure 3:  Internet Explorer Tools Menu

Step 3. When the Internet Options pop-up window appears, select the Content tab, and click Certificates.
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Figure 4:  Internet Options Window Content Tab

Step 4. When the Certificates pop-up window appears, select the Trusted Root Certification Authorities tab.  This window displays the trusted root certificates loaded into your computer.  
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Figure 5:  Certificates Window Showing Trusted Root Certification Authorities

Step 5. Scroll down and confirm that the Common Policy certificate, with an expiration date of 10/15/2027, is present in the Trusted Root Certification Authorities store.
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Figure 6:  Common Policy Certificate in Trusted Root Store
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Warning
	
	If the Common Policy certificate is not present in the Trusted Root Certification Authorities Store, see Section 4.1 for instructions on how to install it.

If multiple Common Policy certificates are present (e.g., one expiring on 10/6/2010) see Section 3.2 for instructions on how to remove them. 




Step 6. Scroll down and confirm that the HHS Domain Device CA certificate, with an expiration date of 6/25/2027, is present in the Trusted Root Certification Authorities store.
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Figure 7:  HHS Domain Device Root Certificate in Trusted Root Store
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Warning
	
	Windows smart card login will fail (Figure 2) if the HHS Domain Device CA certificate is not in the Local Computer Trusted Root Certification Authorities store.   Even If the HHS Domain Device CA certificate is shown in the Certificates window it can still be in the wrong store (the window combines the contents of two Trusted Root Certificate Authorities stores:  Current User and Local Computer).  


3.2 How-to Remove Unwanted Root Certificates

Step 7. Follow Step 1 though Step 4 in Section 3.1, to display the Trusted Root Certification Authorities store in the Certificates window.

Step 8. Scroll down and select the certificate you want to delete (e.g., Common Policy expiring on 10/6/2010) and click Remove.
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Figure 8:  Removing Certificate from Trusted Root Certification Authorities Store

Step 9. When the pop-up window appears asking if you want to delete the selected certificate(s), click Yes.
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Figure 9:  Remove Root Certificate Confirmation Message

3.3 How-to Clear out the Intermediate Certification Authorities Store
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Information
	
	Windows automatically loads certificates into the Intermediate Certification Authorities store as it builds certification paths for end-entity certificates.   If Windows experiences a problem during the path building process (e.g., does not have a correct root certificate), the intermediate store may become corrupted with unwanted certificates resulting in problematic certification paths. 

Clearing out the Intermediate Certification Authorities store enables window to rebuild this store with the proper certificates.


Step 10. Follow Step 1 though Step 3 in Section 3.1, to display the Certificates window.

Step 11. When the Certificates pop-up window appears, select the Intermediate Certification Authorities tab.  This window displays the intermediate certificates currently cached by your computer.  
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Figure 10:  Certificates Window Showing Intermediate Certification Authorities

Step 12. Select the top certificate displayed in the Certificates window.  Then scroll down to the last certificate displayed in the window.  Press down on the Shift key and then select the bottom certificate.  With all of the certificates highlighted, click Remove.
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Figure 11:  Removing All Certificates from the Intermediate Store

Step 13. When the Certificates pop-up window appears asking if you want to delete the certificate(s) appears, click Yes.
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Figure 12:  Remove Intermediate Certificates Confirmation Message

4 How-to Install Root Certificates

The most common certificate chain problem is a missing or invalid root certificate.  This chapter provides instructions for installing two root certificates used by the HHS Public Key Infrastructure (PKI).

4.1 Install Common Policy Root Certificate
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Information
	
	This task can be performed as a normal user; you do NOT need System Administrator privileges to install Common Policy Root Certificate. 


Step 14. Download http://www.hhs.gov/ocio/esolutions/hhsidentity/hhs-ssp-ca-b7.p7b to your desktop.

Step 15. Double click on the CommonPolicyRoot.cer file icon.
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Figure 13:  CommonPolicyRoot.cer File Icon

Step 16. When the Certificate pop-up window appears, click on Install Certificate.
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Figure 14:  Install Common Policy Root Certificate

Step 17. When the Certificate Import Wizard pop-up window appears, click Next >.
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Figure 15:  Certificate Import Wizard Initial Screen

Step 18. When prompted for a Certificate Store, select the radio button to Place all certificates in the following store, and then click Browse.
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Figure 16:  Browsing for a Certificate Store

Step 19. When the Select Certificate Store pop-up window appears, check the checkbox for Show physical stores, then scroll down and double click on Trusted Root Certification Authorities.  
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Figure 17:  Select Certificate Store Pop-up Window
Step 20. With the Certificate Import Wizard displaying the Trusted Root Certification Authorities\Local Computer certificate store, click Next >.
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Figure 18:  Selecting Trusted Root Certification Authorities Certificate Store

Step 21. When prompted to complete the Certificate Import Wizard, click Finish.
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Figure 19:  Certificate Import Wizard Finish Screen

Step 22. When the Security Warning pop-up window appears, click Yes.
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Figure 20:  Security Warning for Installing Root Certificate

Step 23. When the Certificate Import Wizard import was successful pop-up window appears, click OK.
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Figure 21:  Certificate Import Wizard Success Pop-up

4.2 Install HHS Domain Device Root Certificate
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Warning
	
	System Administrator privileges are needed to perform the steps outlined in this section.  If you are not a system administrator, please contact your OPDIV helpdesk to have the HHS Domain Device Root CA Certificate installed on your computer. 


Step 24. Download http://www.hhs.gov/ocio/esolutions/hhsidentity/dst_aces_device_certificate.crt to your desktop.

Step 25. Double click on the HHSDeviceRoot.cer file icon.

[image: image31.png]HHS_DEVRO
OT.cer




Figure 22:  HHS_DeviceRoot.cer Icon

Step 26. When the Certificate pop-up window appears, click on Install Certificate.
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Figure 23:  Install HHS Domain Device Root Certificate

Step 27. When the Certificate Import Wizard pop-up window appears, click Next >.
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Figure 24:  Certificate Import Wizard Initial Screen

Step 28. When prompted for a Certificate Store, select the radio button to Place all certificates in the following store, and then click Browse.
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Figure 25:  Browsing for a Certificate Store

Step 29. When the Select Certificate Store pop-up window appears, check the checkbox for Show physical stores, then scroll down and double click on Trusted Root Certification Authorities.  
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Figure 26:  Select Certificate Store Pop-up Window
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Information
	
	There are two Trusted Root Certificate Authority (CA) certificate stores.  One store is for the Local Computer; the other is the Registry store which contains certificates tied to the current user.   For Windows smart card login to work, the HHS Domain Device Root CA certificate must be installed in the local computer trusted root CA store. 


Step 30. Select the Local Computer subfolder, under the now expanded set of Trusted Root Certification folders, and then click OK.
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Figure 27:  Select Local Computer Trusted Root Store

Step 31. With the Certificate Import Wizard displaying the Trusted Root Certification Authorities\Local Computer certificate store, click Next >.
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Figure 28:  Certificate Import Wizard with Local Computer Root Store Selected

Step 32. When prompted to complete the Certificate Import Wizard, click Finish.
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Figure 29:  Certificate Import Wizard Finish Screen

Step 33. When the Certificate Import Wizard import was successful pop-up window appears, click OK.
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Figure 30:  Certificate Import Wizard Success Pop-up
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