January 12, 2009
LOGISTICS POLICY MEMORANDUM 2009 - 01

To:

All HHS Property Management Officers
From:  

Martin J. Brown /s/


Deputy Assistant Secretary, Acquisition Management & Policy (ASAM/OAMP)
Subject:
Sensitive Items Policy for Personal Property and Equipment
Effective:  
January 1, 2009
This memorandum revises the current policy regarding the treatment of Sensitive Items to require the inclusion of all Personal Property and Equipment (PP&E) in the Property Management Information System (PMIS) if the item meets any of the criteria set forth in the attached policy statement (see Attachment 1).  This policy does not apply to real property or to contractor-held property, on-site or off-site (see revised Federal Acquisition Regulations Part 45) or to PP&E leased by a contractor for use by HHS.  This policy will be incorporated in the HHS Logistics Management Manual as part of the next revision cycle in 2009.

To assist in implementing the revised policy, we have included a revised sensitive equipment list as guidance.  If an OPDIV/STAFFDIV believes a particular item of PP&E should be tracked as a sensitive item, the OPDIV Property Management Officer (PMO) must validate that the item is critical to the mission, in accordance with the procedures stated in the policy, prior to inclusion in the PMIS.  All OPDIVs and STAFFDIVs should review and resubmit their OPDIV-specific lists to OAMP/DLP by March 31, 2009 for approval consideration.
Questions concerning this policy should be directed to the HHS Director of Logistics Policy, Mr. James Begis, at (202) 205-1239 or james.begis@hhhs.gov.
Attachment:
cc: 
HHS OPDIV/STAFFDIV – Agency Heads

Attachment 1 - HHS Sensitive Items 

The Federal Management regulation defines a Sensitive Item as Personal Property & Equipment as all items, regardless of value, that require special control and accountability due to unusual rates of loss, theft or misuse, or due to national security or export control considerations.  Such property includes weapons, ammunition, explosives, information technology equipment with memory capability, cameras, and communications equipment.  These classifications do not preclude OPDIVs/STAFFDIVs from specifying additional personal property classifications to effectively manage their programs.  The following table provides a partial listing of Sensitive Items for the Department of Health and Human Services:  
	Category
	Minimum Acquisition Threshold
	Examples include:

	Multi-functional Office Equipment
	$300.00
	Computer and video projectors, fax, copiers, scanners, & digital senders.

	Computers
	No minimum acquisition cost.
	Includes PCs, servers, laptops, & micro-mini laptops.

	Personal Digital Assistant with PC Connectivity
	No minimum acquisition cost.
	Palm Pilot, Palm M505, Blackberry’s & Handspring.

	Portable Hard Drives
	No minimum acquisition cost
	Does not include smart cards, USB memory sticks or other devices classified as “media”.

	Power Tools
	$300.00
	Includes stand alone items such as Portable compressors, generators, or table saws.

	Video Recorders/players
	$300.00
	Video (VCR), tape, dictation machines, digital compact audio disc (CD), digital video disc (DVD), & audio tape.

	Portable Instrumentation
	$300.00
	Voltmeters, O-scopes, & Watt Meters

	Hazardous Materials
	No minimum acquisition cost
	Radioactive, chemical, nuclear materials & Reagents. (See 40 CFR part 261)

	Still Cameras
	$300.00
	Digital, Laparoscopic, & , X-ray Identification

	Video Cameras
	$300.00
	Does not include surveillance equipment.

	Weapons
	No minimum acquisition cost
	Firearms

	Precious Metals             (or equipment made of same)
	No minimum acquisition cost

	Gold, Silver, Platinum, & Silver.


Attachment 1 - HHS Sensitive Items 

Personal Property & Equipment (PP&E) considered Sensitive Items must be accounted for by the Property Management Officer (PMO) in the Property Management Information System (PMIS), regardless of value, if it meets any of the following five criteria:

· (C) The item has the capacity to be re-purposed for criminal activities

· (D) The item, by its nature, has the ability to contain/use/modify/transmit/retain sensitive data, where sensitive data will be the definition established by the HHS CIO and incorporated herein by reference1
· (H) The item contains, or has components that contain modules, that can or do present an environmental hazard requiring proper disposal2
· (P) The item contains some precious metal requiring proper disposal

· (V) The item is deemed sensitive if it is vital to an OPDIV specific business process3.

1  See generally - http://intranet.hhs.gov/infosec/guidance.html and specifically -  http://intranet.hhs.gov/infosec/docs/policies_guides/HM/Havekost_Memorandum_ISP-2007-005.htm and http://intranet.hhs.gov/infosec/docs/guidance/hhs_standard_2007.pdf  (footnote 2).

2 See Logistics Management Manual - §103-42.003 HHS HAZARDOUS MATERIAL MANAGEMENT.

3 Prior to inclusion on the Sensitive Items list, an OPDIV/STAFFDIV must submit their proposed addition(s), with an explanation for each item, to ASAM/OAMP for approval prior to inclusion in the PMIS by PSC.
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