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DEFINING THE FUTURE
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Definitions

Term Subject Description Comments Examples

Authentication | User Determine whether the Usually lasts for Username +

end-user is actually the the duration of password

individual he/she claims session Smart cards

to be _ _

Blometrics
Authorization | Request Determine whether a Requester may not | Dr. Kildare is

requested service should | be the same as the | authorized to

be provided or denied end-user (e.g., receive lab test
office staff acting results on patient
on behalf of John Smith
physician)

Assertion Information | Information passed The receiver of the | Dr. Kildare’s EHR
about user between systems in assertion cannot asserts to a Data
or requester | support of authorization independently Location Service

validate (i.e. must | that Dr. Kildare is
trust) the truth of requesting lab
the assertion results
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Authentication options

User logs | Authentication | Implications Pros Cons
on into done by
Edge system | Edge system Edge system = Easy to implement = Trust required
must assert - -
Y = Local control over = |dentity matching
identity of user account provisioning | across domains
Edge system | Health Information | Single-sign on = Easier for users = Harder to
Network across multiple | At implement
Authentication edge Iag:r\c];;rnldentlty = Account
Service applications provisioning
Health Health Information | Portal can be = Allows access to = Account
Information | Network Service considered users who do not provisioning
Network Portal another kind of have EHRs or other across
Service edge system edge systems organizations

Portal
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Authorization options (not mutually exclusive)

Location where rules | Implications Pros Cons
are applied
Requesting edge system Authorization is | = Simplest to implement | =Requires full trust
asserted or (many edge

= Patient consent can only
be applied by on-the-spot
assertion

implied by the applications already
request include authorization
mechanisms)

Data provider edge system | Access control | =Data owners exert more | =Requestor identity must

rules stored direct control - less be asserted
Sl;gg with the trust = Patient preferences
= Good support for individually maintained at
patient-specific rules each data source

Health Information Network | Decouples = Patient preferences can | = Requires discovery of
Service Provider authorization be maintained in one service provider

rules from both place maintaining patient

data requestor preferences (may differ

and provider from provider facilitating

request transaction)
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Types of Assertions

Information asserted

Implications

Pros

cons

|dentity of user, requester,
Or requester’s organization

Authorization to
be determined
based on
asserted identity

= Flexibility —
authorization rules can
be applied at multiple
places

= Supports provider-
based access control

= Requires shared
understanding of identity.
Options:
= Shared directory
= Unique identifier
= Probabilistic matching

Role Authorization to | = Supports role-based = Does not support
be determined access control, which provider-based access
based on can simplify control lists
asserted role authorization rules = Requires role
standardization
Authorization Assertion can be | =Does not require = Requires highest degree

explicitly
included in
message or
implicit
(assumed)

shared identity or role
standardization

of trust
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