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Introduction of Meeting Participants

Paul Feldman, Co-chair for the Confidentiality, Privacy and Security (CPS) Workgroup, called the meeting to order and offered opening comments. He stated that he believes electronic health information exchange is something that patients need now, but noted there are concerns and resistance from patients and advocates. Individuals do not trust that their highly sensitive health information will remain private, confidential, and secure based on reported commercial misuses of data. As a result they may act against their own best interests by engaging in privacy protecting behaviors, such as foregoing treatment or going to a different provider so that a particular encounter will not be entered into their permanent record. He recommends building in policies to safeguard sensitive health information as the e-health technology and methods are rapidly created and widely diffused. 
Ms. Sparrow, the Office of the National Coordinator for Health Information Technology (ONC) Program Director for the American Health Information Community (AHIC), clarified that this group serves in an advisory capacity to the Community. As such, she reminded the Workgroup members that they are operating under the Federal Advisory Committee Act (FACA). Notices for all FACA meetings are printed in the Federal Register and are open to the public; also, detailed minutes and call summaries are written and posted on the AHIC Web site.
Kirk Nahra, Co-chair for CPS, commented that the Co-chairs have had preliminary conversations about their approach for developing recommendations. They have agreed that consensus does not necessarily mean unanimity; rather the goal is to build significant majority support. They also have discussed the idea of having minority views carried through as potential recommendations. 
Workgroup members introduced themselves and briefly described their background regarding confidentiality, privacy, and security:

· Kirk Nahra is a lawyer at a Washington, DC, firm working on privacy issues, including Health Insurance Portability and Accountability Act (HIPAA) rules and other Federal and State regulations, for the health care industry.

· Paul Feldman is the Deputy Director of Health Privacy Project, a consumer advocacy organization. His experience has been as an AIDS activist.
· Jodi Daniel, the lead staff members for this Workgroup, is the Director of Policy and Research for ONC. She also serves as a project officer on the Privacy and Security Solutions contract with the Agency for Healthcare Research and Quality.

· David McDaniel led the HIPAA activities for the Veteran’s Health administration and recently became a privacy specialist at the Department of Homeland Security.

· Sue McAndrew is the Deputy Director for Health Information Privacy in the Office for Civil Rights, who enforces and administers HIPAA Privacy Rule.

· Christine Broderick (the designee for Deven McGraw) of the National Partnership for Women and Families has been involved in quality efforts to improve patient safety and privacy issues in health information technology (IT).

· Jill Dennis serves as president of the American Health Information Management Association and consults with healthcare organizations on risk management issues, including information management and privacy issues.

· Paul Uhrig is the Executive Vice President and privacy officer for SureScripts, a prescribing network which links over 95 percent of pharmacies.

· Karen Trudel (the designee for Tony Trenkle) works at the CMS to develop and interpret HIPAA security standards for the Office of E-health Standards and Services. 

· John Houston is the Privacy Officer for the University of Pittsburgh Medical Center and member of the National Committee on Vital and Health Statistics (NCVHS).

· Jeanette Thorton (the designee for Tom Wilder) works on HIPAA implementation for the AHIP member health plans, and has previous experience working on authentication issues at the Office of Management and Budget (OMB).
Purpose of the Workgroup 
Ms. Daniel provided background information on the formation of this CPS Workgroup. The Consumer Empowerment, Electronic Health Records, and Chronic Care Workgroups found they were all touching on issues of privacy, security, and confidentiality. They forwarded to the Community the recommendation to establish a separate group, pulling members from all three workgroups as well as bringing in other experts, to have a full and robust discussion of these issues. They intend for this Workgroup to receive testimony through a series of all‑day hearings; each hearing will focus on one specific issue at a time. 
For clarification, she stated this is a full workgroup, not a subgroup. The original recommendation was to form a subgroup to the Consumer Empowerment Workgroup; however, they wanted this group to have the ability to gather information, to develop recommendations, and to bring those recommendations directly to the Community. 
All full workgroups have a broad and specific charge. The Community will be asked to decide on a broad and a specific charge for this Workgroup at the next AHIC meeting on September 12. The charge most likely will resemble other Workgroup charges in tone and scope, and be based on the original recommendation, which stated this newly formed group should solicit broad input and testimony to identify viable processes to address issues that are agreeable to all key stakeholders. Issues should include: 

· Methods of patient identification
· Methods of authentication
· Methods for securing data 

· Methods for securing access to health information
· Policies for breach of health information
· Guidelines and processes to determine appropriate secondary uses of information
· A scope of work for a long‑term independent advisory body on privacy and security issues.
Given this list of issues, the staff and Co-chairs prioritized and identified a starting point for the discussions. The purpose is not to renew old debates that have already gone through rulemaking processes. However, they have heard from other groups that there are areas where existing regulations may not be applicable, for example, personal health records may not be covered HIPAA entities. Therefore, this group will focus on any holes in the regulatory framework, and any new issues that are raised when sharing information electronically. Additionally, this group will focus on issues outside the scope of other policies or practices that have already been debated at the Department of Health and Human Services. 
In terms of priorities, they proposed having the first hearing on the steps necessary to ensure appropriate first-time entry and repeated access to different types of health IT products and services, particularly in areas of identity proofing and authentication. 
Mr. Feldman added that this Workgroup was intended to support the breakthroughs of the three other workgroups and their initial demonstrable results. Therefore, the elements that the CPS Workgroup identifies should help advance the discussion and the results of the breakthrough areas. 
Workgroup Discussion

Two topics were identified for the first hearing: identity proofing and user authentication. These two issues were chosen because they come chronologically first for e-health users. Also, these issues were seen as “smaller bites” that can be practically addressed for demonstrable results. The Workgroup then can discuss whether to continue focusing on smaller issues or to address topics on a more general basis after the first hearing.

Identity proofing is the process of providing sufficient information (e.g., identity history, credentials, documents) to establish and verify a person's identity. Identity proofing already takes place throughout many industries, including healthcare; however, a standard methodology does not exist. 
Action Item: With respect to identity proofing, the CPS Workgroup should develop “breakthrough-specific” recommendations, to practically address mechanisms for providing greater confidentiality and security. 
User authentication is the process of confirming a person's claimed identity, often used as a way to grant access to data, resources, and other network services. While a username provides a foundational level of authentication, several other techniques – most notably two-factor authentication – have additional capabilities. Preventing unauthorized access to health information is one of the first steps necessary to protect confidentiality and security. 
Action Item: With respect to user authentication, the CPS Workgroup should develop “breakthrough-specific” recommendations to address practically mechanisms for providing greater confidentiality and security. 
Workgroup members were asked to identify the questions to be addressed as testimony at the hearing to be held on September 29. These questions then will be published in the Federal Register to obtain focused public comment. 
In preparation for this hearing, Workgroup members discussed the usefulness in reviewing the following:
· The NCVHS report to the Secretary on privacy of the Nationwide Health Information Network 
· OMB guidance describing the four levels of authentication
· National Institute of Standards and Technology guidance for levels of identity proofing. 
Other issues that were raised for consideration were:

· The appropriateness of having different levels of identity proofing for either different types of services or different types of users (e.g., a proxy)
· Whether patients or users should prove their identity in person, or if it can be done by phone or online 
· Types of data that would be inappropriate to collect as part of identity proofing
· Lessons learned from the financial industry in the area of user authentication
· Whether the focus is on the end user that provides the data or on the healthcare organization that then collects and uses the data.
Action Item: Workgroup members will continue identifying questions to be addressed, topics to be covered in testimony, and suggestions on potential testifiers for the first public hearing.

Next Steps

The first CPS Public Testimony Hearing is scheduled for September 29, 2006. ONC will be responsible for ensuring a fair representation of different perspectives and for organizing the various panels for the hearing. Because of the lead time required for publishing notices in the Federal Register and for inviting speakers, Workgroup members are encouraged to submit input as soon as possible. 
The Workgroup discussed the advantage for a 1-hour planning meeting prior to the first hearing. This will be in addition to ongoing discussions between the Co-chairs and the staff. This meeting would provide an opportunity to further discuss the format for the hearing, and develop specific guidance for the testifiers. 

Action Item: Workgroup members will meet for one hour prior to the first hearing.

Mr. Houston offered advice on how to have a good hearing. He stressed the importance of structure to keep the testifiers focused on specifically addressing the questions posed to them and to minimize the amount of time spent on background information or “sales pitches.” In order to do this, questions have to be published in advance and testimony has to be submitted in advance. Testifiers then can be given the option to submit other background information in writing. 
The timing of this first hearing was discussed. Ms. Daniels explained that the AHIC workgroups have four breakthrough areas and are planning pilot and demonstration projects. If the CPS Workgroup develops recommendations six months down the road, then they will have missed an opportunity to have those issues addressed through some of these projects. Therefore, the rationale is to first address manageable issues and develop recommendations by the end of this year. Additionally, this hearing can serve as a “dry run” for the group. The Workgroup then can deliberate and refine the hearing process if needed. It is possible to revisit these topics in future hearings. 
Public Input

Jim Pyles, with the American Psychoanalytic Association, commented that there has been an effort to go forward with health IT with specific technical standards without first examining what the general privacy principles should be. He hopes that this group will identify these types of general principles. Additionally, he hopes this Workgroup could provide a background paper identifying the privacy protections that already exist that apply across state lines, such as Constitutional protections, standards of medical ethics, and physician-patient privilege. This document might help establish a framework for more specific recommendations. 
Dr. Ross Martin, from Pfizer and also a member of the Consumer Empowerment Workgroup, urged the CPS Workgroup to continue the consumer focus that was in the original recommendation. The issues should not just focus on how consumers will be identified and authenticated, but also how these solutions benefit patients. He also encouraged the group to look into Prudential’s system for identity management, which is especially useful for people who have multiple licenses, board certifications, and prescriptive authority. Additionally, he recommended that the group consider the benefits of a unified perspective in addressing these issues, and identifying solutions that can be applied to industries beyond healthcare. This would help make the case for investing heavily in this infrastructure. 
Bill Braithwaite, from the eHealth Initiative, reminded the Workgroup that prior work has already been done on identity proofing, including methods such as using a notary public. He stated that testifiers should include the people who wrote the model law passed in many States for identity proofing. There is also a new model law that includes electronic identity proofing. 
Adjournment

The Co-chairs thanked the Workgroup members and adjourned the meeting.
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Disclaimer

The views expressed in written conference materials or publications and by speakers and moderators at DHHS-sponsored conferences do not necessarily reflect the official policies of the DHHS; nor does mention of trade names, commercial practices, or organizations imply endorsement by the U.S. Government.
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