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***Working Draft *** Pre-decisional***

Introduction:
The following recommendations were developed by the American Health Information Community (AHIC) Confidentiality, Privacy and Security (CPS) workgroup on the topic of patient identity proofing and at a minimum, seek to advance the specific charges of the Consumer Empowerment, Electronic Health Record (EHR) and Chronic Care workgroups respectively (pre-populated and consumer-directed medication history and registration summary as part of a personal health record (PHR), access to current and historical laboratory results and interpretations in an EHR, and secure messages between patients and their clinicians).
These recommendations are not intended to present a comprehensive or complete set of recommendations for identity-proofing for the healthcare industry. It is not the intent of the workgroup to issue recommendations that introduce barriers to the provision of efficient and effective healthcare to patients.  Rather, these recommendations are intended to serve as guiding principles for patient identity proofing in the healthcare environment.  Where a recommendation may be very suitable for a large operating environment such as a hospital or insurer, it may not be suitable for a small provider, and vice-versa.  To that end, where recommendations present optional methodologies those options should be evaluated to best ensure confidentiality, privacy, and security.

General Statements:

1) At a minimum, these recommendations advance the specific charges of the Chronic Care, EHR, and Consumer Empowerment workgroups.
a. Chronic Care - Make recommendations to the Community so that within one year, widespread use of secure messaging, as appropriate, is fostered as a means of communication between clinicians and patients about care delivery.
b. EHR - Make recommendations to the Community so that within one year, standardized, widely available and secure solutions for accessing current and historical laboratory results and interpretations is deployed for clinical care by authorized parties.
c. Consumer Empowerment - Make recommendations to the Community so that within one year, a pre-populated, consumer-directed and secure electronic registration summary is available to targeted populations. Make additional recommendations to the Community so that within one year, a widely available pre-populated medication history linked to the registration summary is deployed.
2) All health data exchanged for secure messaging or accessed through an EHR or PHR is sensitive.
3) When defining identity proofing procedures, it is important to understand that the procedures are a part of the overall process for issuing electronic identity credentials.  If those procedures are not at a comparable security level to the other parts of the process, the overall strength of the electronic identity credential issued may not satisfy the overall requirements of the application/service.
Recommendations

#1: Document(s) or the unique information therein used to perform identity proofing on a healthcare consumer, if kept, should be stored in a secure manner separate from the healthcare consumer’s clinical data.

#2:  Providers and other entities that offer healthcare consumers access to data and services through secure messaging, PHRs or EHRs should perform, or rely upon, consumer and/or authorized
 proxy identity proofing that meets or exceeds one of the requirements (R-1-4) stated below.  
A healthcare consumer’s identity can be verified by performing any of the following:
R-1: Where a face-to-face (in-person) relationship between a patient and clinician exists, in-person identity proofing should be considered by providing identity documents in-person to a healthcare provider/entity.  The following are some examples of commonly-used acceptable identity documents: 1) adherence to the identity proofing requirements of Federal Form I-9; 2) those required during the application process for a U.S. Passport; or 3) those used by a state Department of Motor Vehicles (DMV) or Motor Vehicles Administration (MVA) to issue driver’s licenses and state identification cards.

OR
R-2: 
A provider/entity willing to attest to the patient’s identity on the basis of a known, established, and durable relationship through in-person confirmation, telephonic recognition, or some other means (e.g., faxed signature).

OR
R-3:
By employing a method that would consist of both 1) requesting baseline identity data (e.g., name, address, date of birth, etc.) and 2) challenging the individual to provide some personal data or information that the individual alone should know
.

OR
R-4:
Through the use of a trusted third-party
 that has met one of the conditions defined above.
#3:  Converting from a paper-based practice to one that uses EHRs should not require a healthcare provider to identity proof their patients.  However, when presenting data to patients from an EHR (such as via flash drive, Internet, or remote access), healthcare providers should follow the identity proofing recommendation schema noted in recommendation #2.

#4:  All who provide personal health information to patients via a PHR (such as via a flash drive, populating data records stored on the Internet, or remote access), should follow the identity proofing recommendation schema noted in recommendation #2.
#5:  The Certification Commission for Healthcare Information Technology (CCHIT) should ensure that criteria for the certification of health care systems support the identity proofing practices suggested in these recommendations as well as underlying compliance with existing regulatory and statutory requirements.
Further Discussion Needed:

FD-1:  Given that the healthcare community is comprised of many affiliated organizations and each may depend on identity proofing performed elsewhere, the establishment of a consistent identity trust model is necessary. The CPS workgroup recommends that further work be performed on distributed identity architectures and trust establishment procedures.
� The workgroup would assume that establishing authority to act as a proxy would mirror the HIPAA Privacy Rule’s provisions for personal representatives or would require patient authorization.


� This action would prevent others (e.g., a family member) who may have access to that same baseline identity data information from accessing that individual’s health information.


�A trusted third-party for identity proofing may include the use of a Notary Public, State Agency, trusted peer entities, or other organization authorized to certify information is genuine.  A third-party may rely on publicly available and/or issued information that may include photo identification issued by a government agency, such as the driver’s license, passport, etc., a certified copy of a birth certificate, Social Security Card, Discharge Certificate (DD 214), or other documentation. 
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