Consumer Empowerment 

Description of Current, Intermediate, and Desired End States for Consumer Empowerment
	
	Current (2006)
	Mid-State (2009-2012)
	End State (2014-2020)

	Brief Description


	A personal health record (PHR) is a paper-based or computer-based tool that captures personal health information.

Information can be entered manually by the patient, or can be captured electronically.  Depending on who is sponsoring or operating the PHR, the data could be populated by a provider organization, health plan/employer group, or pharmacy.

The business models and architectures vary widely, from standalone to tethered to a provider, health plan, or employer group.  Few are interconnected with more than one primary source of data.  Some good functionality already exists, with much innovation occurring. 
While consumers say they value specific services that PHRs can provide, consumer PHR awareness and engagement today is fairly low.  Current interest in PHRs is found largely among providers, employers, health plans and software vendors.    
	Consumer awareness and engagement has increased through demonstration of the value of PHRs.  Multiple business models have emerged and many products are on the market.  

Industry standards exist for core functionality of PHRs, as well as for security, interoperability, portability, and authentication.  Some PHRs provide portability of data and decision support tools for consumers.  Uniform authentication methods exist to permit consumers to access both PHR applications and network data sources with minimal burden or complexity.

Policy standards exist to provide confidence in appropriate handling of personal health information by all PHR offerors, with robust privacy protections for patient data.
CCHIT certification criteria for ambulatory EHRs include a requirement that they provide data exchange capability with PHRs in compliance with current interoperability standards.
PHRs are available that have the capability to import numerous data streams depending on user needs in compliance with current interoperability standards; these data streams include claims, pharmacy data, lab results, progress notes, images, and patient reports.

A number of incentive programs and policies are now in place to support the adoption of PHRs – through federal, state, employer, and payer-based initiatives.    
	A personal health record system is a tool that facilitates the creation of a personalized experience promoting health and wellness and supporting health care of an individual.  It provides, in a convenient, easy-to-use format:

1. A comprehensive, longitudinal, accurate, privacy-protected, multi-sourced record about an individual's health; 

2. Timely, reliable and contextually sensitive information and educational programs from trusted sources that help individuals and their caregivers understand and act on personal health information and health advice; 

3. Tools to communicate with authorized stakeholders in the individual's health; and 

4. Decision support tools through which an individual can understand the risks and benefits of various pathways of action, and improve the effectiveness of interactions with healthcare providers.

The adoption of PHRs is part of a much larger transformation process that includes 
· widespread adoption of EHRs; 
· a common data set and terminology that is shared among EHRs and PHRs;

· a move from procedure- and disease-based healthcare to outcomes and wellness-based healthcare; 
· increased interaction between patients and their health care team, which may include patient advocates or coaches that facilitate coordination of care;

· increased health and IT literacy for consumers;

· and the establishment of a nationwide health information network wherein many stakeholders can share clinical information to improve individual patient and population health.  

	Components required to support the vision


	· A number of early efforts with varying business models and functionality.  

· Little connectivity with data sources.  Little to no portability.  Payers are now experimenting with standards-based payer-to-payer PHR portability.
· Some standards for interoperability and demonstrations of the capability, but limited use in the marketplace.  No functional standards or certification process, though this work is now in progress.  


	· Establishment of a methodology for the introduction of scalable, incremental improvements in functionality and breadth of interoperability.  

· Establishment of a common methodology and network for health information exchange.  

· Robust privacy protections for patient data.


	· A nationwide network that facilitates sharing of personal health data to authorized individuals and entities, under the control of the patient.  
· The data have attributes such as data source, including patient-entered data, and an indicator of whether the information has been modified.

· Enforceable uniform privacy protections that transcend local and state boundaries and that pertain to any entity or persons with access to identifiable health data.
· Robust, standard security mechanisms (including data access and data integrity controls) throughout the nationwide network
· Strong user authentication and authorization controls 
· Technical interoperability standards (among PHRs and EHRs) that permit seamless exchange of patient data while preserving meaning, and methodologies that enable portability of data 

· The standards, information exchange infrastructure, and policies enabling PHRs support a wide range of PHR implementations, allowing for growth and innovation in technology and medicine. 

· Standard terminology codes shared among PHRs and EHRs

	Defining Characteristics or Attributes of Health Care System from the Patient Perspective


	
	
	

	Interaction with the health care system
	Minimal adoption and awareness among consumers and providers.
PHRs facilitate information sharing and communication with a small percentage of integrated delivery systems.
	Adoption increasingly common, though the full value of PHRs is available to few.  
	Viable PHR options exist for nearly all patient populations.  A strong, competitive marketplace has emerged.   
PHRs provide a convenient and reliable means of sharing personal health information between consumers and members of the health care system.

	Level/type of consumer engagement in their health or health care
	Consumers with PHRs integrated with provider EHRs finding value and engagement; but, percent of population with access to such integrated PHRs very small.
Most PHR portals do not provide good tools for engagement:  the user has little control, few opportunities to input self-reported data or share data with clinicians.
	Disease management tools using PHRs shown to improve health outcomes and reduce costs. 
	· Majority of consumers have access to interoperable PHRs with comprehensive tools that engage patients in self-management and is complimentary to disease management or care management models.

	Level/type of consumer control of their health information
	Patients have rights to access their personal health information, but there are practical and functional barriers to patients accessing their data – especially in electronic form. 
	Standards and systems for exchanging authorizations have been defined.

Common systems for individual authentication are recognized by most data sources and applications.
Diverse information exchange models are emerging (consumer to consumer, patient to patient, patient to provider, provider to provider, patient to third party).  
	· Patients have access to their health information in electronic form and receive copies of their personal health information for inclusion in their PHR as a matter of course.  Patients’ rights to receive copies of their personal health information under HIPAA are more explicitly defined to include their right to receive their information in electronic format upon request.  

· Patients have control of the information in their PHR: how it is shared and with whom.  This implies that sufficient methods exist for authenticating users, including providers, patients and caregivers.  The information that is shared is sourced and tagged to indicate whether it has been altered. 

· Patients can transfer the information contained within their PHR to another PHR easily and seamlessly without losing data. PHRs can be populated from multiple data sources and portability of core PHR data is standard.

· Patients can choose to share their information with third parties (clinical researchers, etc.) at various levels (de-identified, fully identified, aggregated, etc.) in a manner that allows them to maintain control of their data sharing preferences while contributing to the expansion of our knowledge of wellness and disease. 
· Patients can chose how their information is stored – fully within a PHR, a PHR with functional pointers to data existing within various provider settings, etc.

	Implications for Key Stakeholders: roles or issues
	
	
	Multiple stakeholders can benefit from the existence a common mechanism for querying patient-controlled personal health information in a manner that supports the PHR infrastructure, respects patient privacy, and promotes innovation and patient safety.  

	
Consumers
	
	Consumers are aware that some health services are available across networks.  Uniform privacy protection must be in place.
	Consumers have no problem finding a suitable PHR and adoption is strong, although not universal.  Consumers are finding many benefits from PHRs that integrate more fully with their daily lives. Consumers have control over how their personal health information is used and disclosed.

	
Providers
	Providers don’t have strong justification for putting in the necessary infrastructure and workflow changes necessary to interact with PHRs.  
	Incentive opportunities now exist for providers who encourage PHR adoption by their patients and who actively interact with PHRs.  
	Healthcare providers (especially primary care physicians) are key partners in realizing widespread adoption of PHRs.  This implies that incentives are properly aligned so that providers find value in encouraging PHR adoption among their patients.  

	
Purchasers 
(Employers, 

Payers)
	Payers are beginning to plan the necessary infrastructure for payer-to-payer exchange of claims-based PHR data.
	
	Inclusion of mechanisms for eligibility verification as a part of PHR functionality streamlines this process for payers, providers and patients and gives patients a clearer window into the financial aspects of their healthcare.

Eligibility inquiries continue to rely on transactions between providers and health plans.  Consumers can access health care financial information from their PHR.

	
Policymakers
	There are fundamental requirements for PHRs that are absolutely required and are not fully established – especially privacy protection, authentication for data sharing, access controls, and portability.  These must be a priority in order for PHRs to realize more widespread adoption and functionality.  

	Policymakers will need to be aware of populations and communities that could be left behind as these advances overlook the underserved and the socio-economically disadvantaged.  Policymakers will need to place a priority on these communities in their demonstration projects and grantmaking efforts.  Policymakers should define a system for promulgating and enforcing policy standards that establish trust across networks.
	The PHR development process will move from start-up mode to one of continuous improvement.  Policies, standards, and regulations affecting PHRs will need to be facile enough not to hinder future progress and will need to be thoughtfully coordinated with advances in other parts of the HIT infrastructure.  

	Enablers and Barriers
	Enablers:

1. Viable business model when employers or providers pay (although sponsored model might restrict interoperability and some functions that are not to the advantage of the sponsor)
2. Some special subpopulations are early adopters

3. Leadership with federal employees or federal health care providers

4. Some early efforts to provide pre-populated data from claims data, etc.

5. Early scholarship provides insights regarding the potential benefits of PHRs and pathways to widespread adoption.

6. Growing public and political demand

7. Legislative and federal action

8. Technological advances and increasing market maturity

Barriers:

1. Lack of public education from trusted sources 

2. Lack of comprehensive incentives for PHR support, adoption and utilization or for online care.  Lack of incentives for information sharing by PHR sponsors.
3. Lack of support for special subpopulations, especially low-income, uninsured
4. Low availability of pre-populated data; lack of timely, low-cost access by patients to their own protected health information.
5. Minimal interoperability or portability

6. Concerns about privacy protection

7. Lack of PHR integration with current provider workflow; generally limited technical capabilities in the physician office.
8. Low health and/or IT literacy 

9. Lack of trust by consumer in some sponsors and data stewards, in part due to security breaches and inadequate privacy policies
10. Divergence of needs from adoption rates

11. Premature adoption of standards and particular technologies that hinders market innovation 

12. Provider fears of liability increases
	Enablers:  
1. Institutionalized (and self-sustaining) public-private collaboration processes for prioritization, coordination and sequencing of HIT efforts, standards harmonization and HIT system certification

2. Institutionalized PHR adoption facilitation through federal procurement processes and other government mediated programs, including Medicare; rollout is coupled with adequate training and incentives for providers
3. Demonstrations and case studies that clearly show the value of interoperable PHRs for various stakeholders and models for aligning incentives

4. Adoption of policies that protect patient privacy and access to protected health information as information exchange becomes more commonplace
5. Establishment of messages by federal entities on PHR use for public consumption that are shared with other PHR-promoting stakeholders; Public educational campaign on the benefits and methods for accessing PHRs.
6. Greater adoption of EHRs and electronic prescribing systems among providers that results in ease of access to structured data for populating PHRs (increasing their value to patients and healthcare providers) and functionality 
7. Establishment of policies and standards for supporting the linking of PHRs with clinical research (helping patients find clinical trials; patient-controlled use of PHR data for research purposes, etc.)

8. Development of standards for sharing consumer-focused educational information and decision support guidelines.
9. Establishment of policies or clarification of existing policies that enhance the ability of patients to receive copies of their Personal Health Information in standardized, structured electronic format for import into their PHRs.  

10. Establishment of formal longitudinal tracking of PHR adoption, utilization, and interoperability.
11. Establishment of certification for core PHR functions (including robust security and access control) that provides a floor of PHR capabilities while allowing the marketplace to continue to innovate and specialize beyond basic PHR functions.  
Barriers:

1. Providers and staff maintain business practice – based largely on liability concerns rather than actual legal restrictions – that limit patients’ ability to receive their PHI in a useful format or in a timely fashion.  Lack of adequate education on these issues and lack of case law perpetuates this challenge.   

Note:  Some forces that could move the process in either direction include employer sponsorship, plan sponsorship, use of patient incentives.
	Enablers:

1. Public education from trusted sources 

2. Comprehensive incentives for supporting PHR adoption and utilization and for providing care online
3. Support for special subpopulations

4. Pre-population of PHRs with clinical data

5. Interoperability

6. Portability

7. Privacy protection

8. Embedding of informatics as a core competency in all health profession disciplines and at all levels of training and continuing education. 

9. Establishment of formalized methods for remedying data discrepancies between EHRs and PHRs.

10. Establishment of robust record locator services that unambiguously connect patients to their protected health information.  

11. Formalization of the role of the PHR facilitator as a valued health services provider (whether tied to a clinical care provider or not) who serves as consumer educator and advocate in managing personal health information and who empowers the patient to make fullest use of the PHR.  
Barriers:

1. Inefficient or rigid workflows impede the more rapid adoption of existing solutions.
2. “Last mile” considerations for rural and other underserved or limited-access communities



	Date Achieved 

(Earliest – Latest)
	2006 (baseline)
	2009-2012
	2014 - 2020

	Assumptions (e.g., adoption rates and level of interoperability by state of change)
	
	
	Strong adoption of EHRs and electronic prescribing systems among providers.  
Widespread availability of internet access among consumers.


Notes: The workgroup placed greatest emphasis on the enablers and barriers for the Mid-term vision as these help to establish the areas of activity and priority the workgroup would like to see acted upon over the next four years.  
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