-- This document has been prepared as a conversation piece for use by the AHIC Confidentiality, Privacy, and Security workgroup --


Summary:
Broad Commentary:
On 9/29/06 the workgroup heard from eleven testifiers and several members of the public on the topics of identity proofing and user authentication.  Each testifier was part of a panel challenged to relate these topics to one of three American Health Information Community breakthrough areas (secure messaging (SM), personal health records (PHR), and electronic health records (EHR)).  While each testifier brought a different perspective to the table, many consistently repeated similar principles.  The following list while not exhaustive represents a harmonization of the key principles made by the testifiers.

	· Effectiveness
	· Balance
	· Time Burden (type of cost)
	· Workflow Burden (type of cost)

	· Tiered model
	· Risk Assessment
	· Implementation Affordability 
	· Level of Assurance

	· Accessibility (type of cost)
	· Education
	· Consistency (trust)
	· Federate Model

	· Common Processes (trust)
	· Certification
	· Secondary/Tertiary concerns
	· Leverage Existing Credentials

	· Fraud & Prevention
	· Scalability
	· Careful Collection Methods
	· In-person methodology


Specific Testimony Commentary: 
The following table should be used as a discussion tool and was created to both inform and summarize the issues presented at the hearing on 9/29/06.  From left to right each column will drill down to explore in more granularity many of the principles listed above as they relate to identity proofing and user authentication.  

	Issue Description
	Applicable Breakthrough

(SM, PHR, EHR)
	Approach Option(s)
	Option Issues & Implications

	Identity Proofing Techniques
	All
	In-person
	· Pros

· Strong Proofing (face-to-face)

· Familiar Procedures

· Preliminary education can occur

· Cons

· Resource intensive
· Scalability problem
· Susceptible to “social engineering”

	
	
	Online
	· Pros
· Easier to scale

· Questions can be tailored to the individual automatically

· Could/would lever already existing publicly available data sources

· Cons

· Perceived to be not as strong / possibly inaccurate

· Susceptible to computer security attacks

	Identity Proofing Governance
	All
	Centralized
	· Pros

· Centralized control over policies and procedures

· Uniform approach/management
· Less equipment/personnel to deploy
· Cons
· Scalability
· Inconvenient for large dispersed populations 

	
	
	De-centralized
	· Pros

· Scalable
· Policies and procedures can be tailored to the local environment

· Cons

· Deployment costs are higher
· Approach may be inconsistent across localities

	Identity Management and User Authentication
	All
	Federated
	· Pros

· Market acceptance is growing

· Technology exists to create a number of solutions

· Seems to suit the needs of the healthcare industry

· Allows for some centralization and provides for localized tailoring 

· Cons

· Developing all of the trust arrangements may be challenging

· Requires trust to be distributed to numerous credential providers who may have different verification/validation processes

· A non-compliant participant could jeopardize the trust arrangement

	
	
	Non Federated/ Limited Federation
	· Pros

· Single method used to identify

· Easier to manage

· Lower administrative costs 

· Cons

· Developing a single identity methodology in healthcare would be challenging 

	Risk Assessment / Level of Assurance 
	PHR, EHR
	One level
	· Easier to implement and less costly

· Assumes all healthcare information is at the same level of sensitivity

	
	
	Multiple levels (tiered approach)
	· Pros

· Can support more granular access to healthcare information

· Cons

· Adds complexity

· Adds potential costs to overall solution 

	Government Involvement
	ALL
	Government fostered public-private collaboration
	· Pros

· National participation

· Many stakeholders will be involved

· Cons

· Additional time needed for consensus building 

	
	
	Federal Regulation
	· Pros

· Unified national response

· Cons

· It is challenging to create requirements that meet the needs of all 50 States

	
	
	State Regulation
	· Pros

· Allows for States to tailor solutions

· Cons

· Varied implementations could lead to unintended consequences and may impede sharing and access to data

	
	
	Industry Self-Regulation
	· Pros

· Active participation would enable requirements to evolve as quickly as the industry 

· Cons

· Difficult to ensure compliance unless demanded by the public or reviewed by a third-party

	Implementations
	ALL
	New systems/procedures
	· Pros

· New technology could allow for more robust and tailored solutions

· Cons

· Cost to do so is not always feasible

· Systems may not be able to communicate with legacy systems

	
	
	Leverage existing information and systems
	· Pros
· Wealth of information currently available

· Faster, possibly easier adoption

· Cons

· Reuse of/ capture of identifiable information for purposes beyond its initial intent could present additional privacy concerns

· Lower costs

	Common Process Development
	ALL
	Standards/Criteria Development
	· Need for minimum criteria for all to follow

· Foster trust in systems

· Best practice development

· Aids consistency
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