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eRisk Working Group for Healthcare’s

Guidelines for Online Communication

Updated September 2006

The eRisk Guidelines have been developed by the eRisk Working Group for Healthcare, a consortium of professional liability carriers, medical societies and state board representatives. These Guidelines are meant to provide information to healthcare providers related to online communication and online services for patients. They are reviewed and updated regularly. These Guidelines are not meant as legal advice and clinicians are encouraged to bring any specific questions or issues related to online communication to their legal counsel.

Online Communications

The legal rules, ethical guidelines and professional etiquette that govern and guide traditional communications between the healthcare provider and patient are equally applicable to email, Web sites, list serves and other electronic services and communications.  However, the technology of online communications introduces special concerns and risks as follows:

1. Security. Online communications between healthcare clinician and patient should be conducted over a secure network, with provisions for authentication and encryption in accordance with eRisk, HIPAA and other appropriate guidelines (see Authentication Guidelines below). Standard email services do not meet these guidelines. Healthcare clinicians need to be aware of potential security risks, including unauthorized physical access that compromises the security of computer hardware, and guard against them with technologies such as automatic logout and password protection.

2. Authentication. The healthcare clinician has a responsibility to take reasonable steps to authenticate the identity of correspondent(s) in an electronic communication and to ensure that recipients of information are authorized to receive it (see Authentication Guidelines below).

3. Confidentiality. The healthcare clinician is responsible for taking reasonable steps to protect patient privacy and to guard against unauthorized use of patient healthcare information.  This should include the use of network services by clinicians that have an appropriate level of privacy and security oversight by reputable third parties.  

4. Unauthorized Access. The use of online communications may increase the risk of unauthorized distribution of patient healthcare information and create a clear record of this distribution. Healthcare clinicians should establish and follow procedures that help to mitigate this risk.

5. Informed Consent. Prior to the initiation of online communication between healthcare clinician and patient, informed consent should be obtained from the patient regarding the appropriate use and limitations of this form of communication. Clinicians should consider developing or utilizing specific written guidelines and protocols for online communications with patients, such as avoiding emergency use, heightened consideration of use for highly sensitive medical topics, appropriate expectations for response times, etc. These guidelines should be documented in the clinician’s practice policy manuals, in patient terms of service or disclosures, or in the medical record when appropriate. Clinicians should consider developing patient selection criteria to identify those patients suitable for email correspondence or other online patient services, thus eliminating persons who may not be compliant or capable of using these types of services.

6. Highly Sensitive Subject Matter. The healthcare clinician should advise patients of potential privacy risks associated with online communication related to highly sensitive medical subjects, such as issues of mental health, substance abuse, HIV status, etc. Clinicians should avoid active initial solicitation of information concerning these highly sensitive topic matters.
7. Emergency Subject matter. The healthcare clinician should advise patients of the risks associated with online communication related to emergency medical subjects such as chest pain, shortness of breath, bleeding during pregnancy, etc. Clinicians should avoid actively promoting the use of online communication to address medical emergencies.
8. Doctor-Patient Relationship. The healthcare clinician may increase their liability exposure by initiating a doctor-patient relationship solely through online interaction.  Payment for online services may further increase that exposure. With the exception of contractually defined “advise-line” services, online communications are best suited for patients previously evaluated in an office setting.   

9. Medical Records. A permanent record of online communications relevant to the ongoing medical care of the patient should be maintained as part of the patient’s medical record, whether that record is paper or electronic. Since online clinician-patient communications (including email) are discoverable in the event of malpractice litigation, only make statements you intend to be a permanent part of the medical record. Accurate and thorough documentation is effective risk management. 

10. Licensing Jurisdiction. Online interactions between a healthcare clinician and a patient are subject to requirements of state licensure. Communications online with a patient, outside of the state in which the clinician holds a license, may subject the clinician to increased risk. In particular, pathologists and radiologists interpreting specimens, slides or images sent through interstate commerce for a primary diagnosis that becomes part of the patient’s medical record, should have a license to practice medicine from the state in which the patient presents for diagnosis or where the specimen is taken or image is made. Intra- specialty consultation does not require in-state licensure, provided the consultation is requested by a physician licensed within the state and is referenced in a report they issue.  

11. Authoritative Information. Healthcare clinicians are responsible for the information they provide or make available to their patients online. Information that is provided on a medical practice Web site or provided to a specific patient via secure email or other online services should come either directly from the healthcare clinician or from a recognized and credible source after review by the clinician.

12. Commercial Information. Web sites and online communications of an advertising, promotional or marketing nature may unrealistically raise patient expectations and subject clinicians to increased liability, including implicit guarantees or implied warranty and potential violation of consumer protection laws designed to protect against deceptive business practices. This is particularly true when cosmetic procedures, off label drug use, and non-FDA approved procedures are promoted.  

Fee-Based Online Consultation 

An online consultation that is provided by a clinician to a patient using the Internet or similar electronic communications network in exchange for payment introduces additional potential risks. In a fee-based online consultation, the healthcare clinician has the same obligations for patient care and follow-up as in face-to-face, written and telephone consultations. For example, an online consultation should include an explicit follow-up plan, as clinically indicated, that is clearly communicated to the patient.

In addition to the 12 guidelines stated above, the following are additional considerations for fee-based online consultations:

1. Pre-Existing Relationship. Online consultations should occur only within the context of a previously established doctor-patient relationship that includes a face-to-face encounter when clinically appropriate.  Pre-existing relationships may be based upon contractual agreements to provide advise-line services, but the limitations of these types of services should be disclosed to the patient prior to offering the online advise service.

2. Informed Consent. Prior to the online consultation, the healthcare clinician must obtain the patient’s informed consent to participate in the consultation for a fee. The consent should include explicitly stated disclaimers and service terms pertaining to online consultations. The consent should establish appropriate expectations between clinician and patient. 

3. Medical Records. Records pertinent to the online consultation must be maintained as part of, and integrated into, the patient’s medical record.

4. Fee Disclosure. From the outset of the online consultation, the patient must be clearly informed about charges that will be incurred, and that the charges may not be reimbursed by the patient’s health insurance. If the patient chooses not to participate in the fee-based consultation, the patient should be encouraged to contact the clinician’s office by phone or other means.

5. Appropriate Charges. An online consultation should be substantive and specific to the patient’s personal health status. There should be no charge for online administrative communications such as appointment scheduling and routine prescription refill requests that do not require substantive clinician review. Healthcare clinicians should consider not charging for follow-up questions on the same subject covered in the original online consultation. 

6. Identity Disclosure. Clinical information that is provided to the patient during the course of an online consultation should come from, or be reviewed in detail by, the consulting clinician whose identity should be made clear to the patient. 

7. Available Information. Healthcare clinicians should state, within the context of the consultation or clearly within the patient terms of service agreed to in advance of requesting an online consultation, that it is based only upon information made available by the patient to the clinician during, or prior to, the online consultation, including referral to the patient’s chart when appropriate, and therefore may not be an adequate substitute for an office visit. 

8. Online Consultation vs. Online Diagnosis and Treatment. Healthcare clinicians should attempt to distinguish between online consultation related to pre-existing conditions, ongoing treatment, follow-up questions related to previously-discussed conditions etc., and new diagnosis and treatment addressed solely online. New diagnosis and treatment of conditions, solely online, may increase their liability exposure.

9. Internet Pharmacies. There are potential risks when patients are referred to on-line pharmacies, since some employ “cyberdocs” who dispense drugs without a valid doctor’s order and others may be involved in the illegal importation of prescription drugs. The National Association of Boards of Pharmacy has a Verified Internet Pharmacy Practice Sites (VIPPS) program (http://www.nabp.net/vipps/intro.asp). Pharmacies in compliance with their standards show the VIPPS seal of approval on their home page.

Personal Health Records

Personal Health Records (PHRs), the electronic storage and exchange of patient information, and electronic patient education, FDA and medical device warnings, and disease management have the potential to improve care quality and efficiency.  These PHR and related information technology services are now being promoted by the government, health plans, employers, patient advocacy groups and others.   

However, the technology of PHRs and other patient-specific information technology services introduce special concerns and potential risks:

1) Changes to Patient Data.  Patients should be advised that having or updating information contained in a PHR is NOT a substitute for bringing the information to the attention of the clinician in a traditional format (i.e. in-person, via telephone, etc.)  Clinicians who provide a PHR service for their patients, or who become aware of the fact that their patients have a PHR service, should include a specific condition in their Terms of Service that remind patients that a PHR is NOT a substitute for proactive patient-clinician communication.  Suggestions for inclusion in this patient notification are the following: 

A) It is the patient’s responsibility to notify their healthcare provider(s) if they have a PHR.

B) If a provider does not have online access to the patient’s PHR, a printed copy can be given to the provider.

C) It is the patient’s responsibility to notify their healthcare provider(s) when new information appears in their PHR – whether they personally update it or it is automatically updated by 3rd parties (i.e., health plans and other insurers, pharmacies, laboratories, etc.).

D) The provider should make clear the patient’s role vs the provider’s role, if any, in keeping the PHR accurate

E) Responsibility for the accuracy of the information in the PHR, if under the control of the patient, remains with the patient unless the provider explicitly states otherwise.

2) Patient Authentication. Patient authentication, or authentication of an authorized patient proxy (i.e. parent of a minor, authorized family member, etc.) for patient–provider online communication or for the delivery of patient data from provider to patient or to a patient’s PHR is important in order to ensure accuracy of information as well as patient privacy and confidentiality. This type of information and communication is subject to HIPAA and other security and privacy standards.  Clinicians who have access to PHR and other patient-specific clinical information and services should fulfill all applicable security and privacy regulations. Providers are encouraged to follow the following protocol for patient authentication:

A) Have a written patient authentication protocol for each practice provider and all practice personnel and require all members of the provider’s staff to be familiar with the protocol (similar to HIPAA requirements).

B) Utilize the protocol for authenticating patients with minimum standards for patient authentication when a patient is new to a practice or not well known. Examples would include requiring the production of a government-issued photo ID prior to first granting online communication or data sharing services to new patients.

C) Keep a written record, electronic or on paper, of each patient authenticated for online communication or data exchange.  This can be an integrated function of the network service that providers use to communicate and share information online with patients. The record should include the following:

1. Name of the patient

2. Date of authentication

3. Name of practice staff authenticating the patient

4. Means used to authenticate the patient

D) Providers should take care not to offer, promote or encourage patients to participate in online healthcare services where patient authentication is not addressed to at least the level offered by the provider in his/her own practice.  

3) Patient Education and Care Management.  Healthcare clinicians are responsible for the information that they provide or make available to their patients online. Information that is provided via a PHR, automated patient education programs or care management services should come either directly from the healthcare clinician or from a recognized, credible and authoritative source. 
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