HHS Program Descriptions by Critical Component
1. Adverse Event Reporting - Patient and Product Safety

2. Bi-directional Communications (feedback loop from public health to providers) 
3. Case Reporting

4. Response Management
5. Data Aggregation
1. Adverse Event Reporting - Patient and Product Safety

CDC/National Healthcare Safety Network:

The National Healthcare Safety Network (NHSN) is a web-enabled surveillance system designed for use by CDC and its healthcare partners for the purpose of improving patient and healthcare worker safety.  NHSN merges three predecessor surveillance systems maintained by the Division of Healthcare Quality Promotion (DHQP) in CDC’s National Center for Infectious Diseases (NCID). These were the National Nosocomial Infections Surveillance (NNIS) System, the National Surveillance System for Healthcare Workers, and the Dialysis Surveillance Network (DSN): Surveillance System for Bloodstream and Vascular Access Infections in Outpatient Hemodialysis Centers.  NHSN’s technical architecture facilitates rapid enhancements and modular add-ons.  Data entry is via web pages is the primary mode for data collection, but the system is designed to accept data in the form of standard electronic messages.   Both interfaces enable timely data interchanges between CDC and participating healthcare facilities. Similar to the past use of data from its three predecessors, it is expected that NHSN data, in aggregate, non-identifiable​ form, will be widely cited in scientific and technical publications.  This surveillance system provides a uniform and reliable mechanism for collecting national statistics on healthcare-assoc​iated events.  Data from the NNIS system was the sole source of information for monitoring the progress towards meeting the Healthy People 2000 objectives on hospital-associa​ted infections and Healthy People 2010 is relying on the data from the NNIS system which is being supplanted by NHSN to provide measurements for achieving hospital-associa​ted infection goals among patients in intensive care units. 
 
Health information technology and data automation can be an enormous boon for NHSN by (1) delivering more data to the system in the form of standard electronic messages that originate from healthcare application databases rather than through heads-down data entry by human intermediaries who review and abstract data from healthcare records, (2) enabling computer-based, algorithmic detection of healthcare-associated infections and other adverse events, and (3) auto-populating basic demographic and clinical descriptors that are included in the patient-level data entered into NHSN.  Capitalizing on advances in informatics and information technology will require sustained commitment and investments by both CDC and its partners in healthcare.     

AHRQ/Patient Safety Organization (PSO) Program:

The PSO Program, pursuant to PL 109-41, represents a major new Federal reporting effort that will significantly improve the quality and safety of health care in the United States.  The program will allow aggregation of data on patient safety events using common definitions and formats so that problems are recognized and addressed more rapidly and educational efforts are broad and effective.  Data on events at the provider level will be collected, analyzed, and aggregated by Patient Safety Organizations, which will then share lessons learned with participating providers.  PSOs will be encouraged to report de-identified patient safety data to AHRQ, which will provide annual reports to the Nation and disseminate information on effective approaches to improving health care quality and safety.

PSOs are likely to begin collecting information from providers sometime during 2007, after final regulations are promulgated by the Department and PSOs have had some time to form, apply to the Department , and be listed as “certified”.  HIT will play an essential role, as data collection and reporting by providers will be much more efficient if automated.  While there will undoubtedly be some providers that will choose to report to PSOs on paper, at the PSO level and nationally, aggregation of data will only feasible if automated.  There will be very strict limitations on disclosure of information outside of PSOs, however, which means that this program would not seem to represent a near term opportunity for uses cases for the NHIN contractors.

 

FDA/Postmarketing Surveillance:
MedWatch.  At the core of CDER’s drug safety program is routine postmarketing surveillance with data provided by our MedWatch and manufacturer adverse events reporting systems.  We are working to modernize FDA’s reporting systems by expanding on-line reporting, increasing interoperability, and consolidating various medical product adverse event reporting systems. 
Medical Product Safety Network (MedSun).  MedSun is a nationwide network of 350 healthcare facilities (mostly hospitals) that are collaborating to better understand medical device use in the clinical environment, with the goal of increasing the quantity and quality of user facility adverse event reporting.  The network acts as a two-way communication channel between the FDA and the clinical community and serves as a setting for applied clinical research on device issues.  MedSun staff have initiated a variety of efforts, including clinical engineering audio-conferences, device safety exchanges (highlighting best safety practices and safety solutions), and surveys on high-profile safety concerns.  Active surveillance pilot projects are being developed among a MedSun network of electrophysiologists and a VA network of interventional cardiologists to capture device-related adverse events and product problems.

Using EHRs to Improve Device Safety.  FDA is collaborating with the University of Utah to study use of health information technologies to improve device safety.  These studies are using real time “flags” in electronic medical charts to better estimate of the rate of adverse medical device events.

2. Bi-directional Communications

CDC/Epi-X: 
Epi-X is the CDC’s secure Web-based communications solution for public health professionals. Through Epi-X, CDC officials, state and local health departments, poison control centers, and other public health professionals can access and share preliminary health surveillance and outbreak information quickly and securely. Users can also be actively notified of emergent health events as they occur. Key features of Epi-X include scientific and editorial support, controlled user access, digital credentials and authentication, rapid outbreak reporting, and peer-to-peer consultation.

Since going live in December 2000, Epi-X has been in the forefront of HIT. Using digital certificates and encryption, Epi-X provides a Web-based system where public health professionals inside and outside of CDC can share sensitive information bidirectional as an outbreak investigation proceeds, without concern that evolving data might be released prematurely. Using a secure internet platform, Epi-X was designed specifically to fulfill the need for state health officers, epidemiologists, local health officers and representatives from key federal agencies to safely transmit and exchange important public health data, as it becomes available, among them. Information can be shared among all 4,100 users, or sent only to one or two key persons, depending on the needs of the sender. Over 6,500 reports have been posted on Epi-X to date, including reports on avian influenza, adverse reactions to smallpox vaccine, West Nile virus, SARS, Fusarium keratitis, and other emerging infections. Without the constant application of improved HIT systems to Epi-X, this system would be unable to serve the public health community as effectively, and reports would fail to be made in a timely manner, if at all.

CDC/ Peer to Peer Communication 
To be built on the EPI-X platform, CDC will be preparing an outreach for clinicians, laboratories and hospitals that will allow us to push out information in the manner they request (using Air 2 Web) and by segments of their specialty and/or geographic location.  It will also provide the two-way moderated forums included in EPI-X to allow CDC in circumstances such as a flu pandemic to have information coming back into CDC.  This project was just funded by HHS and should be available by end of the calendar year.

CDC/ Clinician Outreach Communication Activity:   
The Clinician Outreach Communication Activity (COCA) is a two-way informational service for clinicians staffed by the Clinician Communication Team. Clinicians receive informational updates and training announcements on a regular basis, participate in topical conference call presentations conducted by CDC subject matter experts and are able to access up-to-date web information about emergency preparedness and response, emerging infectious diseases and other similar topics. Additionally, COCA provides content and process guidance to 1-800-CDC-INFO, CDC's contact center, regarding subjects in the same scope. Clinicians can submit inquiries via the contact center or email and will receive answers via cleared material or subject matter response. Clinicians can also submit comments and suggestions to the CCT via a web-based form. Health Information Technology could aid the mission of COCA by allowing for faster inquiry and response times, increased collaboration with partner organizations and more multi-media resources - pod casts and a library of past COCA conference call audio & video files, for example. 

CDC/MMWR Dispatch 

Prompted by events of possible bioterrorism and actual terrorism in 2001, MMWR independently created a system for publishing during such crises.  To expedite such publications, MMWR established editorial guidelines to establish when online publication of MMWR Dispatches and Early Releases are warranted.  In September 2002, MMWR initiated a revision to MMWR editorial policy and publication schedule in response to terrorism and other public health emergencies.  This policy ensured that MMWR would publish such reports electronically as often as necessary to provide the latest and most accurate information regarding public health investigations, surveillance, prevention and treatment guidelines, and other clinical information.  Reports published electronically or updates of these reports are included in the weekly printed issue of MMWR.  To ensure quality, the routine MMWR editorial policies are applied in the production of these reports.  Early Releases, not issued as frequently as Dispatches, are often published to coincide with the release of information by other affiliated agencies and to ensure the coordinated release of information of mutual concern.  Since initiating MMWR Dispatches in 2002, MMWR has published these reports approximately 35 times.  Subjects of the reports have included smallpox vaccination and adverse reactions, preliminary clinical description of SARS, outbreak of monkey pox in multiple states, investigation of rabies infections in organ donor and transplant recipients, recall of contaminated nasal spray, Vibrio illnesses after Hurricane Katrina, and Fusarium keratitis in multiple states.  MMWR staff is equipped with computers so that publication of MMWR can proceed in the event of a local or national emergency.  All staff is required to test their capabilities from home or remote sites at least once each month, and personnel are on call 24 hours a day, 7 days a week.  Providing a systematic method for all these activities from submission through clearance, review, and production, MMWR can be published online from literally any site in the world. 
FDA/DailyMed:

The DailyMed initiative, a collaboration of manufacturers, FDA, National Library of Medicine, and healthcare information suppliers, will make the most current medical product information available on the Internet, free of charge.  DailyMed will facilitate up-to-date, on-line, point of care decision support for prescribers; because it will include the most current official safety and warning information, DailyMed will be a key patient safety tool.  Population of the DailyMed data base, starting with pharmaceutical products, began in October 2005.

To support this resource, FDA is helping build the necessary infrastructure.  A core component of that infrastructure is the Structured Product Labeling (SPL) standard, the electronic data standard for drug label information exchange.  This HL7 standard enables automation of medical product information, by creating a common electronic format for all parties creating, sending, and receiving labeling content.  The DailyMed is being populated with SPL documents.  SPL also supports related global IT efforts and decision support systems.  Another key component of this initiative is FDA’s Electronic Labeling Information Processing System, which automates the management of SPL changes.

3. Case Reporting

CDC/Nationally Notifiable Diseases Surveillance System:

Background:  In 1961, the CDC assumed responsibility for collecting and publishing data concerning nationally notifiable diseases.  The National Notifiable Diseases Surveillance System (NNDSS) is comprised on data reported by US states and territorial health departments to the CDC about persons suspected of having or diagnosed with a nationally notifiable infectious disease.  A nationally notifiable disease is one for which “regular, frequent, and timely information regarding individual cases is considered necessary for the prevention and control of disease.”  The list of nationally notifiable diseases is revised periodically by the Council of State and Territorial Epidemiologist (CSTE) and the CDC.  At the national level, the NNDSS data are used for monitoring trends, program planning and evaluation, policy development, research, and monitoring the effectiveness of prevention and control activities.  

Description:  Each week, provisional data sent by states and territories are error-checked, verified, aggregated, and published in tabular and graphical format in the MMWR.  The NNDSS data also undergo an end-of-year reconciliation and verification process and are published as finalized data in the MMWR Summary of Notifiable Diseases in the United States.  Weekly provisional NNDSS data are shared with CDC programs having prevention and control responsibility for the given nationally notifiable disease.  Finalized data are re-released to CDC programs and the public under terms of the NNDSS data release agreement, which was negotiated with CSTE in June 1996.  The NNDSS is undergoing major revision in the manner in which data are collected and reported to the CDC.  Data collection and reporting is transitioning from messaging standards implemented through the National Electronic Telecommunications System for Surveillance (NETSS) to the National Electronic Disease Surveillance System (NEDSS) format.  As part of the NETSS to NEDSS transition, new or modified NNDSS systems, processes, and procedures will need to be developed for quality control/assurance, to facilitate data analysis, visualization and reporting, and for maintenance of current historical and future data.

Public Health Impact:  The data reported through NNDSS allow local, state and/or federal agencies to:

· Identify individual cases or clusters in a jurisdiction to prompt intervention or prevention activities

· Identify multi-state disease outbreaks or clusters

· Monitor trends to assess the public health impact of the condition under surveillance

· Demonstrate the need for public health intervention programs and resources, as well as allocate resources

· Monitor the effectiveness of prevention, control, and intervention activities

· Formulate hypotheses for further study

CDC/National Electronic Disease Surveillance System:

Background:  The vision of NEDSS is to have integrated surveillance systems that can transfer appropriate public health, laboratory, and clinical data efficiently and securely over the Internet.  NEDSS will revolutionize public health by gathering and analyzing information quickly and accurately.  This will help improve the nation’s ability to identify and track emerging infectious diseases and potential bioterrorism attacks as well as to investigate outbreaks and monitor disease trends.  NEDSS will facilitate the collection of care report forms from providers in two important ways.  First, standards are being developed to assure uniform data collection practices across the nation.  The public health data model and common data standards recommend, for example, a minimum set of demographic data that should be collected as part of the routine surveillance.  In addition, guidelines will provide a consistent method for coding data on the data collection forms.  It is expected that standardizing data collection forms should ease the burden on physicians and their staff by providing a more uniform data entry portal for all reportable conditions via secure web-based systems or, for larger organizations via electronic data exchange that is automatic and requires minimal burden on healthcare reporters.  Second, NEDSS will include recommended standards that can be used for the automatic electronic reporting of surveillance data.  Specifically, NEDSS has recommended a standard data architecture and electronic data interchange format to allow computer systems to generate automatically electronic case reports that can be sent to local or State health departments.  These types of standards would both ease the burden on larger organizations that already have computerized data systems (such as regional laboratories, hospitals, and managed care organizations) and would facilitate the design and development of local and state-based integrated surveillance systems that can exchange electronic data with stakeholders and other trading partners in a universal way.

Description:  The NEDSS Base System Development (NBS) project is a CDC software development project that was build in response to those state public health departments that are unable to build or buy integrated surveillance systems.  The purpose of this project is to provide a NEDSS/PHIN-compliant public health integrated surveillance system for any state that wishes it.  The NEDSS Base System Development project will continue supporting those states that implement the application.  In addition to product enhancements, the 2006 goal will be to complete the software modifications needed to integrate with the new CDC NEDSS PAM Platform (NPP), a supplemental CDC NEDSS surveillance integration project nearing completion.  The NEDSS PAM (Program Area Module) Platform and individual PAMs and CAMs (CDC Application Modules) extend and expand the surveillance capabilities of NBS.  As the “next generation” of NEDSS systems, the NPP provides additional disease surveillance capability – adding programs and diseases not currently managed through NBS.  In 2006, this initiative will deliver the modular base PAM Platform that will enable the implementation of stand-alone, integratable Program Area Modules supporting Adult and Childhood Lead, Tuberculosis, and Varicella surveillance.  A Sexually Transmitted Disease surveillance PAM is also scheduled for a 2006 release, following initial three PAMs listed above.  A CAM for the National Health Safety Network will also be delivered and implemented at the CDC in 2006.  Finally, PAMs for Stroke, Violent Death, and others are also being evaluated for inclusion in 2006.

Public Health Impact: Surveillance serves at least eight public health functions, including support for:

· Case identification, detection, and public health interventions

· Estimating the impact of a disease or injury

· Portraying the natural history of a health condition

· Determining the distribution and spread of illness

· Generating hypotheses and stimulating research

· Evaluation prevention and control methods

· Facilitating planning and response actions

Disease surveillance systems provide state and local public health officials that information they require to identify, qualify, quantify, and analyze disease statistics, while providing a platform for effective response and control of disease-related events.  

4. Response Management

CDC/Countermeasure and Response Administration (CRA):

The CRA initiative is a key component of the national Public Health Information Network. In order to expand local, state, and federal capacity, CRA provides the technical specifications and standards as well as a PHIN-compliant system for state and locals to use in order to proactively have the capacity to track and manage countermeasures.  The primary objective of the initiative is to increase the capacity of local and state partners in tracking and managing countermeasures.  In addition to being a tool for entering individual countermeasure distribution (patient level), CRA can receive data from other PHIN-compliant systems. In alignment with National Health IT initiatives, CRA enables secure data exchange using industry standards, resulting in reduction in duplicate data entry.
In support of this objective, the initiative currently receives data on continuing smallpox September, 2006.  Planned expansion of CRA capabilities include; additional vaccinations beyond Smallpox and Influenza including IND or FDA-approved Category A agent vaccination or prophylaxis, additional pharmaceuticals beyond Cipro and doxy, including other antimicrobial prophylaxis and controlled pharmaceuticals, isolation and quarantine related data, deployment with SNS push packs for use by state and local response teams (i.e. for use in PODs)
CRA promotes the following:

· Interoperability by offering multiple use modes such as:

· On line web based PHIN compliant system

· Deployable PHIN compliant system

· PHIN compliant messaging

· Standardization through HL7 compliant messaging

· Open system using standards based and open source technology

· Data sharing by developing web service architecture and interfacing with other CDC based PH systems

· Data mining by storing collected information in a data warehouse

· Security through certification and accreditation, encryption, two part authentication using digital certificates, and authorization

5. Data Aggregation 
CDC/BioSense:

BioSense is a national program intended to improve the nation’s capabilities for conducting near real-time biosurveillance and health situational awareness through access to existing data from healthcare organizations across the country. BioSense is developing and implementing enhanced capabilities for early event detection and real-time health situational awareness. The primary objective is to expedite event recognition and response coordination among federal, state, and local public health and healthcare organizations by providing each level of public health access to the same data, at the same time.

Specifically, BioSense focuses on:

· Data transmission: assuring the secure, timely, routine receipt of health data for public health surveillance.

· Data analysis: utilizing advanced analytic methods to detect events and to enable cities and states to use these methods to interpret results in as close to real-time as possible.

· Data reporting: on a near real-time basis, providing useful views of the data, including time series analysis and geospatial displays, for colleagues in state and local health departments, as well as for CDC program staff.
· Public Health Response: providing local data to state and local public health officials, and support their use and interpretation of these data for investigations, outbreak response and public health interventions.
FDA/DataMining:  

FDA is piloting data mining techniques on existing databases to uncover patterns in adverse events earlier in the postmarketing use of a drug.  Cooperative agreements have enabled FDA to study pertinent safety questions via population databases.  Our partners in this effort include Harvard Pilgrim Health Plan/Fallon Clinic/Health Partners, Kaiser Foundation Research Institute, Vanderbilt University, and Ingenix, Inc. (a subsidiary of UnitedHealth Group).

FDA has also explored data mining of EHRs in collaboration with the Department of Defense. 
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