July 27, 2006

Venette Roberts
Office of the National Coordinator
330 C Street SW, Suite 4090 
Washington, DC 20201

Dear Consumer Empowerment Workgroup Members:

We the undersigned consumer and patient organizations would like to express support for advancing an agenda of policies and standards that will enable electronic health information exchange throughout the nation’s health care system.  We believe that expanded use of health information technology will help patients and their families assume a more participatory role in their own health care, improve the safety and quality of care, and increase system efficiency.  We respectfully submit this testimony on Personal Health Records (PHRs) with the hope that it will stimulate the Consumer Empowerment (CE) workgroup of the AHIC to think about the position of PHRs in the context of the broader national health information exchange (HIE) agenda.  

As requested, we will address some of the questions outlined in the Federal Register notice (Vol. 71, No. 136).  In so doing, however, we question the CE workgroup’s current emphasis on PHR promotion absent consideration of the current barriers to health information exchange.  While there is certainly value in providing people with the means to record their medical histories, track medication use, and list procedures, the current set of PHR options are still a long way from providing health care consumers with an electronic medium through which they can efficiently and affordably manage all of their health information – wherever it exists.  We believe that the real, transformative value in these applications will only be achieved when secure, appropriate, and authorized information exchange between relevant parties is enabled.  As such, we believe the government’s current efforts should be focused on eliminating barriers to and aligning incentives in support of secure and appropriate information exchange.    

Today, most PHRs either provide patients with a view of their clinical health record (through a provider entity) or exist as freestanding, isolated repositories that allow people to store personal health information. While somewhat useful, most of these PHRs either require that the patient manually type in all of their important health data, or they have a tethered data sharing relationship with a provider, institution, or RHIO that “pushes” the clinical information to the consumer.  In none of the existing PHR models can a patient identify a complete set of institutions storing their health-related information, provide each one with a set of instructions for how to manage and share the information they house, and then view that information in a user-friendly fashion.  

It is with this vision of the goal that we address the following questions:

1. What is needed to increase consumer awareness and engagement in PHRs?

By definition, this question puts the cart before the horse.  When and if the market creates PHR applications that provide real value to patients and their family members, then the federal government will not have to expend its limited resources increasing consumer awareness.  Instead, we believe that ONC and other federal agencies should be working to resolve the abovementioned barriers to secure and appropriate information exchange.

2. What are the most valuable features and functions of a PHR from the patient perspective?

As described above, the greatest value of PHRs will be realized when health care consumers can access, manage, consolidate and use all of the health information they consider to be important.  Given the broad array of consumer preferences and conditions, the “most valuable” features and functions likely will be highly variable.  For a person with asthma, the most valuable feature may be a daily import of the pollen count from the local weather forecast, whereas – for a person taking coumadin for stroke prevention – it may be the download of PT/INR blood test results from the lab.  

We hope that in championing certain features and functions, the government does not inadvertently constrain the potential range of options desired by health care consumers and imagined by market innovators. Rather, it is our view that the government’s efforts would best be directed in identifying the minimum set of consumer-empowerment provisions that should be necessary elements for any PHR (see below).    

3. Would a minimum set of PHR elements ensure that consumers have the features and options most important to them when choosing a PHR?  

As indicated above, different health care consumers with a variety of health care needs may require different features and functions from their PHR applications.  What is universally needed, however, is the assurance that the information in the PHR – whatever information that may be – can be securely stored and exchanged, and shared according to the privacy preferences exercised by the individual consumer.  We believe, therefore, that all PHRs with information exchange capabilities (i.e., more than just static data repositories) should meet the following minimum set of standards:

· A clear, user-friendly, and complete process for establishing terms and conditions of use

· User-determined access and edit permissions

· User-determined permissions for data use

· Internal audit functions (enables PHR owner to see who has viewed/input information into their PHR)

· External audit function (enables PHR owner to be notified when another system requests information from their PHR)

· Interoperability with other PHR and EHR systems 

· Ability for the user to include all health information perceived to be relevant and useful  

Though not an element of specific PHR applications, we strongly urge the workgroup to address means of ensuring that PHRs (regardless of vendor affiliation) will be fully covered under HIPAA and other relevant state and federal privacy laws.

4. Who should identify the most important elements of a PHR?
We believe that a publicly accountable, independent body with a transparent process should work with all affected stakeholders to oversee the emerging PHR market.  Regardless of where this authority resides, there should exist the power and resources necessary to enforce proper labeling of PHR systems consistent with mandatory elements listed above.  And, as we believe that HIPAA standards for PHRs should be mandatory, the Department of Health and Human Services should have the power and resources for detection and enforcement of violations.  

5. Please comment on how health and HIT literacy needs should be addressed
through PHRs.
As suggested in our response to Q2 above, a broad range of PHRs and supporting applications will be required to meet the vast array of consumer needs and preferences.  Appreciating that many Americans lack the health literacy required to truly understand medication package inserts – let alone medical claims data provided by a payer through a PHR – there is great opportunity for market innovation on this front.  Greatly facilitating this process, however, would be the move toward agreements on a common set of interoperable personal health information data elements.  This would allow health data from a wide range of sources to be shared easily and consistently in a way that supports consumer engagement.

6. How can interoperability be achieved between PHRs and EHRs, and when?
Achieving interoperability between EHRs and PHRs is an essential step in providing value to both health care consumers and their providers, particularly from a coordination of care perspective.  One critical component involves the technical capabilities for standards-based interoperability between PHRs and EHRs.  As important as working through these standards-based interoperability challenges, however, are the systems, business case, and policy challenges inhibiting such exchange.  Given that the Health Information Technology Standards Panel already is tasked with considering standards challenges as they are issued by the AHIC, we believe the focus of future interoperability efforts needs to address these other systems, business, and policy challenges.  Given the scope of this exercise, it seems unwise to speculate as to a reasonable timeframe for this activity.
 

7. How can interoperability be achieved between PHRs and all of the
providers from whom the patient receives health care services, and when?

As stated above, we believe that connecting health care consumers to the full spectrum of their health information – wherever it may reside -  is essential for real consumer empowerment.  Achieving interoperability between EHRs and PHRs is an essential step, but not all sources of health information will be associated with an EHR application.  Given this added layer of complexity, the technical standards, systems, business case, and policy challenges only heighten the need for a thoughtful, deliberate, and prudent process for moving the health information exchange agenda forward. 

8. Should the market be left alone for innovation, or could vendors compete around a minimum criteria set for PHRs?

As stated above, we believe that a publicly accountable, independent body with a transparent process should work with all affected stakeholders to oversee the emerging PHR market.  Regardless of where this authority resides, there should exist the power and resources necessary to enforce proper labeling of PHR systems consistent with mandatory elements listed above.  Please see response to questions 2-4 above for more detail.


9. If you think certification is necessary for privacy and security,
interoperability or a minimum set of functionality, is the timing important
and is there a sense of urgency given the diversity, complexity, and mobility of today’s population and the demand for availability of PHRs at the point of care?

Health care consumers should have some mechanism for determining the extent to which various PHR products meet a variety of privacy, security, interoperability, and functionality needs.  Furthermore, those offering PHR products to health care consumers should openly display their certification status and the criteria by which that certification was achieved.  Given the current PHR market, however, a significant stumbling block to this effort is the extent to which existing PHR applications meet the set of minimum standards (for PHRs with information exchange capabilities) outlined in the points above.  At present, most (if not all) PHR systems likely would “fail” certification, which leaves health care consumers with no support in choosing from among the existing products.  

As indicated above, we believe that all PHRs should fall within the purview of the HIPAA privacy rule.  With that foundational level of consumer protection, an intermediate step before certification might be to provide health care consumers with a PHR evaluation tool.  Such a tool could summarize key features, functions, and privacy and security protections offered by the various PHR applications, and help guide health care consumers to the tools that will best meet their needs.  The following (non-exhaustive) set of criteria would be required to move this idea forward:

· Full participation of a critical share of the PHR market,
· A visible, trusted, and objective entity with consumer representation to evaluate the PHR applications
· A reasonable method for verifying claims 
Thank you for your consideration of these comments.  We are committed to moving the health information exchange agenda forward in a way that affirms health care consumers in their rightful, central role.  We would welcome the opportunity to discuss these and other related concerns in more detail.  

Sincerely,

Bazelon Center for Mental Health Law 

Consumers Union

Health Privacy Project

National Consumers League

National Partnership for Women and Families

Privacy Rights Clearinghouse

