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Thank you for this opportunity to discuss consumer empowerment via personal health records or PHRs. I am a professor of psychology at the U. of Colorado-Boulder and the co-chair of the HITSP consumer empowerment technical committee. 
Consumer Empowering Personal Health Records
A personal health record (PHR) corresponds to a patient’s unique record in an EHR. Software systems with various architectures and functional capabilities are called PHRs. In Table 1, I identify four types of available PHRs: view, tethered, freestanding, and consumer-controlled/interoperable. 
Since 1998, six papers have recommended capabilities for EHRs and PHRs that would benefit individuals, including the Institute of Medicine’s influential Key Capabilities of an Electronic Health Record System. Elsewhere, I have summarized these recommendations in five categories: consumer control, data content, data storage and retrieval, interoperability, and workflow coordination. Data content, data storage and retrieval, and workflow coordination do not differentiate between the four PHR types. For example, any type of PHR could offer a medical summary, encrypted data storage, or information about disease management. 
Key Capabilities of a PHR System
Consumer control (potential for granting specific information access to all the people the individual trusts and to no one else) and interoperability (potential for automated data exchange with all standards-based EHRs that the individual trusts) do differentiate between the four PHR types and parsimoniously represent the key capabilities of PHR systems. Freestanding and consumer-controlled/interoperable PHRs offer consumer control in different ways and to different degrees. Tethered and consumer-controlled/interoperable PHRs offer interoperability in different ways and to different degrees; both could exchange continuity of care documents with other standards-based EHR, PHR, or so-called edge systems.
Types of PHR Systems

The view PHR. The Institute of Medicine, in 2003, defined a personal health record (PHR) as a view of selected information in an individual’s EHR. View PHRs are widely accessible from Websites of physicians, hospitals, pharmacies, and insurance plans. The view PHR often provides individuals with opportunities to enter or update information that only they possess including emergency contacts, allergies, and current health problems. A view PHR offers a glimpse into an individual’s record in an EHR lacking standards-based interoperability. 
Freestanding PHRs supply individuals with Web pages or storage media (such as USB sticks) for input of personal health information privileges. A person may, for example, enter critical health information into a Web-accessible medical summary form, download the form to a USB stick worn on a lanyard, so that it is available to emergency responders. A freestanding PHR offers limited consumer control; with it individuals share their store of personal health information with people they trust.
Tethered PHRs offer a view into selected information in an individual’s record in a health plan database. When the individual enters or updates information in the tethered PHR, this information is immediately accessible to all of the individuals’ in-network providers. A tethered PHR offers interoperability‑‑a glimpse into an individual’s record in an EHR equipped with standards-based interoperability.
The Consumer-Controlled/Interoperable PHR. The Markle Foundation, in 2003, defined what we call the consumer-controlled/interoperable PHR (for brevity CE PHR) as “an electronic application through which individuals can access, manage, and share their health information, and that of others for whom they are authorized, in a private, secure, and confidential environment…an Internet-based set of tools that allows people to access and coordinate their lifelong health information and make appropriate parts of it available to those who need it.” Tang and Lanksy called such a PHR the holy grail. The consumer-controlled, interoperable PHR supplies individuals with tools for: (a) controlling access to their personal health information whether stored in the PHR, pointed to by the PHR, or stored in other software systems; establishing and maintaining granular, unique, role- and relationship-based human user privileges for access to their personal information; (b) automatically exchanging information with any EHR or software application employed by people they trust. The combination of consumer control and interoperability means that individuals determine which human users of standards-based interoperable EHRs have privileges to access their personal information.
The Intersection of Individual and National Interests
PHR systems are an unknown, unstandardized product just as EHR systems were in the late ‘90s. Over the last decade, EHR vendors have worked together in standards development organizations such as HL7, ANSI, and ASTM to develop standards suitable to the business requirements of EHR users (physicians, hospitals, payers, pharmacies, labs). An independent body (CCHIT) has just announced the licensing of the first standards-based EHRs. Funded by the Office of the National Coordinator of Health Information Technology (ONC), the Health Information Technology Standards Panel (HITSP) recruited volunteer participants for three breakthrough technical committees: biosurveillance, electronic health records, and consumer empowerment. The mission of HITSP technical committees is to select and harmonize standards for a sequence of use cases that ONC has identified as consistent with NHIN rollout.
The first use case for the consumer empowerment technical committee involves an individual who employs his or her PHR to transmit registration summary and medical history (data elements in the typical physician’s office clipboard form) to a provider’s EHR. The use case does not indicate which type of PHR is involved. This is not a defect in the use case but a reflection of the newness of the PHR construct. The use case does require, for the first time, a consideration of which type of PHR aligns individual and national interests in the NHIN.
With a view or tethered PHR attached to an EHR, the mothership EHR has technical control over the privacy of individual information accessed via the PHR, but (at least as many believe) no HIPAA responsibility for the improper disclosure of PHR-accessed information. View and tethered PHRs, given technical control over permissions by a mothership EHR and arguable lack of coverage by the HIPAA privacy rule, deny rather than augment powers over personal information most dear to individuals. It would certainly be in the interest of consumers to designate view and tethered PHRs as EHR consumer interfaces and to emphasize that transmission of personal information via these interfaces is covered by HIPAA. 
The consumer-empowerment use case cannot involve a freestanding PHR that lacks the technical capabilities for standards-based interoperability with EHRs.

The designation of standards-based consumer-controlled/interoperable PHRs (CE PHRs) as NHIN edge systems would enlarge the scope of consumers’s power over their personal information just as EHRs enlarge the scope of providers’ power over their business information. The first step in the selection of CE PHR system standards would be determination of the business requirements of individual consumers for protection of the privacy, confidentiality, and security of information from their PHRs to other edge systems across the NHIN. The next step would be to identify existing standards that suit consumers’ business requirements. To faclitate selection of standards, we can consider CE PHR systems to be special instances of EHR systems in which control over permissions resides with consumers not with providers. Each PHR record can be treated as a mini-EHR in which control over permissions is exercised by the PHR administrator (consumer, family caregiver, or other designee) rather than by the EHR system administrator. As a result standards for privacy, security, and information exchange among HIPAA covered entities can be selected and harmonized for CE PHR systems.
Understanding Consumer’s Requirements for PHRs 
Real world experiences with PHR system users. My own real world experiences centers around a CE PHR system, Caregiver Alliance Web Services. The Caregiver PHR is used by individuals with chronic illnesses and disabilities and their family caregivers and by an emerging RHIO for frail elders in Colorado Springs. Parents caring for disabled children, middle-aged adults caring for frail eldery parents, and adults of all ages with chronic illnesses caring for themselves are busy, tired, anxious, and often distressed. When I think about workflow, I focus in particular on a mother who cares for teenaged twins, both with cerebral palsy, and both wheelchair bound for the rest of their lives. This same mother spends her free time advocating for children with special health care needs. A PHR system is only as good as its utility for such a mother given her unpredictable and exasperating daily workflow.

Research and Development 
Marketing research. Consumer awareness and engagement in PHRs requires a marketing effort that follows several stages of research and development. At each stage, an independent body answerable to technologists, consumer advocates, and social scientists should evaluate the results and revise next steps accordingly. A standing committee of the Institute of Medicine would seem ideal, given the IOM’s dominance in health information technology policy studies.
Consumer workflow. Stage 1 of the R& D effort would employ unobtrusive observational studies to examine how PHR products need to be fine tuned, or redesigned, to fit into the daily workflow of individuals and their family caregivers. Stage 1 would begin with recruitment of behavioral scientists (for ongoing study of the role of information technology in personal health care management) and would continue with recruitment of technophobic consumer-representative beta testers (whose primary motivation is to improve their own and their family members’ quality of life while reducing the care burden). The Stage 1 beta tester pool be enlarged for subsequent R&D stages. 
Use-Case Driven Standards Development. Stage 2 of the R& D effort would employ use cases that reflect segments of consumer workflow identified in Stage 1. In a use case driven process (such as the one that HITSP is championing), we could rely on the PHR and EHR vendor community to work together to identify and harmonize interoperability standards for PHR systems. We would expect that these standards would: (a) allow the PHR system to exchange information with an internally hosted or external RHIO document repository as suitable for consumer preferences and circumstances; (b) permit PHR system content to grow over time as required by consumers; (c) converge around content in the CCD bridge the chasm between ASTM and HL7; and, (d) anticipate a consistent RHIO infrastructure engine that will hundreds of current EHR vendors and hundreds of upcoming PHR vendors. 

Interoperability testing. Stage 3 of the R& D effort would involve vendors of diverse standards-based CE PHR products in beta-testing and field testing for interoperability with various likely NHIN edge systems. Interoperability testing (sometimes called connectathons) would begin before the NHIN infrastructure is in place and continue during and after NHIN rollout always involving consumer-representative beta testers.
Process and outcome research. Is a PHR system the holy grail that will improve the quality and outcomes of health care, particularly for individuals with chronic illnesses and disabilities? Is a PHR system the holy grail that will contain spiralling Medicaid and Medicare costs? The answer is—no one knows. Stage 4 of the R& D effort would involve longitudinal, lifecourse field trials, large representative study samples, independent, cross-disciplinary investigative teams, cutting-edge experimental and quasi-experimental designs and quantitative statistics.
Market Forces
Mandatory standards, optional accomodation to consumer workflow. Minimum standards for consumer controlled privacy and for interoperability should be required for products labelled as PHR systems. PHR vendors should be left to compete around accomodations to consumer workflow and satisfaction of consumer requirements (other than consumer control and interoperability). A suitable body, such as the FDA, should have the power and resources to enforce proper labelling of PHR systems consistent with mandatory standards. To the extent that HIPAA standards are mandated, the Department of Health and Human Services should have the power and resources for detection and enforcement of violations. 
Certification. A lightweight certification following successful participation in Stage 3 interoperability connectathons is preferable to exhaustive interoperability certification that would prevent vendors from developing and marketing standards-based PHR systems. However, the certification process is not a substitute for independent enforcement of standards, particularly those that apply to proper labelling and to protection of the privacy and security of personal information.
Conclusion
Radical transformation of U.S. health care requires radical changes in the control that individuals exercise over their personal health information. This is an opportune time to position consumer-controlled, interoperable, PHRs as an indispensible means of satisfying unique and intersecting national and individual needs. I thank you for this opportunity to comment.
Table 1. Architecture and Functionality of Personal Health Record Systems (PHRs)
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� This testimony is excerpted from a fully referenced manuscript authored by and available from Dr. Blechman and entitled, “In the national interest: Consumer-controlled, interoperable personal health records.” Address reprint requests and communications concerning this testimony to Elaine A. Blechman, Department of Psychology, U. of Colorado-Boulder, Boulder, CO 80309-0345, Fax: 303-442-3808, email: elaine.blechman@colorado.edu. I thank Charles Parisot, co-chair of the HITSP consumer-empowerment technical committee, and Mike Glickman, committee facilitator, for their contributions to this testimony.





