User Security Guidelines


Security at Home: Protect your PC

1.0 General

Prior to installing My Family Health Portrait, it is important for you to understand that any PC connected to the Internet is vulnerable to compromise. Most home users don't think their data is valuable to a hacker so you may ask, "so what can a hacker do?" Well it depends upon the nature of the attack. While some are simple nuisances that may play simple pranks, others are created with malicious intent. These more severe strains may attempt to delete information from your computer, crash it, or even steal personal information, such as passwords, credit card numbers or the personal information you enter into My Family Health Portrait. On the Internet, hackers use malicious code, such as viruses, worms, and Trojan Horses, to try to find an unprotected computer. Some hackers enjoy nothing better than breaking into vulnerable computers.

My Family Health Portrait is designed for use on Personal Computers operating Microsoft Windows 98, Windows ME, Windows 2000, Windows NT, and Windows XP. Each application installation will allow multiple users to enter data and output a unique visual pedigree. If you are using Windows 2000 Professional or Windows XP Professional, your data will be saved to a unique user file and saved files will be encrypted to protect from breach of privacy over any existing network connections.

To increase the security posture of your home PC, it is recommended you take three steps to ensure your PC is protected:

1. Use an Internet Firewall.

* A firewall is a piece of software or hardware that creates a protective barrier between your computer and potentially harmful content on the Internet. It helps guard against hackers and many computer viruses and worms. 
* Connecting to the Internet without a firewall is like leaving the keys in your car with the engine running and the doors unlocked while you run into the store. Although you may be able to get in and out before anyone notices, someone may take advantage of the opportunity. A firewall can help protect your computer against security attacks.
* You can reduce your risk of computer infection by using a firewall.
* A firewall works by examining information coming from and going to the Internet. It identifies and ignores information that comes from a dangerous location or seems suspicious. If you set up your firewall properly, hackers searching for vulnerable computers can't detect your computer.
* There are three basic types of firewalls available today. The first step in choosing a firewall is to determine which one is best for you. Your options include:

1. Software firewalls
2. Hardware routers
3. Wireless routers

* Software firewalls work well with Windows 98, Windows ME, and Windows 2000. They are a good choice for single computers. Software firewalls are available from several vendors such as Black Ice, Computer Associates, F-secure, McAfee, Panda Software, Symantec, and ZoneAlarm. HHS does not explicitly endorse any of these products.

* Hardware firewalls are a good choice for versions of the Windows operating system prior to Windows XP. Some home-networking hardware, like wireless access points and broadband routers come with built-in hardware firewalls. These help protect most home networks. The Microsoft Broadband Networking Wireless Base Station is one example of a wireless access point with a built-in hardware firewall and other home networking features.

* If you have or are planning to use a wireless network, you will need a wireless router. Only a few wireless routers come equipped with a built-in firewall, so you may need to purchase a firewall separately.

* Additional guidance for each Microsoft Operating System is provided in the sections below.

2. Get Computer Updates - check www.microsoft.com regularly for security patches and updates to your operating system. If you don't know what version of Windows you are running or which Service Pack you have, perform the following steps:

1. Click Start, and then click Run. 
2. In the box, type winver, and then click OK. 

The window that appears will show you which version of Windows your computer is using. Additional guidance for each Microsoft Operating System is provided in the sections below. 

3. Use up-to-date anti-viral software 

* Antivirus software helps protect your computer against viruses. Many computers come with antiviral software installed. You can also purchase antiviral software and install it yourself. Just having an antiviral program installed is not enough, however. You also need to keep your antiviral software up to date. 

* To determine if you have antiviral software on your computer, perform the following steps:

1. Click Start, and then click Programs. 
2. Look for the word "antivirus." You might also see the name of a popular antivirus manufacturer or package. These include: McAfee, Norton, Trend Micro, and Symantec. 
3. If you don't have antivirus software installed, check the following antivirus software companies (HHS does not explicitly endorse any of these companies): 

* Computer Associates 
* F-secure 
* McAfee 
* Panda Software 
* Symantec 
* Trend Micro 



Important Note: If you have antivirus software installed but want to install a new product from a different company, be sure to uninstall your current product before installing the new one. Having two different antivirus programs installed can cause conflicts (problems) on your computer.

* Installing antivirus software will only protect you against previous security issues. To help ensure your computer is safe, you need to keep your antivirus software up to date. Most antivirus companies offer subscription services to ensure you get the latest updates.

* To check if you have up-to-date software: Open your antivirus program from the Start menu or the taskbar notification area, and look for update status. If you still aren't sure if your antivirus software is up to date, contact your antivirus software provider.

* These guidelines for antiviral software are applicable to each version of Microsoft Operating Systems.


2.0 Operating System Specifics

My Family Health Portrait is designed for use on Personal Computers operating Microsoft Windows 98, Windows ME, Windows 2000, Windows NT, and Windows XP. Each application installation will allow multiple users to enter data and output a unique visual pedigree. If you are using Microsoft Windows 2000 Professional or Windows XP Professional, your data will be saved to a unique user file and saved files will be encrypted to protect from breach of privacy over any existing network connections. However, unless users implement additional security precautions at the machine level, other users with physical access to the PC could have ready access to their information. Therefore, it is recommended that users of My Family Health Portrait configure their PCs in accordance with the guidelines listed below for your particular operating system. 

2.1 Microsoft Windows XP

2.1.1 Internet Firewall

The Internet Connection Firewall (ICF) is built into Windows XP. It is not available as a stand-alone package, nor is it available for non-XP versions of Windows or other operating systems (e.g., Apple Macintosh or Linux).

2.1.2 Computer Updates

The most current Service Pack for Windows XP is Service Pack 2 (SP2). Windows XP SP2 provides better protection against viruses, hackers, and worms, and includes Windows Firewall, Pop-up Blocker for Internet Explorer, and the new Windows Security Center. Prior to downloading any Service Packs, security patches or system updates, you should:

1. Back up your critical information. See instructions provided below.

2. Check your computer for spy ware and other unwanted software. A variety of tools are available from other companies to detect and remove unwanted software from your computer. Here is a web site for one possible tool: 
http://www.lavasoft.de/ms/index.htm

The Department of Health and Human Services is not responsible for the quality, performance, or reliability of third-party tools.

3. Check for special update instructions from your computer's manufacturer. Microsoft works closely with PC manufacturers to test and develop products before they are released. As a result, manufacturer-specific support information for Windows XP Service Pack 2 (SP2) may already be available online. As one of the steps to ensuring you have all of the support information you need to install SP2, Microsoft recommends visiting your PC manufacturer's Web site first to search for any information about SP2 that might apply to your computer.

Below is a list of PC manufacturer sites where you can find SP2 information (HHS does not explicitly endorse any of these manufacturers).

Dell: http://support.dell.com/support/topics/global.aspx/support/kb/en/document?dn=1090448&c=us&l=en&s=gen&cs= 


IBM: http://www-307.ibm.com/pc/support/site.wss/document.do?lndocid=XBRD-XPSP2

eMachines: http://www.emachines.com/support/faqindex.html 

Premio Computers, Inc.: www.premiopc.com/windows/support/winxp/sp2/

Gateway: http://support.gateway.com/support/default.asp 

Sony: http://ciscdb.sel.sony.com/perl/news-item.pl?template=EN&news_id=39

Hewlett Packard: http://www.hp.com/pond/windowsxp/index.htm 

Toshiba America Information Systems, Inc.: http://www.csd.toshiba.com/cgi-bin/tais/su/su_navShell.jsp?cf=su_winos.html

MPC Computers: http://support.mpccorp.com/downloads/sp2.html


Use Backup to Protect Data

The Backup utility in Windows XP Professional helps you protect data from accidental loss if your system hardware or storage media fails. For example, you can use Backup to copy the data on your hard disk and archive it on another disk, tape, network share, or another system. If your hard disk is erased or damaged, you can easily restore the data from the archived copy.
To back up files to a file or a tape using the Windows XP interface

1. Open Backup. (Click Start, point to All Programs, point to Accessories, point to System Tools, and then click Backup.)
2. The Backup or Restore Wizard starts by default, unless it is disabled. If the Backup or Restore Wizard does not start by default, you can still use it to back up files by clicking the Tools menu, and then clicking Backup Wizard.
3. Click the Advanced Mode button in the Backup or Restore Wizard.
4. Click the Backup tab, and then, on the Job menu, click New.
5. Specify the files and folders you want to back up by selecting the check box to the left of a file or folder in Click to select the check box for any drive, folder, or file that you want to back up. 
6. In Backup destination, do one of the following: 

•Click File if you want to back up files and folders to a file. This is selected by default.
•Click a tape device if you want to back up files and folders to a tape. 

7.In Backup media or file name, do one of the following: 

•If you are backing up files and folders to a file, type a path and file name for the backup (.bkf) file, or click the Browse button to find a file.
•If you are backing up files and folders to a tape, click the tape you want to use. 

8. Specify any backup options you want, such as the backup type and the log file type, by clicking the Tools menu, and then clicking Options. When you have finished specifying backup options, click OK.

9. Click Start Backup, and then make any changes to the Backup Job Information dialog box.
10. If you want to set advanced backup options such as data verification or hardware compression, click Advanced. When you have finished setting advanced backup options, click OK.
11. Click Start Backup to start the backup operation. 



2.2 Microsoft 98/NT

2.2.1 Internet Firewall

* Hardware firewalls are a good choice for versions of the Windows operating system prior to Windows XP. Some home-networking hardware, like wireless access points and broadband routers come with built-in hardware firewalls. These will help protect most home systems.
* Software firewalls are also a good choice for Windows 98 and NT Workstations.
* See section 1.0 for product information.

2.2.2 Computer Updates

Microsoft no longer provides technical support for NT Workstation, Windows 98 and Windows 98 Second Edition; therefore, no additional Service Packs, security patches or updates are available.

2.3 Microsoft Millennium Edition (ME)

2.3.1 Internet Firewall

Either hardware or software firewalls are a good choice for Microsoft ME. See section 1.0 for product information.

2.3.2 Computer Updates

If you are using Microsoft Windows Me, you can use the Automatic Updates feature to download the latest Microsoft security updates automatically, when your computer is on and connected to the Internet.

If you use Microsoft Office, visit the Office Update site (http://office.microsoft.com/ProductUpdates/default.aspx) to install the latest security releases.

Important: To ensure you have all the latest updates available from Microsoft, be sure to visit Windows Update after turning on the Automatic Updates feature. Automatic Updates only downloads future updates. It does not download existing updates available for your computer. (We'll give you the full details in the second half of this Step.)

Turn on the Automatic Updates feature
1. Click Start, point to Settings, and then click Control Panel. 
2. Double click Automatic Updates.

Important: If Automatic Updates does not appear, click view all Control Panel options.

Click Automatic Updates 
3. Select an Automatic Updates setting. Microsoft recommends selecting Automatically download updates and notify me when they are ready to be installed. Follow the rest of the steps to complete setting up Automatic Updates.

Click Automatically download updates and notify me when they are ready to be installed. 

Next, get up to date using Windows Update:

Here's how you can bring your computer up to date with security updates that are currently available. You can also use these instructions to keep up with the latest non-critical updates:

Important Before you begin to update your computer, back up your files and information. If you need help, see Backing up your computer files. 

http://www.microsoft.com/athome/security/update/backup.mspx

1. Go to the Windows Update website at http://windowsupdate.microsoft.com. 
2. On the Windows Update site, click Scan for Updates. Windows Update then scans your computer and displays a pre-selected list of critical updates, including security updates and service packs.

Click Scan for updates 
Important: Slower modems might take several hours to download all recommended updates the first time you use Windows Update. Download times might vary, depending on modem speed and how many updates your computer needs. To reduce download times, run Windows Update when you are not using your computer for other Internet-related tasks. 

3. Under Pick updates to install, click Critical Updates and Service Packs. Windows Update then creates a list of the updates that are appropriate for your computer. 
4. Click Review and install updates. 
5. Select the updates to install, then click Install Now. You might have to restart your computer after installing the updates.

Click Review and install updates 

Note: Be sure to go back to Windows Update after installation to check for any additional downloads. You may need to do this several times. 

2.4 Microsoft 2000

2.4.1 Internet Firewall

* If your computer is running Windows 2000 Professional, it is recommended that you get and install either a hardware or software firewall before connecting to the Internet.
* Examples of hardware and software firewalls are provided in section 1.0. 

2.4.2 Computer Updates

Security updates help shield your computer from vulnerabilities, viruses, worms, and other threats as they are discovered. If you are using Microsoft Windows 2000 Service Pack 3 (SP3) or later, you can use the Automatic Updates feature to download the latest Windows security updates automatically when your computer is on and connected to the Internet. If you are not sure if you have the latest Windows 2000 service pack installed check your operating system version. If you use Microsoft Office, visit the Office Update site to install the latest security releases.

Important: To ensure you have all the latest updates available from Microsoft, be sure to visit Windows Update after turning on the Automatic Updates feature. Automatic Updates only downloads future updates. It does not download existing updates available for your computer. (We'll give you the full details in the second half of this Step.)

Turn on the Automatic Updates feature

1. Click Start, point to Settings, and then click Control Panel. 
2. Double click Automatic Updates. 
3. Click the Automatic Updates tab, and then select Keep my computer up to date. 
4. Select a setting. Microsoft recommends selecting Automatically download the updates, and install them on the schedule that I specify and setting a daily schedule. 

Choose Automatically download the updates and install them on a schedule that I specify 

Note: You can set the Automatic Downloads feature for any time of day. (To avoid slow-downs, we recommend a time when you will not be using the computer for other Web or e-mail tasks.) If you set up Automatic Updates to notify you, or if you forget to leave your computer on, you will see a notification balloon. Click the notification balloon to review and install the updates.

Click the balloon to install new updates 
You will now download all future updates automatically.
Next, get up to date with Windows Update
Here's how you can bring your computer up to date with security updates that are currently available. You can also use these instructions to keep up with the latest non-critical updates.

Important: Before you begin to update your computer, back up your files and information. If you need help, see Backing up your computer files. 

1. Go to the Windows Update website at http://windowsupdate.microsoft.com.

2. On the Windows Update site, click Scan for Updates. Windows Update will scan your computer and displays a pre-selected list of critical updates, including security updates and service packs.

Click Scan for updates 

Note: Slower modems might take several hours to download all recommended updates the first time you use Windows Update. Download times might vary depending on modem speed and how many updates your computer needs. To reduce download times, run Windows Update when you are not using your computer for other Internet-related tasks such as reading e-mail or surfing the Web.

3. In the Pick updates to install click Critical Updates and Service Packs. Windows Update then creates a list of updates that are appropriate for your computer. 
4. Click Review and install updates. 
5. Select updates to install and then click Install Now. You might have to to restart your computer after installing the updates. 

Click Review and install updates 

Note: Be sure to go back to Windows Update after installation to check for any additional updates. You might have to do this several times. 

3.0 User Set Up

3.1 Microsoft Windows XP

Complete the following steps in order to establish individual user accounts on a PC using Microsoft Windows XP:

1. Login as a Windows XP Administrator.
2. Using your mouse click on the START button. 
3. From the START menu click on SETTINGS option.
4. Scroll your mouse pointer on to CONTROL PANEL option and click.
5. A CONTROL PANEL window shall appear with various icons.
6. Double click on USER ACCOUNTS icon.
7. Click on Create a new account option under "pick a task" heading.
8. In the name field that appears, type in the user account name. Example "John Smith".
9. Click on the NEXT button below the field to go to the next step.
10. Choose the account type by selecting between options " Computer Administrator" or "Limited".
11. Click on CREATE ACCOUNT button.
12. At this point the account shall appear in the user list and by clicking on it one can assign a password to the account.
13. Click Finish.

3.2 Microsoft Windows 98

Microsoft Windows 98 does not have the capability to set up individual user accounts that provide any security. It is recommended that if you are using Windows 98 that you strictly control physical access to your PC or upgrade to Windows XP in order to protect your data residing in the NHGRI Family Health History Tool.

3.3 Microsoft NT Workstation

Complete the following steps in order to establish individual user accounts on a PC using Microsoft NT Workstation:

1. Login as an Administrator on the NT 4.0 Workstation.
2. Click on the START button. 
3. Using your mouse scroll and click on PROGRAMS option.
4. Scroll and click on ADMINISTRATIVE TOOLS option.
5. Scroll and click on USER MANAGER option launching user manager program.
6. Click on the USER option from the drop down menu in the upper left corner.
7. Click on NEW USER option, new user form appears.
8. Fill in the USERNAME field with the desired login name.
9. Fill in the DESCRIPTION field and FULL NAME field (optional).
10. Fill in the PASSWORD and CONFIRM PASSWORD fields with desired password.
11. Click on GROUPS button.
12. Choose and click on the groups the user shall be part of ex: Administrators, users etc and click on ADD button.
13. Click on OK button when done.
14. Check the list of users and the new user should show up in the list.
15. Click on OK button to exit the user manager application.


3.4 Microsoft Windows ME

Microsoft Windows ME does not have the capability to set up individual user accounts that provide any security. It is recommended that if you are using Windows ME that you strictly control physical access to your PC or upgrade to Windows XP in order to protect your data residing in the NHGRI Family Health History Tool.

3.5 Microsoft Windows 2000

Complete the following steps in order to establish individual user accounts on a PC using Windows 2000.

1. Right click on the My Computer icon.
2. Click Manage.
3. Click Local Users and Groups.
4. Double click Users
5. Right click New User.
6. Complete User Name, Full Name (optional) and Description (optional).
7. Enter a Password and confirm. Recommend using a strong password using a combination of at least eight alphanumeric and special characters. Avoid using easy to guess passwords such as spouse's, kids, or pets names and birthdays.
8. Leave all other fields unchecked.
9. Click Finish.

