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Today’s Environment
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Microbial Threats to Health: Emergency, Detection, and Response

“innovative systems of surveillance that capitalize on 
advances in information technology should be 
supported”
“global and domestic disease surveillance needs to be 
improved and in particular new innovative systems of 
surveillance should be explored”
“promising approaches will need to be coordinated 
nationally so that data can be shared and analyzed 
across jurisdictions”
“CDC should provide leadership”
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GAO Bioterrorism Report
The U.S. has:

“vulnerable and outdated health information systems 
and technologies”
“lack of real-time surveillance and epidemiological 
systems”
“health care data, communications, and security 
standards-which are necessary to support the 
compatibility and interoperability of agencies’ various IT 
systems-remain incomplete across the health care 
sector”

“efforts in the federal government are under way to 
strengthen and increase the use of applicable 
standards throughout the nation’s health information 
infrastructure”  

(GAO 03-139)
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BioSense - Purpose

The third piece of the recent bioterrorism initiatives: 

BioShield - rapid development of new vaccines and 
therapeutics against biological threats

BioWatch - deployment of environmental air samplers 
in key locations to detect releases of 
certain biological agents

BioSense - enhanced capability to rapidly detect 
bioterrorism by accessing and analyzing 
diagnostic and pre-diagnostic health data 
for bioterrorism indicators
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BioSense Principles
• Early event detection needs to support the 

people and systems for public health 
response

• Systems and evaluation should consider the 
continuum for:
1. Initial detection
2. Subsequent case identification
3. Quantification and localization of events 

to help shape public health response
4. Integration with outbreak management 

and response systems
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BioSense
Initiative

• Support the advancement of early detection
• Data acquisition, infrastructure for near real-time 

reporting and analytics
• Promote the use of national standards and develop 

requisite specifications
• Increase the sharing of approaches and technology
• Insure integration with other public health systems

System
• National “safety net” – help support BioWatch cities
• An implementation of identified standards
• A platform for the implementation and evaluation of 

different analytic approaches
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National and
Regional Data

Sources BioSense City/State
Recipients 

National labs
test requests & results

Nurse Call
Line Data

Over-the-counter
drug sales

DoD and VA 
sentinel clinical data

Lab Response Network

Analysis and Alerts 
Regional clinical

networks

Electronic Investigation 

(including BioWatch)

Metropolitan
Surveillance  and

Response Systems(others)
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BioSense System
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BioSense System
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Public Health Information Network
Early Event Detection

BioSense

Surveillance
NEDSS

Secure 
Communications

Epi-X

Analysis & 
Interpretation

BioIntelligence
Analytic Technology

Information 
Dissemination & KM

CDC Website
Health alerting

PH Response
Lab, Outbreak 

Management, Vaccine 
administration, etc. 

Federal Health 
Architecture, 
Consolidated 

Health Informatics, 
and NHII
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Beyond Early Detection Systems

• Case management – possible cases, symptomology, 
travel history, possible environmental events and 
demographics

• Investigation and confirmation – integration of clinical 
lab results, environmental results

• Contact tracing – person-person, person-place, 
conveyance (plane, home, etc.)

• Response coordination – quarantine, stockpile 
dispensation, accelerated vaccination, prophylaxis 

• Adverse events and follow-up management –
exposure registries, vaccination “take” recording, 
adverse reactions to treatment   
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BioSense Principles

• Many pre-diagnostic data sources still need 
to be rigorously evaluated

• Consequence management is a major issue 
• Support comparative analysis and 

interpretation by public health professionals
• As much as possible let public health users 

control alerting and notifications
• Coordinate multiple data sources to facilitate 

signal evaluation, reduce false alarms and 
minimize end-user burden
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BioSense Requirements
• Reported data will not include patient names 

or medical record numbers
• Data will be securely managed for public 

health use with jurisdictional access controls
• Build on standards and investments

Public Health Information Network (PHIN) 
and National Electronic Disease 
Surveillance System (NEDSS)
Both are fully aligned with the standards 
identified by CHI and the NCVHS
Will align with Federal Health Architecture 
as it develops
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Alternatives

• Maintain Status Quo – no coordinated 
early detection program and irregular 
coverage

• Local Systems – no national leadership, 
each jurisdiction pursues own approach, 
limited data and technology sharing

• National Initiative - national standards 
approach with robust evaluation and 
facilitation of local needs


